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Who am I ? ■͖ ἲˉ

Yosuke HASEGAWA Ἒʷ₫ ⅔ᾂ

×NetAgent Co.,Ltd . R&D dept

╩ О ›╧♆ ở ⁴̬ ˉḘṥ

×Microsoft MVP for Consumer Security Oct 2005 -

×http ://utf - 8.jp/

×Writing obfuscated JavaScript
■Ḓᾂ ᵛ Ϯҳ ᵎ ῝̃ ▐ᾈѮѸ
e.g. jjencode , aaencode
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Today's topic
ₓѢ╢ ♫
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Today's topic ₓѢ╢ ♫

×IE6 is 'spoilt milk' web browser.
IE6 ךּ

×Microsoft themselves admitted
Microsoft ךּ

×Many security flaws left untouched 
for years.
ךּ אל ךּ צּ Ḯ

×Junst only IE6? No.
IE6 Ḯפּאל ?וֹ
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Many flaws left untouched for years
ךּ אל ךּ צּ
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http:// www.youtube.com/watch?v=KZSnCbGDl6Y
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Just only IE6? No. IE6 Ḯפּאל ?וֹ

×Also IE7 and IE8 has flaws
IE7/8 טּ
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Today's topic ₓѢ╢ ♫

for the IE9 IE9 וֹ

×expect IE becomes more secure 
browser by shedding light on past 
flaws 

פּ ︣ כֿ IE9
!
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Untouched flaws
ḟ Ӆ ᶴ♫

11



INNOVATION TO THE FUTURE   NetAgent Co., Ltd.

Untouched flaws אל
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flaws
affect

MLang encode conversion issue

JSON Hijack with UTF -7

bypass Content -Disposition

infomation leakage via CSS

JavaScript back -quote issue

XSS with mhtml handler
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MLang encode conversion issue
MLang ṇ

×"MLang" : DLL for multi language 
support including conversion of 
text encoding

MLang : ṇ
ḭ ṇ ︣

DLL

×ConvertINetMultiByteToUnicode

×ConvertINetUnicodeToMultiByte

×ConvertINetString

14



INNOVATION TO THE FUTURE   NetAgent Co., Ltd.

MLang encode conversion issue
MLang ṇ

×IE handles text as Unicode from 
outside with conversion by MLang . 
IE MLang פּ
Unicode ︡
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Shift_JIS ,
EUC-JP,
EUC-KR, ṏ

HTML MLang <html>

UTF-16LE


