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Six Phases
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Evolution of the Sandbox

In the beginning, Pwn2Own exploits only needed one 

vulnerability to win.

− Use-after-frees were very popular

Vendors implemented to sandboxes to mitigate this 

issue.

− Assume code execution vulnerabilities exists

Leveraged OS-based Protection Mechanisms

− Window Station and Desktop Isolation

− Job Object Limitations

− Mandatory Integrity Controls

− AppContainers
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Undocumented Features
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Internet Explorer localhost Sandbox Bypass
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JIT Exploitation in Safari
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Shifting Attack Surface
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Escaping Oracle VirtualBox 
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VMware Escapes
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Browser to VMware Escape
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Apple iPhone Rogue Application 
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Pwn2Own Inspired Improvements
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Common Problems 

Memory Corruption

Credential Management

Insecure Defaults

Authentication/Authorization

Injection

Other



39 | ©2025 Trend Micro Inc.

Cogent DataHub Overview
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Cogent DataHub Remote Code Execution 
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Advantech WebAccess
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Kepware KEPServerEx
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Glitching
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Exploit Picture
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Observation
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Automotive Attack Surface
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In-Vehicle Infotainment
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EV Chargers
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Tesla Model 3
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Increasing Interest

• 100+ AI related vulnerabilities going through disclosure process

• Most of the flaws are in MCP implementations

• Rest in ML Frameworks, Agentic AI Frameworks, and AI tool chains such 

as AI workflow orchestrators

• Top Bug Classes

− Deserialization of Untrusted Data 

− OS Command Injection
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NVIDIA Isaac GROOT
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MLflow Remote Code Execution



64 | ©2025 Trend Micro Inc.

1 54 80 99 101

301
354

203
288

430

666 700

1017

1450

1045

1453

1604

1706

1913

1741

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

AI Years



65 | ©2025 Trend Micro Inc.

1 54 80 99 101

301
354

203
288

430

666 700

1017

1450

1045

1453

1604

1706

1913

1741

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

Insights



66 | ©2025 Trend Micro Inc.

Future of Vulnerability Discovery
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