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01. Background
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What is VSock
01. Background

⦁ VSock (Virtual Socket) is a socket protocol for communication between a guest and host in 
virtualized environments

⦁ Provides a TCP/IP-like socket interface without relying on the TCP/IP network stack

virtio-vsock
Hypervisor Ring Buffer

Host Guest
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What is VSock
01. Background



©2025. Theori. All rights reserved. 7

virtio-vsock
Host Kernel

Host process A
VMADDR_CID_LOCAL

Host process B
VMADDR_CID_LOCAL

What is VSock
01. Background
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Beyond CVE-2021-26708

⦁ The first 1-day I analyzed after joining Theori: CVE-2021-26708
⦁ https://a13xp0p0v.github.io/2021/02/09/CVE-2021-26708.html

⦁ Race condition between connect() and setsockopt() on VSock

01. Background
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Beyond CVE-2021-26708

⦁ The first 1-day I analyzed after joining Theori: CVE-2021-26708
⦁ https://a13xp0p0v.github.io/2021/02/09/CVE-2021-26708.html

⦁ Race condition between connect() and setsockopt() on VSock

⦁ This vulnerability is caused by two factors:
1.   vsk->transport pointer is copied to a local variable outside lock_sock(), allowing invalid 

conditional checks to pass
2. Passing the invalid condition may lead to dereferencing the dangling pointer vsk->trans

in vsock.

01. Background
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01. Background

Beyond CVE-2021-26708
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01. Background

Beyond CVE-2021-26708
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01. Background

Beyond CVE-2021-26708

Patc
hed ??
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Me in 2022:
Me in 2024:

01. Background

Beyond CVE-2021-26708
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https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=6ca575374dd9a507cdd16dfa0e78c2e9e20bd05f

01. Background

Beyond CVE-2021-26708
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01. Background

Awards for CVE-2024-50264

⦁ Google kernelCTF LTS-6.6.56/COS-109 0-day Winner
⦁ Oct 20, 2024

⦁ Received $81,337 Award💸
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01. Background

Awards for CVE-2024-50264

⦁ Pwnie Awards 2025 Best Privilege Escalation Winner
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01. Background

Awards for CVE-2024-50264
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02. Race Condition Scenario
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Making a Dangling Pointer
02. Race Condition Scenario

⦁ vsock determines the connection target type using the CID during connect()
⦁ VMADDR_CID_ANY: -1
⦁ VMADDR_CID_HYPERVISOR: 0
⦁ VMADDR_CID_LOCAL: 1
⦁ VMADDR_CID_HOST: 2

⦁ If connect() is called again on a vsock that has already been connect()ed with a different CID, 
the internal data of the vsock is updated
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Making a Dangling Pointer
02. Race Condition Scenario

1. In the second connect() flow, 
vsock_assign_transport() is called to update 
the vsock
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Making a Dangling Pointer
02. Race Condition Scenario

2. It frees the existing vsk->trans
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Making a Dangling Pointer
02. Race Condition Scenario

3. If the current socket type is 
SOCK_SEQPACKET and the new transport 
does not have a seqpacket_alloc handler, it 
returns an error
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Making a Dangling Pointer
02. Race Condition Scenario

4. As a result, ->init() is not called to 
reassign vsk->trans, leaving vsk->trans as a 
dangling pointer
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First Attempt
02. Race Condition Scenario

⦁ In virtio_transport_space_update() called 
by the loopback worker, the dangling 
pointer can be accessed

⦁ 4 byte UAF Write achievable
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02. Race Condition Scenario

connect(VMADDR_CID_LOCAL)
vsock_connect()

vsock_assign_transport()
virtio_transport_do_socket_init()

vvs = kzalloc()

connect(VMADDR_CID_HYPERVISOR)
vsock_connect()

vsock_assign_transport()
vsock_deassign_transport()

virtio_transport_destruct()
kfree(vvs);

vsock_loopback_work(OP_RESPONSE)
virtio_transport_recv_pkt()

virtio_transport_space_update()
vvs->peer_buf_alloc = ...

Task A Loopback Worker

First Attempt

UAF ???
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02. Race Condition Scenario

connect(VMADDR_CID_LOCAL)
vsock_connect()

vsock_assign_transport()
virtio_transport_do_socket_init()

vvs = kzalloc()

connect(VMADDR_CID_HYPERVISOR)
vsock_connect()

vsock_assign_transport()
vsock_deassign_transport()

virtio_transport_destruct()
kfree(vvs);

vsock_loopback_work(OP_RESPONSE)
virtio_transport_recv_pkt()

virtio_transport_space_update()
vvs->peer_buf_alloc = ...

Task A Loopback Worker

First Attempt
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First Attempt
02. Race Condition Scenario

⦁ Not called if the SOCK_DONE flag is set on the socket🧐

Loopback Worker: check SOCK_DONE connect(): set SOCK_DONE
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First Attempt
02. Race Condition Scenario

⦁ Not called if the SOCK_DONE flag is set on the socket🧐

⦁ In the second connect(), SOCK_DONE is set, and these two contexts cannot race

Loopback Worker: check SOCK_DONE connect(): set SOCK_DONE
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First Attempt
02. Race Condition Scenario

SOCK_DONE Check

Limitations Solutions
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Race Condition Using Signal
02. Race Condition Scenario

⦁ If a signal is sent when the first vsock_connect() is called, it can change sk_state to TCP_CLOSING

connect(VMADDR_CID_LOCAL)
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Race Condition Using Signal
02. Race Condition Scenario

⦁ If a signal is sent when the first vsock_connect() is called, it can change sk_state to TCP_CLOSING

⦁ As a result, the second vsock_connect() does not set SOCK_DONE

connect(VMADDR_CID_LOCAL)

connect(VMADDR_CID_HYPERVISOR)
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Race Condition Using Signal
02. Race Condition Scenario

⦁ Set ->sk_state to TCP_ESTABLISHED in 
the loopback worker

⦁ Loopback worker scheduled during 
vsock_connect()
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Race Condition Using Signal
02. Race Condition Scenario

Task A

connect(VMADDR_CID_LOCAL)
vsock_connect()

⦁

⦁

⦁

if (signal_pending(current)) {
if (sk->sk_state == TCP_ESTABLISHED)

sk->sk_state = TCP_CLOSING;

connect(VMADDR_CID_HYPERVISOR)
vsock_connect()

virtio_transport_release()
virtio_transport_close()

[ SOCK_DONE not set ]

Task B Loopback Worker
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Race Condition Using Signal
02. Race Condition Scenario

Task A

connect(VMADDR_CID_LOCAL)
vsock_connect()

⦁

⦁

⦁

if (signal_pending(current)) {
if (sk->sk_state == TCP_ESTABLISHED)

sk->sk_state = TCP_CLOSING;

connect(VMADDR_CID_HYPERVISOR)
vsock_connect()

virtio_transport_release()
virtio_transport_close()

[ SOCK_DONE not set ]

Task B

kill(Task B)

Loopback Worker
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Race Condition Using Signal
02. Race Condition Scenario

Task A

connect(VMADDR_CID_LOCAL)
vsock_connect()

⦁

⦁

⦁

if (signal_pending(current)) {
if (sk->sk_state == TCP_ESTABLISHED)

sk->sk_state = TCP_CLOSING;

connect(VMADDR_CID_HYPERVISOR)
vsock_connect()

virtio_transport_release()
virtio_transport_close()

[ SOCK_DONE not set ]

Task B Loopback Worker

kill(Task B)

vsock_loopback_work(OP_RESPONSE)
virtio_transport_recv_pkt()

virtio_transport_recv_connecting()
sk->sk_state = TCP_ESTABLISHED;
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Race Condition Using Signal
02. Race Condition Scenario

Task A

connect(VMADDR_CID_LOCAL)
vsock_connect()

⦁

⦁

⦁

if (signal_pending(current)) {
if (sk->sk_state == TCP_ESTABLISHED)

sk->sk_state = TCP_CLOSING;

connect(VMADDR_CID_HYPERVISOR)
vsock_connect()

virtio_transport_release()
virtio_transport_close()

[ SOCK_DONE not set ]

Task B Loopback Worker

kill(Task B)

vsock_loopback_work(OP_RESPONSE)
virtio_transport_recv_pkt()

virtio_transport_recv_connecting()
sk->sk_state = TCP_ESTABLISHED;
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02. Race Condition Scenario

⦁ Now we have obtained a 4 byte UAF 
Write primitive

Race Condition Using Signal
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Race Condition Using Signal
02. Race Condition Scenario

SOCK_DONE Check

Limitations Solutions

Race Condition Using  
Signal
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State Machine Race Condition
02. Race Condition Scenario
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02. Race Condition Scenario

⦁ Race leaves ->sk_state as TCP_CLOSING

State Machine Race Condition
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02. Race Condition Scenario

⦁ Race leaves ->sk_state as TCP_CLOSING

⦁ After the UAF write, 
virtio_transport_recv_disconnecting() is 
called

State Machine Race Condition
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02. Race Condition Scenario

⦁ Then vsock_stream_has_data() is called, which dereferences vsk->transport

Loopback Worker connect(VMADDR_CID_HYPERVISOR)

State Machine Race Condition
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02. Race Condition Scenario

Loopback Worker connect(VMADDR_CID_HYPERVISOR)

⦁ Then vsock_stream_has_data() is called, which dereferences vsk->transport

⦁ However, after the previous connect(), vsk->trans was freed and vsk->transport was initialized to NULL

State Machine Race Condition
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02. Race Condition Scenario

😱

State Machine Race Condition
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SOCK_DONE Check

NULL-ptr-deref

Race Condition Using  
Signal

Limitations Solutions

02. Race Condition Scenario

State Machine Race Condition
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02. Race Condition Scenario

State Machine Race Condition
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02. Race Condition Scenario

NULL-ptr-deref

🤔

🤔

State Machine Race Condition
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02. Race Condition Scenario

⦁ Calling vsock_listen() changes the current 
->sk_state to TCP_LISTEN

State Machine Race Condition
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02. Race Condition Scenario

⦁ sock->state must be SS_UNCONNECTED
⦁ A socket currently performing a connect 

operation returns an error

State Machine Race Condition
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02. Race Condition Scenario

connect(VMADDR_CID_LOCAL)

⦁ Fortunately, during the race to bypass SOCK_DONE, the state was changed to SS_UNCONNECTED
⦁ Because the connect() was canceled due to a signal

State Machine Race Condition
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02. Race Condition Scenario

Loopback Worker Task C

listen()
vsock_listen()

lock_sock(sk);
if (sock->state != SS_UNCONNECTED)
sk->sk_state = TCP_LISTEN;
release_sock(sk);

State Machine Race Condition
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02. Race Condition Scenario

Loopback Worker

vsock_loopback_work(OP_SHUTDOWN)

vsock_loopback_work(OP_RST)
virtio_transport_recv_pkt()

lock_sock(sk);
virtio_transport_space_update()

vvs->peer_buf_alloc = ...    // UAF
case TCP_LISTEN:
virtio_transport_recv_listen()

virtio_transport_reset_no_sock()
return 0;

Task C

listen()
vsock_listen()

lock_sock(sk);
if (sock->state != SS_UNCONNECTED)
sk->sk_state = TCP_LISTEN;
release_sock(sk);

State Machine Race Condition
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02. Race Condition Scenario

Loopback Worker

vsock_loopback_work(OP_SHUTDOWN)

vsock_loopback_work(OP_RST)
virtio_transport_recv_pkt()

lock_sock(sk);
virtio_transport_space_update()

vvs->peer_buf_alloc = ...    // UAF
case TCP_LISTEN:
virtio_transport_recv_listen()

virtio_transport_reset_no_sock()
return 0;

Task C

listen()
vsock_listen()

lock_sock(sk);
if (sock->state != SS_UNCONNECTED)
sk->sk_state = TCP_LISTEN;
release_sock(sk);

State Machine Race Condition
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SOCK_DONE Check

NULL-ptr-deref

Race Condition Using  
Signal

Limitations Solutions

02. Race Condition Scenario

Race Condition with 
vsock_listen()

State Machine Race Condition
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Extend Cross Cache Window
02. Race Condition Scenario
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02. Race Condition Scenario

Loopback Worker

vsock_loopback_work(OP_RST)
virtio_transport_recv_pkt()

lock_sock(sk);
virtio_transport_space_update()

vvs->peer_buf_alloc = ... // UAF

Task C

listen()
vsock_listen()

lock_sock(sk);
if (sock->state != SS_UNCONNECTED)
sk->sk_state = TCP_LISTEN;
release_sock(sk);

Extend Cross Cache Window

connect(VMADDR_CID_HYPERVISOR)
vsock_connect()

vsock_assign_transport()
vsock_deassign_transport()

virtio_transport_destruct()
kfree(vvs);

Task B

~ 6μs😩
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SOCK_DONE Check

NULL-ptr-deref

Too Narrow 
Cross Cache Window

Race Condition Using  
Signal

Race Condition with 
vsock_listen()

Limitations Solutions

02. Race Condition Scenario

Extend Cross Cache Window
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Extend Cross Cache Window
02. Race Condition Scenario

⦁ CONFIG_PREEMPT disabled on target kernel

⦁ Cannot use Soft IRQ based race window extension
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Extend Cross Cache Window
02. Race Condition Scenario

epoll

timerfd_tmrproc()

timerfd timerfd

timerfdtimerfdtimerfd

timerfd timerfd ...

Hard IRQ

https://googleprojectzero.blogspot.com/2022/03/racing-against-clock-hitting-tiny.html
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02. Race Condition Scenario

Extend Cross Cache Window
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02. Race Condition Scenario

Loopback Worker

vsock_loopback_work(OP_RST)
virtio_transport_recv_pkt()

lock_sock(sk);
virtio_transport_space_update()

vvs->peer_buf_alloc = ... // UAF

Task C

listen()
vsock_listen()

lock_sock(sk);
if (sock->state != SS_UNCONNECTED)
sk->sk_state = TCP_LISTEN;
release_sock(sk);

Extend Cross Cache Window
Hard IRQ
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02. Race Condition Scenario

Loopback Worker

vsock_loopback_work(OP_RST)
virtio_transport_recv_pkt()

lock_sock(sk);
virtio_transport_space_update()

vvs->peer_buf_alloc = ... // UAF

Task C

listen()
vsock_listen()

lock_sock(sk);
if (sock->state != SS_UNCONNECTED)
sk->sk_state = TCP_LISTEN;

release_sock(sk);

Extend Cross Cache Window
Hard IRQ

timerfd_tmrproc()
[ Delay of 40000μs ]
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02. Race Condition Scenario

Extend Cross Cache Window

6μs

40000μs
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SOCK_DONE Check

NULL-ptr-deref

Too Narrow 
Cross Cache Window

Race Condition Using  
Signal

Race Condition with 
vsock_listen()

timerfd

Limitations Solutions

Extend Cross Cache Window
02. Race Condition Scenario
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Overall Race Scenario
02. Race Condition Scenario
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Conclusion:
Overall Race Scenario
02. Race Condition Scenario
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03. Exploit Scenario
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic

1. Race Window
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic

2. Non-freeable Object

Victim Object
Allocation

Non-freeable Object
Allocation
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic

3. Worker Thread

Use Same CPU
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic

4. vvs Struct Layout

Prerequisite conditions 
to reach the code below
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic

4. vvs Struct Layout
reference tx_lock
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic

4. vvs Struct Layout

reference tx_lock
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic

4. vvs Struct Layout

reference tx_lock

== 0
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic5. Kernel Panic
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Exploit Constraints
03. Exploit Scenario

1. Race Window

2. Non-freeable Object

3. Worker Thread

4. vvs Struct Layout

5. Kernel Panic5. Kernel Panic

Null Deref
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03. Exploit Scenario

Non-freeable Object

Limitations Solutions

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 

Exploit Constraints
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Stage 1: Non-freeable Object and Cross Cache
03. Exploit Scenario

Victim Object
Allocation

Non-freeable Object
Allocation

Non-freeable Object

Limitations

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

• Cross-cache required for Exploit

• If a non-freeable object coexists with the victim in the same cache, cross-cache exploitation 
becomes impossible

kmalloc-96

Victim

Non-freeable

: Allocated

: Freed

kmalloc-96

Victim

Non-freeable



©2025. Theori. All rights reserved. 80

Stage 1: Non-freeable Object Problem
03. Exploit Scenario

• What if the victim and the non-freeable object can be allocated into separate objects? 

kmalloc-96

Victim

: Allocated

: Freed kmalloc-96

Non-freeable
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

• What if the victim and the non-freeable object can be allocated into separate objects? 

• By freeing all objects in the victim's SLUB, cross-cache can be achieved

kmalloc-96

Victim

: Allocated

: Freed kmalloc-96

Non-freeable

kmalloc-96

Victim

kmalloc-96

Non-freeable

Page goes to buddy allocator 
when partial overflowed!
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

• However, we don’t know the number of kernel objects

• Then, how can we ensure allocation into a different slab?
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

• However, we don’t know the number of kernel objects

• Then, how can we ensure allocation into a different slab?

https://www.usenix.org/conference/usenixsecurity24/presentation/maar-slubstick
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partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

active page

partial page partial page

kmem_cache_cpu

freelist

slab

partial



©2025. Theori. All rights reserved. 85

partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

active page

Alloc 1

partial page partial page

kmem_cache_cpu

freelist

slab

partial

Fast Path
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partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

active page

Alloc 1

Alloc 2

partial page partial page

kmem_cache_cpu

freelist

slab

partial

Fast Path
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partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

Full page

partial page partial page

kmem_cache_cpu

freelist

slab

partial

Fast Path
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partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

Full page

partial page partial page

kmem_cache_cpu

freelist

slab

partial

Slow Path
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partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

active page

partial page

kmem_cache_cpu

freelist

slab

partial

Slow Path
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partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

active page

Alloc 3

partial page

kmem_cache_cpu

freelist

slab

partial

Slow Path
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SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

kmem_cache_cpu

freelist

slab

partial

Slow Path

Full page
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SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

kmem_cache_cpu

freelist

slab

partial

Very Slow Path

Full page
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SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

kmem_cache_cpu

freelist

slab

partial

Very Slow Path

kmem_cache

per_cpu

…

per_node

page page page

…
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partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

active page

partial page

kmem_cache_cpu

freelist

slab

partial

Very Slow Path
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partial page

SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

active page

Alloc 4

partial page

kmem_cache_cpu

freelist

slab

partial

Very Slow Path
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SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

kmem_cache_cpu

freelist

slab

partial

Full page

Very Slow Path
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SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

kmem_cache_cpu

freelist

slab

partial

Very Slow Path

kmem_cache

per_cpu

…

per_node
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SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

kmem_cache_cpu

freelist

slab

partial

Very Slow Path

kmem_cache

per_cpu

…

per_node

page
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SLUBStick?
03. Exploit Scenario

: Allocated

: Freed

kmem_cache_cpu

freelist

slab

partial

Very Slow Path

kmem_cache

per_cpu

…

per_node

page

Alloc 5
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

• The fast path and the very slow path show an extreme performance gap!

• Therefore, we can leverage the speed difference to allocate specific objects into the desired 
slab
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03. Exploit Scenario

1. Spray objects until all pages are allocated from the per-CPU cache (We don’t know how many 
objects remain in the active page)

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

active page

keyring obj

keyring obj

keyring obj

Stage 1: Non-freeable Object Problem
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

2. By measuring the execution time, we can identify when kmalloc() enters the slow path

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

active page

keyring obj

keyring obj

keyring obj

keyring obj
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

2. By measuring the execution time, we can identify when kmalloc() enters the slow path

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

active page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

2. By measuring the execution time, we can identify when kmalloc() enters the slow path

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

Full page
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

page Full page

2. By measuring the execution time, we can identify when kmalloc() enters the slow path
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

Full pagepage

keyring obj (slow)

2. By measuring the execution time, we can identify when kmalloc() enters the slow path
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

3. Allocate object until only one object left in slab

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

Full pagepage

keyring obj

keyring obj

keyring obj

keyring obj (slow)
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

4. Trigger Vulnerability (allocate victim object)

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

Full pagepage

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim
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Stage 1: Non-freeable Object Problem
03. Exploit Scenario

5. Trigger Vulnerability (allocate non-freeable object)

kmem_cache_cpu

freelist

slab

partial

: Allocated

: Freed

Full pagepage

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim

page

non-freeable object
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03. Exploit Scenario

Non-freeable Object SlubStick

Limitations Solutions

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 

Stage 1: Non-freeable Object Problem
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Stage 2: Worker Thread Problem
03. Exploit Scenario

Non-freeable Object

Limitations

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 

Use Same CPU
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Stage 2: Worker Thread Problem
03. Exploit Scenario

• A worker thread inherits the CPU affinity of the requesting process
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Stage 2: Worker Thread Problem
03. Exploit Scenario

• A worker thread inherits the CPU affinity of the requesting process

• The worker thread is running concurrently with the task

• Because kfree() happens in the task and the UAF write occurs in the worker thread, 
cross-cache cannot be performed on the CPU that executed kfree()
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Stage 2: Worker Thread Problem
03. Exploit Scenario

• Is it possible to separate the CPU executing kfree() from the CPU performing cross-cache?
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Stage 2: Worker Thread Problem
03. Exploit Scenario

• Is it possible to separate the CPU executing kfree() from the CPU performing cross-cache?

• Of course. Pre-fill the page into the partial list of a different CPU where execute kfree()
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Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

1. Initial State

victim page

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

full pages

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

: Allocated

: Freed

CPU Affinity: 0
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Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

2. Change CPU affinity to 1

: Allocated

: Freed

CPU Affinity: 1
victim page

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

full pages

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj
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victim page

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim

Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

3. kfree() one object at a time from each page. Then pages go to CPU1’s partial

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

full pages

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj
: Allocated

: Freed

CPU Affinity: 1
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Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

4. Change CPU affinity to 0

: Allocated

: Freed

CPU Affinity: 0

victim page

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

full pages

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj
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Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

5. Send kill() signal. Then victim object will be freed

: Allocated

: Freed

CPU Affinity: 0

victim page

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

full pages

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj
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Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

6. Change CPU affinity to 1. Worker thread is running on CPU 0

: Allocated

: Freed

CPU Affinity: 1

victim page

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

full pages

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj
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victim page

keyring obj

keyring obj

keyring obj

keyring obj (slow)

Victim

Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

7. Do cross-cache

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

page

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj

full pages

keyring obj

keyring obj

keyring obj

keyring obj

keyring obj
: Allocated

: Freed

CPU Affinity: 1

Page goes to 
buddy allocator 
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victim page

Victim

Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

7. Reallocate the vulnerable page from the buddy allocator

: Allocated

: Freed

CPU Affinity: 1
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victim page

Victim (modified)

Stage 2: Worker Thread Problem
03. Exploit Scenario

kmem_cache_cpu 0

freelist

slab

partial

kmem_cache_cpu 1

freelist

slab

partial

8. In worker thread, UAF will be triggered

: Allocated

: Freed

CPU Affinity: 1
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03. Exploit Scenario

Non-freeable Object SlubStick

Limitations Solutions

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 

Cross-CPU 
Page Migration

Stage 2: Worker Thread Problem
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

Non-freeable Object

Limitations

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 

Prerequisite conditions 
to reach the code below
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• To trigger the UAF write, we need 
to reach vvs->peer_buf_alloc
without causing a kernel panic
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

lock victim socket
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

trigger UAF write



©2025. Theori. All rights reserved. 130

Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

get vvs (UAFed)
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

tx_lock UAFed vvs
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

UAF write
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• Because the vvs object is locked, 
the tx_lock field must be set to 0

tx_lock UAFed vvs
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• Because the vvs object is locked, the tx_lock field must be set to 0

vvs struct

tx_lock == 0

peer_fwd_cnt

peer_buf_alloc

vsock_sock *vsk



©2025. Theori. All rights reserved. 135

Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• Because the vvs object is locked, the tx_lock field must be set to 0.

• Is there any object that can offer a powerful exploit primitive when tx_lock is set to 0 and arbitrary 
4 bytes are overwritten at peer_buf_alloc offset?

vvs struct

tx_lock == 0

peer_fwd_cnt

peer_buf_alloc

vsock_sock *vsk
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• Because the vvs object is locked, the tx_lock field must be set to 0.

• Is there any object that can offer a powerful exploit primitive when tx_lock is set to 0 and arbitrary 
4 bytes are overwritten at peer_buf_alloc offset?

vvs struct

tx_lock == 0

peer_fwd_cnt

peer_buf_alloc

vsock_sock *vsk

Page Table satisfies all conditions!
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

vvs struct

tx_lock == 0

peer_fwd_cnt = 0

peer_buf_alloc = 0

vsock_sock *vsk

page table

0x0000000000000000

0x0000000000000000

0x0000000000000000

0x0000000000000000

1. Do cross-cache, duplicate victim vvs with page table
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

vvs struct

tx_lock == 0

peer_fwd_cnt = 0
peer_buf_alloc = 

0x45678067 0x80000123

vsock_sock *vsk

page table

0x0000000000000000

0x0000000000000000

0x8000012345678067

0x0000000000000000

2. Access the virtual address corresponding to peer_buf_alloc in the overlapping vvs
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

vvs struct

tx_lock = 0

peer_fwd_cnt = 0
peer_buf_alloc = 

0xdeadb067 0x80000123

vsock_sock *vsk

page table

0x0000000000000000

0x0000000000000000

0x80000123deadb067

0x0000000000000000

3. Worker thread trigger UAF Write
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• Now, 

original pagepage table

0x0000000000000000

0x0000000000000000

0x8000012345678067

0x0000000000000000

0xdead4000

VA
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• Now, We can arbitrarily manipulate the kernel data

somewhere in kernel

original pagepage table

0x0000000000000000

0x0000000000000000

0x80000123deadb067

0x0000000000000000

0xdead4000

VA
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• Now, We can arbitrarily manipulate the kernel data

PTE

R
/
W

P
U
/
S

P
W
T

P
C
D

AD
P
A
T

GAVLPhys Address << 12AVLPKX
D

P: Present
R/W: Read / Write
U/S: User / Supervisor
PWT: Write Through
A: Accessed

D: Dirty
PAT: Page Attribute Table
PK: Protection Key
XD: Execute Disable
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

• Now, We can arbitrarily manipulate the kernel data

P: Present
R/W: Read / Write
U/S: User / Supervisor
PWT: Write Through
A: Accessed

D: Dirty
PAT: Page Attribute Table
PK: Protection Key
XD: Execute Disable

PTE

R
/
W

P
U
/
S

P
W
T

P
C
D

AD
P
A
T

GAVLPhys Address << 12AVLPKX
D Phys Address << 12
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03. Exploit Scenario

Non-freeable Object SlubStick

Limitations Solutions

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 

Cross-CPU 
Page Migration

Use Page Table

Stage 3: Bypass UAF Write Kernel Panic
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Stage 3: Bypass UAF Write Kernel Panic
03. Exploit Scenario

Non-freeable Object

Limitations

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 

somewhere we don’t know

original pagepage table

0x0000000000000000

0x0000000000000000

0x80000123deadb067

0x0000000000000000
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

• We can perform arbitrary writes to a desired physical address
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

• We can perform arbitrary writes to a desired physical address

• However, a kernel panic happens within seconds

• Re-using the vulnerability to leak the physical address is infeasible

somewhere we don’t know

original pagepage table

0x0000000000000000

0x0000000000000000

0x80000123deadb067

0x0000000000000000

0xdead4000

VA
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

• Then, let's consider ways to spray kernel physical addresses
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

• Then, let's consider ways to spray kernel physical addresses

• JIT Spray, powerful technique that can create R-X (read-execute) pages in the kernel

request to 
create BPF create JIT

r-x page in kernel

push rbp;
mov rsp, rbp;
xor eax, eax;

….
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

• Then, let's consider ways to spray kernel physical addresses

• JIT Spray, powerful technique that can create R-X (read-execute) pages in the kernel

• When we send bytes to socket, JIT assembly will be executed

• Furthermore, JIT page is sprayable!

request to run JIT assembly
execute JIT assembly

push rbp;
mov rsp, rbp;
xor eax, eax;

….

Run JIT assembly
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

1. Spray JIT R-X pages
original page

page table

0x0000000000000000

0x0000000000000000

0x8000012345678067

0x0000000000000000

0xdead4000

VA
push rbp;

…

push rbp;
…

push rbp;
…

sprayed JIT Pages
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

2. Modify the page table using the vulnerability
original page

page table

0x0000000000000000

0x0000000000000000

0x00000123deadb067

0x0000000000000000

0xdead4000

VA
push rbp;

…

push rbp;
…

push rbp;
…

sprayed JIT Pages
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

3. Write to JIT Page (kernel expected that the page is userland RW)
original page

page table

0x0000000000000000

0x0000000000000000

0x00000123deadb067

0x0000000000000000

0xdead4000

VA
push rbp;

…

mov qword ptr [core_pattern], …

push rbp;
…

sprayed JIT Pages
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Stage 4: Kernel Panic & LPE
03. Exploit Scenario

4. Send messages to all sockets to trigger JIT execution
original page

page table

0x0000000000000000

0x0000000000000000

0x00000123deadb067

0x0000000000000000

0xdead4000

VA
push rbp;

…

mov qword ptr [core_pattern], …

push rbp;
…

sprayed JIT Pages
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03. Exploit Scenario

Non-freeable Object SlubStick

Limitations Solutions

Worker Thread

Bypass UAF Write 
Kernel Panic 

Object for Exploit 

Cross-CPU 
Page Migration

Use Page Table

Dirty Pagetable
JIT Spray

Stage 4: Kernel Panic & LPE
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03. Exploit Scenario

Demo
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04. CVE-2025-21756
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04. CVE-2025-21756

Background

https://lore.kernel.org/all/20250110083511.30419-1-sgarzare@redhat.com/
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04. CVE-2025-21756

Background

https://lore.kernel.org/all/1aa83abf-6baa-4cf1-a108-66b677bcfd93@rbox.co/
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04. CVE-2025-21756

Root Cause

⦁ Decreases refcount by attempting to remove an unregistered entry from the bound table

⦁ No race required to trigger the Use-After-Free
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04. CVE-2025-21756

kernelCTF

⦁ Google kernelCTF LTS-6.6.75/COS-105 1-day Winner
⦁ Jan 17, 2025

⦁ Received $71,337 Award💸
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End of Document
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