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1. Why its relevant at this moment
2. Prehistory
3. RCE using old-school techniques
4. NTLM leak
5. Universal XSS (UXSS)
6. RCE using ClickJacking and some more
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Why it's relevant in 2025?

Despite the fact that IE ended support as of 
2020 it is still widely used in the form of 
WebBrowser control, a component of 
Visual Basic, .NET and C# applications. 
Several times I had the opportunity to find 
and document vulnerabilities in 
applications that used this component. A 
bright example of such an application 
would be WinRAR.
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Why it's relevant in 2025?

Quickly googling information about 
WebBrowser control I did not see 
anywhere that it is no longer supported 
or will soon depricated.
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Why it's relevant in 2025?
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Useful info before bugs

ActiveX

ActiveX - technology that allows Internet 
Explorer to access API from libraries 
installed in the operating system.

Abbreviations and Security algorithms

Access by ProgID

Access by ClassID
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Useful info before bugs
Abbreviations and Security algorithms

NTLM
NTLM (New Technology LAN Manager) -
is a Windows authentication mechanism

1) Client tried to connect

2) Server answer with cryptography 
challenge

3) Client encrypts it using user password

4) If an attacker controls the server, he 
knows the challenge message and 
encrypted NTLM message.

5) Using it he can locally brute force of 
original user’s password 
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Useful info before bugs

SOP

Same Origin Policy – Security 
policy in browsers preventing 
cross-site script execution. 
Bypass of this policy leads 
UXSS (or Universal XSS) 
vulnerabilities.

Security Zones

Security Zones – a set of 
security and access control 
rules delimited by scope. 
Depending on the place from 
what  the user opens resource 
in IE, it is assigned one or 
another security zone.

MOTW

Mak of the Web – a label 
applied to files downloaded 
from the Internet. When 
running a file with MOTW,
the user will be shown
a security alert that the file
was downloaded from
an untrusted resource.

Abbreviations and Security algorithms
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Security Zones
Abbreviations and Security algorithms

Value Setting
------------------------------
0 My Computer
1 Local Intranet Zone
2 Trusted sites Zone
3 Internet Zone
4 Restricted Sites Zone

How I was imagining Security Zones in context of IE?

0 – file:///

2, 4 zones – configurable by the user.

1 – http(s)://192.168.*.*, http://10.*.*.*

3 – http(s)://hostname

Where is http://localhost and file://smbserver/ ?
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Security Zones
Abbreviations and Security algorithms

1) Can send queries and 
access to answer. Can open 
new windows and access 
using javascript to 
document content.

2) Can send queries but 
without access to answer. 
Can open windows but, 
can’t access to document 
DOM using javascript.

3) Can’t do anything for 
preventing NTLM and local 
file leaks.

Normal browsers and same origin policy (SOP)
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Security Zones
Abbreviations and Security algorithms

1) Can load files from SMB 
server file://smbhost/ using 
page on http://localhost/.

2) Can load files from SMB 
server file://smbhost/ using 
page on http://10.0.0.100/

Seems localhost is more 
privileged than just intranet and 
by default allow NTLM leaks.

IE surprise

file:///%5C%5Csmbhost
http://localhost/
file:///%5C%5Chost
file:///%5C%5Csmbhost
http://10.0.0.100/
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Security Zones
Abbreviations and Security algorithms

True IE security zones 

1) http://internet.site/ - less privileged page

Have access only to very trusted ActiveX components

2) http://localhost/ - medium privileged

Have access to file://remotesmb/

Have access to a lot of ActiveX components

3) file:///, file://localhost/ - most privileged

Have access to local files

Have access to unsecure ActiveX components such as WScript.Shell

http://internet.site/
http://internet.site/
http://localhost/
file:///%5C%5Cremotesmb
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Mark of the Web
Abbreviations and Security algorithms

Check MOTW using powershell

Get-Content –Path C:/file.txt    
–Stream zone.identifier

1) Test_motw_1.html – false

2) Test_motw_2.html - true



Prehistory
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He sought gold, and he found diamonds

Prehistory
(opening local files)
Few years ago, I start looking for XSS 
vulnerabilities inside desktop applications. 
My goal was to get RCE or something 
interesting and unusual via XSS. 

I wrote down the intermediate results
in a table.

At first discarded one case with XSS as 
difficult to escalate to RCE and dealt with 
simpler ones. Coming back after some time
I realized that this bug is not in the desktop 
app but in the engine itself. 
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Prehistory
(opening local files)
One of bookmarks  (result of manual fuzzing):
Step 1

Step 2 (execute from test.html)

This will allow you to load local HTML files (but you need to download file before)

He sought gold, and he found diamonds
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Prehistory
(opening local files)
Ok I can open local files but how
to write it before?

IE doesn’t allow to save files without user 
interaction. It triggers confirmation.

The simple answer I found after more then 
8 moths - IE allow to open Edge without 
user interaction (using microsoft-
edge:http://site). And chromium-based 
browsers can save files to ~/Downloads/ 
automatically.

All you need just open URL scheme 
microsoft-edge:http://google.com from IE.

He sought gold, and he found diamonds
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Prehistory
(writing special files)

On my luck I used http://localhost 
for page that must save files. And 
got RCE with user interaction 
(clicks to warnings)

When I retest with realistic 
conditions and http://attacker.com 
instead of http://localhost
RCE doesn’t confirms.

http://localhost allows to save 
files without MOTW

”Almost” XSS->RCE in one spreadsheet software

Another desktop app XSS and Edge experiments



RCE using
“old-school” payloads

Bug #1
Not reported. 

Patched while researching
(Summer – Autumn 2024).
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Bug #1
Chaining autodownload + local files access

Logic

1) Malicious page opens http://localhost 
with application vulnerable to XSS and 
exploit it (its legal)

2) XSS on localhost spawns edge window 
with location of itself

3) Using edge window, XSS on localhost 
drops ‘exploit.html’ to ~/Downloads/ 
folder without MOTW. After Edge 
window can be closed automatically.

4) IE window redirects from localhost XSS 
to locally saved exploit using 
unclassified vulnerability
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Bug #1

• Requires two clicks to 
security popups (not 
beautiful)

Demo
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Bug #1
Chaining autodownload + local files access

Spawning edge window from IE
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Bug #1
Chaining autodownload + local files access

Save .HTML file to ~/Downloads/ without user interaction, 
then close Edge window
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Bug #1
Chaining autodownload + local files access

Walking from http://localhost to file:///



NTLM leak

Bug #2
Reported. 

Patched. 

Patch successfully bypassed.
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Bug #2
File extensions fuzzing

Why .css file is opens inside notepad 
from IE and http://localhost?

Let’s see what other file extensions can be opened outside IE using just redirect!
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Bug #2
File extensions fuzzing test.css - notepad.exe 

test.dic - notepad.exe 
test.vsd - visio
test.wax - wmplayer.exe
test.wmd - wmplayer.exe 
test.wmx - wmplayer.exe 
test.wmz - wmplayer.exe 
test.jnlp - java.exe
test.application - rundll32.exe 
test.xaml - PresentationHost.exe
test.xbap - PresentationHost.exe
test.pdf - Acrobat.exe
test.xdp - Acrobat.exe
test.xfdf - Acrobat.exe
test.xps - xpsrchvw.exe 

Most interesting:

• Windows media

.wmd, .wmz – zip archives

.wax, .wmx – xml playlists

• Windows forms/WPF

.xaml, .xbap, .vsto - XML or ZIP 
containing XML with URL to manifest and 
binary data for execution.
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Bug #2
Window Media ActiveX

test.wax 
test.wmx
- using redirect

test.wax 
test.wmx
test.wvx 
test.asx 
test.m3u
- only using ActiveX and HTML 
<object> tag

windows_media_activex.html
Simple redirect or trusted Player ActiveX?

redirect.html

I prefer <object> because now I it can be used from any 
internet page instead of only http://localhost/.
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Bug #2
Stealing NTLM using playlists

test.m3u
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Bug #2
Stealing NTLM using playlists

test.asx, test.wax, test.wmx, test.wvx



31

Bug #2
Stealing NTLM using playlists

1. Using page navigation, it’s able
to open some of playlist formats 
only from http(s)://localhost.

2.But using <object> you can open 
a lot of playlist formats from any 
internet pages.

3.Playlists allows to refer to files
on a remote SMB server.

Summary:

Vendor response



Strange extensions
and ugly RCE

Not a bug, just feature #3
Reported. 
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Not a bug, just feature #3
.XAML .XBAP .APPLICATION .VSTO

IE Internet options
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Not a bug, just feature #3
.XAML .XBAP .APPLICATION .VSTO

By default, you able to open next file 
extensions from localhost HTTP pages and 
local files:

.XAML - Extensible Application Markup 
Language (application/xaml+xml)

.XBAP - XAML Browser Applications        
(application/x-ms-xbap)

.VSTO - Visual Studio Tools for Office              
(application/x-ms-vsto)

,APPLICATION – ClickOnce
(application/x-ms-application)

IE Internet options
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Not a bug, just feature #3
.XAML demo

.XAML

• XAML doesn’t spawns any security 
errors or confirmation popups.

• Allows to instantiate arbitrary 
classes. 

• ChatGPT says that it only supports 
static classes

• Has strong classes and metods
sandbox, you can’t call unsecure 
classes but in theory can lead to 
RCE via undocumented future or 
allow to exploit C# memory related 
vulnerabilities.
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Not a bug, just feature #3
.XAML demo

.XAML

• Instantiates C# System class using xmns
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Not a bug, just feature #3
.XAML demo

.XAML

• Creates object and instantiates System.String with method Concat() and arguments “abcdefg” and 
“hijklmno”.

• Then duplicates object and instantiate method IndexOf() with “m” argument
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Not a bug, just feature #3
.XAML demo

.XAML

• Returns text with 
Length property from 
concatenated string 
object 

• Returns text with 
concatenated string

• Returns text with result 
from IndexOf method



39

Not a bug, just feature #3
.XAML

.XAML demo

• Concat().Length

• Concat()

• Concat().IndexOf()
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Not a bug, just feature #3
More tests and XAML sandbox

.XAML

• System.Windows.Forms.MessageBox.Show(“test”, “test”)

– Done (Shows popup above all windows)

• System.Net.Dns.GetHostEntry(“google.com”)

- System.Security.SecurityException: Request for the permission of type 
'System.Net.DnsPermission

• File.ReadAllText(“/path/to/../../file_outside_base_directory”)

- System.Security.SecurityException: Request for the permission of type 
'System.Security.Permissions.FileIOPermission
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Not a bug, just feature #3
Trying to open .XAML using different methods

xaml2.html

xaml1.html 

• xaml1.html – for testing file from same location using different file opening abilities

• xaml2.html – for testing chains for origins when opens file. (localhost -> SMB, file:/// -> SMB, SMB -
> SMB)

• HTML code – 1 <iframe> for directory listing. 2 <iframe> for autoloading. 3 <a> regular click to open
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Not a bug, just feature #3
Trying to open .XAML using different methods

1 <iframe> file:// urls directory listing

2 <iframe> autoloaded xaml

3 <a> button for click
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Not a bug, just feature #3
Trying to open .XAML using different methods

Tests from same 
location

xaml1.html 
(http://localhost)

xaml1.html 
(file://remotesmb/)

xaml1.html (file:///)

Test1 (folder click) X False False (starts Edge)

Test2 (frame) True False True

Test3 (click) True False True

Tests for chains of 
locations

xaml2.html 
(http://localhost)

xaml2.html 
(file://remotesmb/)

xaml2.html (file:///)

Test1 (folder click) False (starts Edge) False False (starts Edge)

Test2 (frame) False False False

Test3 (click) False False False

• Directory listing from http protocol doesn’t suitable, it doesn’t calls required functionality.
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Not a bug, just feature #3
Trying to open .XAML using different methods

Tests from same 
location

xaml1.html 
(http://localhost)

xaml1.html 
(file://remotesmb/)

xaml1.html (file:///)

Test1 (folder click) X False False (starts Edge)

Test2 (frame) True False True

Test3 (click) True False True

Tests for chains of 
locations

xaml2.html 
(http://localhost)

xaml2.html 
(file://remotesmb/)

xaml2.html (file:///)

Test1 (folder click) False (starts Edge) False False (starts Edge)

Test2 (frame) False False False

Test3 (click) False False False

• Double-click to frame with directory listing starts Edge (instead IE which is deprecated)

• Starting from file://SMB seems to be disabled
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Not a bug, just feature #3
.XAML 

• .XAML is the only format in its group that does not show security warnings when 
running.

• Seems like all well known payloads are sandboxed. I’d tried to leak current windows 
username from C# classes, but no luck here.

• Other extensions (.VSTO, .APPLICATION, 
.XBAP) doesn’t show UAC errors when MOTW 
is set, but have their own security notifications. 
It’s useless without hard social engineering. 
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Not a bug, just feature #3
.XAML 

1. Allows to instanitate arbitrary classes 
but with hard sandboxing

2.Sandbox teorethically can be bypassed 
using undocument futures of allowed 
classes

3.Teoreticaly can exploit memory related 
bulnerabilities of allowed classes

Summary:

Vendor response
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Not a bug, just feature #3
.VSTO

Now talk about .VSTO

VSTO – plugins for office

The assembled view usually
consists of the main xml
with URL to .DLL.MANIFEST
file and digital signature.
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Not a bug, just feature #3
.VSTO

.VSTO source code

Call calc.exe on excel
startup
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Not a bug, just feature #3
.VSTO

.VSTO demo

As I said before, these
extension doesn't show any
UAC errors when file contains
MOTW

But it shows a lot of own errors:

• Signature publisher

• Access to unsecure
features like starting
processes

• Installation (idk about it)

• Location (this time haven’t
MOTW and starts as local
file)
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Not a bug, just feature #3
.VSTO

VSTO can be uninstalled 
from Apps & features
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Not a bug, just feature #3
.VSTO

Same opening tests with .VSTO

Tests from same 
location

vsto1.html 
(http://localhost)

vsto1.html 
(file://remotesmb/)

vsto1.html (file:///)

Test1 (folder click) X False True

Test2 (frame) True False True (with extra click)

Test3 (click) True False True

Auto-opening using 2 <iframe> from file://SMB spawns' security confirmation about running file
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Not a bug, just feature #3
.VSTO

Same opening tests with .VSTO

Tests for chains of 
locations

vsto2.html 
(http://localhost)

vsto2.html 
(file://remotesmb/)

vsto2.html (file:///)

Test1 (folder click) True (with extra click) False True

Test2 (frame) False False False

Test3 (click) False False False

Whin page from localhost loads iframe to smb server
and file started from it using double click, it will show
security confirmation first.

Looks like chain

http://localhost -> file://SMB is privileged then

File:/// -> file://SMB
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Not a bug, just feature #3
.VSTO 

1. Allows to backdoor office applications

2.Requires strong social engineering to trigger 
victim to allow security popup

3.Can be executed from remote SMB server, 
but when loaded with chain http://localhost -
> file://SMB/ it requires extra click to security 
popup.

Summary:
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Not a bug, just feature #3
.APPLICATION

.APPLICATION 

Instead of .VSTO plugins now
we can make console
applications
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Not a bug, just feature #3
.APPLICATION

.APPLICATION demo

Same security errors
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Not a bug, just feature #3
.APPLICATION

Same tests with opening .APLICATION

Tests from same 
location

application1.html 
(http://localhost)

application1.html 
(file://remotesmb/)

application1.html 
(file:///)

Test1 (folder click) X False True

Test2 (frame) True False True (with extra click)

Test3 (click) True False True

Auto-opening using 2 <iframe> spawns' security confirmation about running file (same as .VSTO)
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Not a bug, just feature #3
.APPLICATION

Same tests with opening .APLICATION

Tests for chains of 
locations

application2.html 
(http://localhost)

application2.html 
(file://remotesmb/)

application2.html 
(file:///)

Test1 (folder click) True False True

Test2 (frame) False False False

Test3 (click) False False False

Opening using double-click to file://SMB directory listing works fine from both start pages
(http://localhost, file://)
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Not a bug, just feature #3
.APLICATION 

1. Allows to run arbitrary commands 
immideately

2.Requires strong social engineering
to trigger victim to allow security popup

3.Can be executed from remote SMB server

Summary:
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Not a bug, just feature #3
.XBAP

.XBAP

Now its not office plugin

Not console application

Its browser application
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Not a bug, just feature #3
.XBAP

.XBAP demo

Same security errors but 
now installation is trusted
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Not a bug, just feature #3
.XBAP

Same tests with opening .XBAP

Tests from same 
location

xbap1.html 
(http://localhost)

xbap1.html 
(file://remotesmb/)

xbap1.html (file:///)

Test1 (folder click) X False True

Test2 (frame) True False True (with extra click)

Test3 (click) True False True

Auto-opening using 2 <iframe> from file://SMB spawns' security confirmation about running file
(same as .VSTO)
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Not a bug, just feature #3
.XBAP

Same tests with opening .XBAP

Tests for chains of 
locations

xbap2.html 
(http://localhost)

xbap2.html 
(file://remotesmb/)

xbap2.html (file:///)

Test1 (folder click) False (starts Edge) False False (starts Edge)

Test2 (frame) False False False

Test3 (click) False False False

Opening using double-click to file://SMB directory disabled because starts edge (same as .XBAP)
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Not a bug, just feature #3
.APLICATION 

Summary:

1. Allows to run arbitrary commands immideately

2.Requires strong social engineering to trigger 
victim to allow security popup

3.Can’t be executed from remote SMB server
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Not a bug, just feature #3 (Bonus)
.APPLICATION/.VSTO + Edge

Edge allow to run 
.APPLICATION and 
.VSTO file 
extensions instead of 
download.

But extra click 
required.



UXSS

Not a bug, just feature #4
Reported. 
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Not a bug, just feature #4
UXSS using local .MHTML without MOTW

.MHT, .MHTML, .EML & mhtml:url 

It’s a web achieve format. You can create it from IE using Ctrl+S. Syntax look similar to 
HTTP and SMTP.

• Content-location: http://test.com/abc

Header is used to indicate from which URL a given part of the page was saved.

Looks like it indicates origin for page.

• Content-ID: <abc123>

Header is used to indicate special url id “cid:abc123” which page part can be loaded

<img src=“cid:abc123”/>

<iframe src=“cid:abc123”></iframe>
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Not a bug, just feature #4
UXSS using local .MHTML without MOTW

1) Main part trying 
to open another 
one using frame 
and cid: URL

2) Part with 
Content-ID loads 
new frame to the 
undeclared 
victim origin

3) Access to frame 
using JS because 
origin from 
Content-
Location: and 
victim origin is 
equals.

Sometimes requires 
reload. Implemented 
using <meta>.
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Not a bug, just feature #4
UXSS using .MHTML
without MOTW
Universal XSS demo

Logic same as bug #1 but
Instead of download
.HTML file, now we need
to download .MHT

Edge doesn’t allow to
trigger automatic
download of .MHT files
becues its unsecure
extension.

You can trigger download
by clicking to any place on
page.
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Not a bug, just feature #4
UXSS using .MHTML without MOTW

1. Allows to execute JavaScript
on arbitrary site

2.Requires XSS on vulnerable 
localhost web app

3.Requires 1 click to trigger download 
unsecure file type from edge

Vendor response

Summary:



Explorer.exe inside 
ActiveX -> RCE

Not a bug, just feature #5
Reported. 



71

Not a bug, just feature #5
RCE using ClickJacking

test.html Using HTML <iframe> it’s possible to open 
folder or files that by default represents as 
folder

• Local folder

• SMB folder

• FTP folder

• .ZIP file

• .SEARCH-MS (saved search not really 
folder but similar functionaity)
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Not a bug, just feature #5
RCE using ClickJacking

Chain logic

1) Malicious page opens http://localhost with XSS 
(its legal)

2) XSS on localhost spawns edge window with 
location of itself

3) Using edge window, XSS any site drops 
‘proxy.html’ and ‘exploit.zip’ to ~/Downloads/ 
folder without MOTW. Archieved files inherits 
MOTW settings from its asrchieve.

4) IE window redirects from localhost XSS to 
locally saved html file using vulnerabiltiy from 
part #1. Downlaoded .HTML page opens .ZIP 
exploit using iframe.

5) User need make double click to filename inside 
iframe to run it
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Not a bug, just feature #5
RCE using ClickJacking

RCE via ClickJacking demo

Using JavaScript I made 
Iframe size only 5x5 pixels 

Then I made it always under 
the cursor, so clicks can be 
made anywhere on the page.
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Not a bug, just feature #5
RCE using ClickJacking

Vendor response

1. Allows to execute arbitrary 
commands

2.Requires XSS on vulnerable 
localhost web app

3.Requires 2 clicks to any place
on trigger file execution

Summary:
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Not a bug, just feature #5.1
RCE using ClickJacking

Let’s look around, for another ClickJacking -> RCE payloads 
<iframe> with local folder
and built in debuger
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Not a bug, just feature #5.1
RCE using ClickJacking

• <PARAM NAME="SingleClick"
VALUE="0">

CLSID: 8856F961-340A-11D0-A96B-
00C04FD705A2
(ProgID: Shell.Explorer.2)
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Not a bug, just feature #5.1
RCE using ClickJacking

When you use it as 
<object> from local file it 
starts asking to allow 
ActiveX

But this future isn’t perfect
and can be bypassed
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Not a bug, just feature #5.1
RCE using ClickJacking

Requires 2-click again

1 – to enable blocked 
active content

2 – to execute file

In theory it can be 
bypassed to 1-click 
(without allowing 
blocked content)
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Not a bug, just feature #5.2

What we can use instead clicks?

RCE using dragndrop №1

Drag’n’Drop!
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Not a bug, just feature #5.2
RCE using dragndrop №1

Leads to RCE via running .LNK file for 
example from SMB server (MOTW bypass)

When you double click to .LNK file with MOTW 
it will trigger UAC security confirmation.

But when you dragndrop any file to this .LNK
it doesn’t trigger any errors.
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Not a bug, just feature #5.2
UXSS using local .MHTML without MOTW

Chain logic

1) Malicious page opens http://localhost with XSS 
(its legal)

2) XSS on localhost spawns edge window with 
location of itself

3) Using edge window, XSS any site drops 
‘exploit.zip’ to ~/Downloads/ folder with MOTW. 
exploit.zip contains .LNK files

4) IE window redirects from localhost XSS to 
locally saved .ZIP exploit using vulnerability 
from part #1

5) User need to drag-n-drop any file to specially 
crafted .LNK iside .ZIP
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Not a bug, just feature #5.2
UXSS using local .MHTML without MOTW

.LNK properties
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Not a bug, just feature #5.2
RCE using dragndrop №1

Drag’n’Drop RCE demo

Doesn’t require any clicks to 
security notifications
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Not a bug, just feature #5.3
RCE using dragndrop №1

Different Drag’n’Drop targets
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Not a bug, just feature #5.3
RCE using dragndrop №2

.LNK file is unusual Drag’N’Drop target

Windows has a lot of built in file extensions with this functionality

• .MAPIMAIL – Open outlook and use dropped file as attachment for new email.

• .MYDOCS – Copy file to ~/Documents/

• .DESKLINK – Copy file to ~/Documents/

• .ZFSendTOTarget – Create achieve with dropped file
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Not a bug, just feature #5.3
UXSS using local .MHTML without MOTW

Chain logic

1) Malicious page opens http://localhost with XSS 
(its legal)

2) XSS on localhost spawns edge window with 
location of itself

3) Using edge window, XSS any site drops 
’proxy.html’ and ‘exploit.zip’ to ~/Downloads/ 
folder with MOTW. exploit.zip contains 
.DESKLINK and .LNK files

4) IE window redirects from localhost XSS to 
locally saved .HTML file using vulnerability from 
part #1. HTML file display directory listing from 
.ZIP using <iframe>.

5) When user drag-n-drop any file to specially 
crafted .LNK to .Desklink

6) Now user need to open it from own desktop
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Not a bug, just feature #5.3
RCE using dragndrop №2

This time MOTW is set and 
user seeing UAC popup when 
start malicious file.

On my other Windows installs 
MOTW isn’t used here and I 
didn’t saw this popup. 

I use name “This PC” and 
computer icon but I think name 
“secret” and folder icon will 
works well too

Drag’n’Drop writing an 
unsafe .LNK file to the 
desktop



MITM

Not a bug, just feature #6
Man in the middle
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Not a bug, just feature #6
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Not a bug, just feature #6
MITM of a healthy person

Man in the middle

• Add to hosts file an extra 
line:

127.0.0.1 www.google.com

• Open google inside Chrome

(Chrome doesn’t allow 
connection)
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Not a bug, just feature #6

Code sample

Man in the middle

Open google.com 
using WebBrowser
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Not a bug, just feature #6

MITM of a smoking 

Person

Man in the middle

(IE allows connection
on users own risk)



Thank you!


