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Who Are We?

● Team Atlanta: Winning Team of AIxCC

● Merger of 

○ Georgia Tech

○ KAIST

○ POSTECH

○ Samsung Research
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➔$4,000,000



Agenda

1. What is AIxCC?

2. ATLANTIS and Key Strategies

3. ATLANTIS Bug Finding Results

4. Discussion
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AI Cyber Challenge

● Using AI, fully automatically find and patch 

vulnerabilities

● Announced (Aug. ‘23.)

● Semi-final (Aug. ‘24.)

○ 42 teams competed

○ Qualified 7 teams got $2M each

● Final (Aug. ‘25.)

○ 1st  : $4M

○ 2nd : $3M

○ 3rd : $1.5M
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Scoreboard breakdown

Team

Team 

Total 

Score

%

Correct

Submission (r)

Vulnerability 

Discovery 

Score 

(VDS)

Program 

Repaid 

Score 

(PRS)

SARIF 

Assessment 

Score

(SAS)

Bundle

Score

(BDL)

Team Atlanta (9caa56) 392.76 91.27% 79.71 171.10 5.99 136.38

Trail of Bits (309958) 219.35 89.33% 52.49 101.21 1.00 65.29

Theori (3fad2e) 210.68 44.44% 58.12 110.34 4.97 53.57

All You Need IS A Fuzzing Brain (1b9bb5) 153.70 53.77% 54.81 77.60 6.52 28.28

Shellphish (463287) 135.89 94.83% 47.94 54.31 8.47 25.29

42-b3yond-6ug (ee79d5) 105.03 89.23% 70.37 14.22 9.80 10.97

Lacrosse (e87a4d) 9.59 42.86% 1.68 5.43 0.00 3.62



What counts for finals?

Proof-Of-Vulnerability (POV)
➔Input data to reproduce vulnerability 

crash in harness

PATCH
➔Unified diff source code fix for 

vulnerabilities

SARIF Assessment
➔Structured reporting format for 

vulnerability details

BUNDLE
➔Grouping of related PoV, 

patch, and SARIF 
submissions

DELTA SCAN
➔Challenge analyzing base code 

plus applied diff changes

FULL SCAN
➔Challenge analyzing entire code 

base



All projects adapted into challenges
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Typical Challenge Workflow
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Typical Challenge Workflow
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Typical Challenge Workflow
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Typical Challenge Workflow



Typical Challenge Workflow
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FINAL ROUND DATA POINTS

Total Known Vulnerabilities

70

Vulnerabilities discovered

54 (77%)

Vulnerabilities patched

43 (61%)

Real World Vulns discovered

18

Average time to patch

45 min

Total LOC analyzed

54M

Total spent (Compute + LLM)

$359k

Total LLM queries

1.9M

LLM Spend

$82k



COST PER TASK SUCCESS
(PoV, Patch, SARIF, or a Bundle)



Agenda

1. What is AIxCC?

2. ATLANTIS and Key Strategies

3. ATLANTIS Bug Finding Results

4. Discussion
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ATLANTIS Architecture



LLM Usage

ATLANTIS Architecture



ATLANTIS Architecture

Key Strategy: Leveraging Diversity and Complementary Strengths



ATLANTIS Overview



Bug Finding Results

Engine Total POVs Failed POVs Dup POVs
Passed

POVs
Contribution Rate Total Patches Passed Patches

Multilang 393 299 10 84 71.20% 30 29

C 185 99 68 18 15.30% 2 2

Java 424 336 73 15 12.70% 14 9

unknown 1 0 0 1 0.80% 1 1

TOTAL 1003 734 151 118 100.00% 47 41
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Key Strategy: Leveraging Diversity and Complementary Strengths



Background: How to improve fuzzers

def Fuzz(state):

  while True:

    conf = Schedule(state)      // Select a seed

    inputs = InputGen(conf)     // Mutate the selected seed

    results = InputEval(inputs) // Execute the new input

    state = Update(state, conf, inputs, results) 

                                // Update corpus if interesting

  



Background: How to improve fuzzers

def Fuzz(state):

while True:

conf = Schedule(state)      // Select a seed

inputs = InputGen(conf)     // Mutate the selected seed

results = InputEval(inputs) // Execute the new input

state = Update(state, conf, inputs, results) 

// Update corpus if interesting

- Coverage-guided Fuzzing

- Directed Fuzzing

  Guide fuzzers to reach the target lines

- Hybrid Fuzzing

  Employ Concolic Executor to generate new inputs

- Dictionary-based Fuzzing

  Use dictionary when mutating seeds

- Grammar-based Fuzzing

  Use grammar of inputs for input gen./mut.

- Target-specific Fuzzing

  Tailor fuzzers for the specific target program

…
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- Coverage-guided Fuzzing

- Directed Fuzzing

  Guide fuzzers to reach the target lines

- Hybrid Fuzzing

  Employ Concolic Executor to generate new inputs

- Dictionary-based Fuzzing

  Use dictionary when mutating seeds

- Grammar-based Fuzzing

  Use grammar of inputs for input gen./mut.

- Target-specific Fuzzing

  Tailor fuzzers for the specific target program

…

Existing techniques require

- target-specific analysis

- or pre-defined values

Existing tools have a lot of limitations:

- Only one of C or Java is supported

- Do not support some compiler version

- Results are not good enough

- Incomplete

- Outdated

- Need manual analysis

- …



Background: How to improve fuzzers

def Fuzz(state):

  while True:

    conf = Schedule(state)      // Select a seed

    inputs = InputGen(conf)     // Mutate the selected seed

    results = InputEval(inputs) // Execute the new input

    state = Update(state, conf, inputs, results) 

                                // Update corpus if interesting

  

- Coverage-guided Fuzzing

- Directed Fuzzing

Guide fuzzers to reach the target lines

- Hybrid Fuzzing

Employ Concolic Executor to generate new inputs

- Dictionary-based Fuzzing

Use dictionary when mutating seeds

- Grammar-based Fuzzing

Use grammar of inputs for input gen./mut.

- Target-specific Fuzzing

Tailor fuzzers for the specific target program

…

Let LLMs handle those!



ATLANTIS-Multilang: UniAFL



ATLANTIS-Multilang: UniAFL

Key Strategy: Diverse Input Gen. Modules with Multi-Level LLM Utilization



ATLANTIS-Multilang: UniAFL

LLM Usage: X

LLM Usage: High

LLM Usage: Mid

LLM Usage: Low
LLM Usage: Mid



High Usage: Ensemble of 5 Agents

Goal: Given a source code, how to find concrete inputs that crashes the 

program?



High Usage: Ensemble of 5 Agents

Goal: Given a source code, how to find concrete inputs that crashes the 

program?  → Hypothesize, then prove



High Usage: Ensemble of 5 Agents

Hypothesize: Using intrerprocedural analysis, synthesize potential bug 

candidate descriptions (Bug Inducing Thing - BITs).



High Usage: Ensemble of 5 Agents

Prove: Generate concrete inputs targeted towards the BITs



What are BITs?

1. Input must navigate through complex @KEY_CONDITIONs

to reach @BUG_HERE

2. The input passed to @BUG_HERE (fname) must trigger a 

vulnerability in the sink function (ProcessBuilder)



P1. Obtaining BITs

Key Idea: Instead of looking at all functions, focus on the important ones.

What makes a function important:

1. Functions that are reachable from the fuzzing harness.

2. Functions subject to code changes (in diff challenges)



P2. Creating Inputs From BITs

Key Ideas: 

1. Instead of making the LLM generate seeds directly, make it write a script 

that generates a seed(s) instead.

2. Employed three different strategies and aggregate the results



S1. Create a Single, Highly Targeted Payload



S2. Create Multiple Targeted Payloads



S3. Create Mutation Strategies



Let LLM think two phases



Based on the list of functions in the 

coverage info, LLM chooses three 

functions to inspect source-level 

coverage.
First, describe What we will give!

Mark using @VISITED

Typically, this is not 

used in comments



+ Crash Logs, Failure Logs



+ Crash Logs, Failure Logs



Prompting LLMs the Right Way

1. Use highly structured prompts.

2. Add domain knowledge in the prompts.



Final Goal

Workflow

Context (LLM may have prior knowledge of code base)

Example (single shot)

Gaslighting



Added XML-style tags

- Anthropic: Use XML tags to structure your 

prompts

Referred line number format ([#])

- Microsoft: RUSTASSISTANT: Using LLMs to 

Fix Compilation Errors in Rust Code

- Additional “:” to separate the code and line 

number

https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://docs.anthropic.com/en/docs/build-with-claude/prompt-engineering/use-xml-tags
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf
https://www.microsoft.com/en-us/research/wp-content/uploads/2024/08/paper.pdf


Building Domain Knowledge



Agenda

1. What is AIxCC?

2. ATLANTIS and Key Strategies

3. ATLANTIS Bug Finding Results

4. Discussion



Different models have different characteristics?

Even within the same model family?

Newer model can have an insufficient training dataset?



Different models have different characteristics?

Even within the same model family?

Newer model can have an insufficient training dataset?

It is possible that each model 

may require different prompts 

to achieve the best result



For exploit generation, Claude Sonnet 4 was efficient



0-day vulnerabilities

● ATLANTIS found a total of 4 0-day vulnerabilities during the semi-final and 

final rounds combined. (SQLite – 3, Apache Commons Compress - 1)



Case Study: UAF in SQLite LSM1

● UAF in Virtual Table Cursor Management



Case Study: UAF in SQLite LSM1

Minimized PoC ATLANTIS-Patch Output



Agenda

1. What is AIxCC?

2. ATLANTIS and Key Strategies

3. ATLANTIS Bug Finding Results

4. Discussion
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FINAL ROUND DATA POINTS

Total Known Vulnerabilities

70

Vulnerabilities discovered

54 (77%)

Vulnerabilities patched

43 (61%)

Real World Vulns discovered

18

Average time to patch

45 min

Total LOC analyzed

54M

Total spent (Compute + LLM)

$359k

Total LLM queries

1.9M

LLM Spend

$82k

Attackers can run their own VulnOps



QED: Hyperscaling Web3 Security

QED-SAST / QED-Fuzz

Smart Contract 

Code Base

Verify PoC

Human Review

Pull Req

uest

Testcases

Bug Report

+

Exploit PoC

Testing

Invariants

Threat

Model

Analysis 

History

Code Scan

Yonghwi Jin 

(@jinmo123)
Pwn2Own 

DEFCON CTF #1

Bug bountry guru

Sunghyeon Jo
(@ai_nt_a)

CodeForces KR#1

IOI Gold

ICPC Gold

Woosun Song 

(@pr0cf51)
DEFCON CTF Fin.

300k+ Bug Bounties

Gyejin Lee
(@be11pepper)
DEFCON CTF Fin. 

KMO Gold

Investments/Contact: ping@qedaudit.io



The world changes today.
Automated patch development is:

Fast

Scalable

Cost-effective

Available / Open-source

AI + CRS = The Future Present
https://team-atlanta.github.io/

https://team-atlanta.github.io/
https://team-atlanta.github.io/
https://team-atlanta.github.io/
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