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Classic Driver mmap 
Vulnerabilities in the “golden 
age” of Android Rooting



Classic Driver mmap Vulnerability in Early Years

● CVE-2012-6422 (by alephzain), …
○ crw-rw-rw-  1 system graphics  [...] /dev/exynos-mem
○ mmap /dev/exynos-mem allows an unprivileged app to map arbitrary 

physical pages back to userspace
● CVE-2017-13164 (thomasking): information leak

● Exploitation is easy in old days
○ Read kernel symbols
○ Patch kernel function
○ Root



Stop Driver mmap Vulnerabilities

● SELinux was introduced and enforced
● OEMs start sanitizing user input

○ Introduce integer overflow / OOB bugs

● Integer overflow (e.g. CVE 2018-8781 by checkpoint, CVE-2019-18675 by deshal3v) in 
.mmap handler:

if (vm_pgoff + size > obj.allowed_len) {
 return -EINVAL;

}
[...]
remap_pfn_range(vma, vm_start, …)



Stop Driver mmap Vulnerabilities

● OOB bug still happens in 2024 :(

CVE-2024-46852
CVE-2023-2008 (BFS Lab)



VM_PFNMAP is Difficult to Manage Securely

● Driver marks the mmaped VMA with the VM_PFNMAP flag
○ Basically, the VM_PFNMAP flag means it’s up to the driver to manage this region of 

virtual memory.

● Easy to go wrong
○ Reference count <- Exynos Driver 0day CVE-2024-44068
○ The implication of the VM flags
○ Race condition
○ VM flag
○ GPU Page UAF
○ …
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In the wild Exynos 0day 
CVE-2024-44068

https://googleprojectzero.github.io/0days-in-the-wild/0day-RCAs/2024/CVE-2024-44068.html



CVE-2024-44068: Exynos In the Wild 0day

● CVE-2024-44068 attacks the Exynos device driver m2m1shot_scaler0 which is for 
JPEG image scaling and decoding

● Exploit chain hijacks init process by overwriting libc
○ If kernel major version is 4, gain root & disguise itself as 

vendor.samsung.hardware.camera.provider@3.0-service
○ If the target kernel major version is 5, mount an img file and load a rootkit driver 



CVE-2024-44068: Exynos In the Wild 0day

● ioctl M2M1SHOT_IOC_PROCESS for importing memory pages for I/O operation

Source: Imported memory from 
userspace userptr

Destination: Imported memory from 
userspace userptr



CVE-2024-44068: Exynos In the Wild 0day

● m2m1shot_dma_addr_map -> exynos_iovmm_map_userptr -> 
exynos_iommu_map_userptr -> sysmmu_map_pud -> sysmmu_map_pte -> …



CVE-2024-44068: Exynos In the Wild 0day

● sysmmu_map_pte: Hey it’s not my duty to take care of PFNMAP pages

The driver expects users to import a 
normal (non-VM_PFNMAP) memory.

If a malicious user imports a 
VM_PFNMAP pages to the Exynos 
driver, the page reference count is 
not elevated.



CVE-2024-44068: Exynos In the Wild 0day

I/O Page UAF write



CVE-2024-44068: Exynos In the Wild 0day

● Send a stack of user pages, unmap PFNMAP pages in the meantime
○ How to win race condition with better chance?



CVE-2024-44068: Exynos In the Wild 0day

● mincore checks whether the virtual page’s underlying physical page is allocated or not

● Exploit Flow
○ Spray page tables
○ Use page UAF write primitive to build KSMA 
○ Overwrite kernel code
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Challenges in Securing Driver 
mmap Code



Challenges in Securing Driver mmap code

● Binder CVE-2023-20928: Race Condition (P0)

● CVE-2022-33917: when VM_IO is not present (P0)



Challenges in Securing Driver mmap code

● Create a CPU mapping by mmap
● GPU logic bugs

○ Shrinker, Sparse Texture Memory, …



Challenges in Securing Driver mmap code

● mmap read-only pages != read-only (IMG GPU CVE-2024-34726 P0)
○ No VM_WRITE flag != No VM_MAYWRITE flag
○ void *ptr = mmap(NULL, <len>, PROT_READ, MAP_SHARED, <fd>, <offset>);  
○ mprotect(ptr, <len>, PROT_READ|PROT_WRITE)

● mmap read-only pages != read-only
○ Dirty Ptrace
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Dirty Ptrace
“Special” Read-Only Memory Overwrite 



Dirty Ptrace: Special Read-Only Memory Overwrite

● Ask a (non-root) debugger to write on read-only memory
○ 1) Read-only memory by mmap with MAP_PRIVATE?
○ 2) Read-only memory by mmap with MAP_SHARED?

● Any exceptions?



Dirty Ptrace: Special Read-Only Memory Overwrite

● ptrace(PTRACE_POKEDATA, ...) to read / write on the PFN pages ❌
● The access callback



Dirty Ptrace: Special Read-Only Memory Overwrite

● ptrace(PTRACE_POKEDATA, ...) -> write_int -> access_process_vm -> 
__access_remote_vm



Dirty Ptrace: Special Read-Only Memory Overwrite

● __access_remote_vm calls 
get_user_page_vma_remote.

● For regular VMA, it makes sure 
it’s impossible to write on 
read-only memory.



Dirty Ptrace: Special Read-Only Memory Overwrite

● get_user_page_vma_remote -> 
get_user_pages_remote -> 
get_user_pages_locked

● If VM_PFNMAP flag is on, 
get_user_page_vma_remote 
returns an error.



Dirty Ptrace: Special Read-Only Memory Overwrite

● Second chance
○ If the vm_ops->access 

callback is registered, invoke 
this callback. 

● CONFIG_HAVE_IOREMAP
_PROT is always enabled 
on Android.



Dirty Ptrace: Special Read-Only Memory Overwrite

● Linux Kernel Documentation from kernel.org
○ ->access() is called when get_user_pages() fails in access_process_vm(), 

typically used to debug a process through /proc/pid/mem or ptrace. This 
function is needed only for VM_IO | VM_PFNMAP VMAs.

● Driver developers assumes the kernel sanitizes the write argument
● The Linux kernel assumes the driver checks the write argument



Export Read-Only Memory From Drivers

● Drivers (e.g. GPU, TPU, NPU, DSP…) might import user space memory
○ … and remap the memory back to the user space if possible
○ Some drivers may map read-only privileged memory to users.

● Import texture memory from CPU and map to GPU virtual memory
○ Mali GPU CVE-2021-39793 (anonymous researcher), IMG GPU CVE-2024-43705 

allows an unprivileged app to import libc.so and overwrite the read-only memory



Dirty Ptrace: Special Read-Only Memory Overwrite

● A kernel patch was proposed in the late 2024 
by Jann Horn from P0 and T.J. from the 
Android kernel team
○ “It’s really a … uncommon scenario”
○ “only root user can invoke the ptrace 

syscall”
○ “Debugging feature”
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The Impact of “Dirty Ptrace” 
on Several GPU Drivers
Industry Security Advisory



Dirty Ptrace: Nvidia GPU CVE‑2025‑23244

● ioctl -> … -> 
RmValidateMmapRequest
○ Unless you’re a ROOT user, the 

driver will decide the page 
protection permission for users.

● E.g. If an unprivileged user wants to 
map the PCIe BAR memory, the driver 
only allows the user to mmap the 
memory with the read-only permission.



Dirty Ptrace: Nvidia GPU CVE‑2025‑23244

● The nvidia_vma_access 
function does not validate the 
write argument passed from 
the Linux kernel.

● Unprivileged user can overwrite 
the mmap’ed read-only 
memory.



Dirty Ptrace: Nvidia GPU CVE‑2025‑23244

● Unprivileged user could mmap read-only PCIe BAR memory
○ MMIO Registers
○ Nvidia GPU VRAM
○ …

● Patch: Validate write



Dirty Ptrace: Nvidia GPU CVE‑2025‑23244

● CWE-863: Confused Deputy
● Are there any other GPUs implement the .access callback?

○ ARM and Qualcomm: No .access callback
○ AMD, Intel and IMG: Implemented .access callback



Intel GPU: No Impact

● Intel GPU allows users to import 
read-only memory to the driver.

● Fortunately, vm_access function 
implements the security check.



AMD GPU: No Impact

● AMD GPU does not allow the driver to 
re-map the memory originated from an 
user imported memory.

● A safer GPU memory mapping policy 
may save the day!



IMG GPU: CVE-2025-8109

● The IMG GPU maps read-only memory to users
○ Shared driver information page
○ Shared shader memory pages

● Android processes access the same shared read-only pages

Initialization of the Shared Memory



IMG GPU: CVE-2025-8109

● IMG GPU allows users to ptrace these global shared read-only pages
○ E.g. we can overwrite the shared shader memory

● Android processes trust the shared shader memory
○ Craft OOB access in the com.android.systemui process
○ Memory corruptions can be triggered when process calls 

SkSurface::flushAndSubmit



IMG GPU: CVE-2024-49739

● The IMG GPU allows users to 
import read-only memory and 
re-maps the memory to userspace

● No sanitization check against 
“Dirty Ptrace”
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A deep shallow dive into the IMG DXT 
GPU on Pixel 10



Pixel 10 PowerVR Driver Stack



Pixel 10 PowerVR Driver Stack - Simplified 3D rendering

or



PhysMemWrapExtMem

typedef struct PVRSRV_BRIDGE_IN_PHYSMEMWRAPEXTMEM

{

   IMG_UINT64 ui64CpuVAddr;

   IMG_DEVMEM_SIZE_T uiSize;

   PVRSRV_MEMALLOCFLAGS_T uiFlags;

};

typedef struct PVRSRV_BRIDGE_OUT_PHYSMEMWRAPEXTMEM

{

   IMG_HANDLE hPMRPtr;

   PVRSRV_ERROR eError;

} __packed;

In Out

PVRSRV_MEMALLOCFLAG_{GPU_READABLE, GPU_WRITEABLE, 

                     CPU_READABLE, CPU_WRITEABLE}

PMR handle can be mapped using MMAP
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Exploiting Pixel 10*

* This vulnerability was found & resolved pre-release. Pixel users were never at risk.



Concept Any readable file…

… can be overwritten



Path to root

What to overwrite?

● Libraries?
● System binaries?

→ Something highly privileged

Like init in DirtyPipe



Path to root
No access Read access



Plan

Step 1: overwrite ShouldLog in libbase.so

Step 2: ???

Step 3: Becoming root!



Plan

init has no access to the GPU…

… but our application can also not overwrite kernel modules

X X



Plan

init has no access to the GPU…

… but our application can also not overwrite kernel modules



Plan

Requires changing a property to trigger code execution (unpredictable)

→ Launching Google Camera via intent 



Initial payload
Runs in init (pid = 1, uid = 0)

Any RO system file 
also accessible by 
init is useable



Second stage

read32(addr), read64(addr), 
write32(addr), write64(addr), 
lookup_symbol()



Final steps

Standard LPE:

● selinux_enforcing = 0
● Walk task list:

○ task[sh].cred.uid/gid = 0
○ task[sh].cred.cap = 0x1ffffffffff
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Demo



Demo

https://docs.google.com/file/d/1UdlHzWWnQmy4TfH1cJGvqbfPRpBdZOE4/preview
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Thank you!
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Questions? Read our blogs!


