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VM Escape

• QEMU Escape
• CVE-2023-3180
• CVE-2024-3446 & CVE-2024-8612

• VirtualBox Escape
• CVE-2023-21987 & CVE-2023-21991
• CVE-2024-21121
• CVE-2025-30712

• VMware Escape
• CVE-2023-20869 & CVE-2023-20870
• CVE-2024-22267 & CVE-2024-22270 Host OS

VM

Guest



Why VMware

• A hot topic in virtualization research
Ø Pwn2Own

• Some technical article could be referenced
Ø Security Confs, technical blogs, etc.

• More challenging
Ø Close source

• Would be much interesting! 😀



Reverse engineering

• Got function symbols from ESXi ARM fling

• Reproduce disclosed bugs



USB Bug Map

Guest OS USB Controller

UHCI
CVE-2024-22253
CVE-2024-22255

EHCI
CVE-2022-31705

XHCI
CVE-2024-22252

Bluetooth
CVE-2024-22267
CVE-2024-22269

CCID
CVE-2023-22251

HID

HUB

Video

...

vmware-vmx



How USB bug occurs

Guest OS
Host Controller

Interface USB backend device

vmware-vmx

Port IO & MMIO

URB
USB

packets
Handle USB
packets Handle URB

• Handle USB packets
• Handle uhci, handle ehci, handle xhci

• Handle URB(USB Request Block)
• Handle Bluetooth protocol, handle video params, etc.



Take a look at UHCI & EHCI



Our Plan 

Reproduce a virtual Bluetooth bug
• Reverse uhci & ehci handle process
• Reverse Bluetooth protocol handle process
• Find some new bugs

But, at the beginning
• Some interesting things happened



Agenda

• Introduction
• A TOC-TOU bug
• Exploitation development
• Conclusion



A TOC-TOU bug
pseudocode snippets of function Ehci_HandleQH
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A TOC-TOU bug
• Read SETUP packet data from guest’s 
buffer pointer for the first time

• Allocate a urb object, whose size is 
0x98 + wLength + 8

• Read SETUP packet data for the second 
time and store them in the allocated 
urb’s dataBuf

• A TOC-TOU bug occurs

• Both in UHCI & EHCI devices

😈

pseudocode snippets of function Ehci_HandleQH



Exploit Capability Exploration

• Available USB backend devices
Ø Virtual Hub, Virtual Storage, Virtual Bluetooth, Virtual Video, ...



Virtual Video

• Limited oob read / write primitive



Virtual Video

set the payload data

perform oob read / write

• Limited oob read / write primitive
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Virtual Video

bmRequestType

bRequest

wValue

wIndex

wLength (0x22)

...

urb #0

setupPacket

• Limited oob read / write primitive

extraData

...

bmHint

bFormatIndex

bFrameIndex

...

bMaxVersion

...

VUsbDev

extraData

bmRequestType

bRequest

wValue

wIndex

wLength (0x22)

...

urb #1

setupPacket

extraData oob write
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Exploit Capability Exploration

• Available USB backend devices
Ø Virtual Hub, Virtual Storage, Virtual Bluetooth, Virtual Video, ...

• Vulnerable targets
Ø VMWare Workstation, VMWare ESXi, VMWare fusion

• Host environment
Ø MacOS (Intel & M-Chips) 
Ø VMWare fusion (13.5.2)
Ø USB virtual video device (one or more virtual cameras)



Agenda

• Introduction
• A TOCTOU bug
• Exploitation development
• Conclusion



Exploit on Mac M1



Info Leak
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• Limited oob write + urb object -> more powerful oob read
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Hijack Control Flow

• Leverage VUsb_CancelPipe



Hijack Control Flow

bmRequestType

bRequest

wValue

wIndex

wLength

...

urb

...

pipe

• Leverage VUsb_CancelPipe

0x18

0x00

0x20



Hijack Control Flow

bmRequestType

bRequest

wValue

wIndex

wLength

...

urb

...

pipe

• Leverage VUsb_CancelPipe

arbitrary function call

0x18

0x00

0x20



Challenges

• How to perform heap manipulation on MacOS
• Where to prepare the crafted pipe object



libmalloc (nano zone)
region

arena #0 arena #1

arena #N arena #7

block #0 block #1

block #N block #4095

meta block

data block



libmalloc (nano zone)

0x10 meta #0 meta #3023 ... meta #1092

0x20 meta #22 meta #188 ... meta #891

... ... ... ... ... ...

0x100 meta #489 ... meta #49

CPU #0 CPU #1 CPU #2 ... CPU #N

• The size class ranges from 0x10 to 0x100, aligned to 0x10
• Allocation of the same size might come from different blocks due to cpu switches
• Blocks are shuffled which brings certain randomization



block meta

slot #1

next_slot (3)

free_count

gen_count next_slot (N)

double_free_guard

slot #2 slot #3

next_slot (1)

double_free_guard

... slot #N

next_slot (0x7FB)

double_free_guardin_use

libmalloc (nano zone)

slot #1

next_slot (0x7FB)

free_count

gen_count

in_use

block meta

slot #2 slot #3 ... slot #N

• Slot is allocated sequentially when all slots are available
• A free list (LIFO) is used to chain the freed slots when block is partially full



Heap manipulation

1. Heap spray to take up the slot fragments of all cpu’s blocks

slot #1

next_slot (0x7FB)

free_count

gen_count

in_use

block meta

slot #2 slot #3 ... slot #N



Heap manipulation

1. Heap spray to take up the slot fragments of all cpu’s blocks
2. Allocate urbs on new blocks of all cpus
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Heap manipulation

1. Heap spray to take up the slot fragments of all cpu’s blocks
2. Allocate urbs on new blocks of all cpus
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Heap manipulation

1. Heap spray to take up the slot fragments of all cpu’s blocks
2. Allocate urbs on new blocks of all cpus
3. Free some of the urbs in step 2
4. Allocate three urbs from the free list
5. Overwrite urb #1’s actualLen to leak urb #0’s object
6. Overwrite urb #1’s pipe pointer to hijack control flow

urb #2

next_slot (0x7FB)

free_count

gen_count

in_use

block meta

urb #1 urb #0 ... slot #N

overwrite pipe ptr



Home for pipe object



Weak ASLR for Guest RAM

• Guest RAM always starts from 0x300000000 🤔



Weak ASLR for Guest RAM

api: mach_vm_allocate



Weak ASLR for Guest RAM



Weak ASLR for Guest RAM

As long as the size is bigger 
enough, mach_vm_allocate will 
always return memory from a 
fixed address.



Pipe object’s home

1. Prepare the crafted pipe object at Guest RAM
2. Set the pipe object pointer as 0x280000000 + pipe’s GPA
3. Hijack control flow without further address information😈



Demo on Mac M1 Pro





Exploit on Mac Intel

• UHCI is available -- an extra virtual video device is not needed



Exploit on Mac Intel

• UHCI is available -- an extra virtual video device is not needed
• Guest RAM address is randomized



Defeat Guest RAM’s ASLR

• We could get the vmware-vmx’s base address
• The offset between vmware-vmx and guest RAM ranges roughly from 
0x5000000 to 0x5000000 + 0x1000000 on every startup



Defeat Guest RAM’s ASLR

guest RAM

vmware-vmx process memory

vmware-vmx process memory
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Defeat Guest RAM’s ASLR

guest RAM

vmware-vmx process memory

vmware-vmx process memory guest RAM

...

pipe obj

pipe obj

16 MiB
pipe obj

crafted urb pipe ptr



Demo on Mac Intel
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Conclusion

heap overflow
size >= 0x20

VMware Escape
...

actualLen (0)
0x0C

0x00

0x10

pipe
0x18

0x20

...

0. Make urb a victim chunk by Heap Fengshui

1. Overwrite actualLen to leak vmware-vmx

base address

2. Get fixed guest ram HVA in M chip or 

calculator guest ram HVA in Intel chip

3. Craft fake pipe in guest ram and overwrite

pipe pointer

4. Leverage VUsb_CancelPipe to hijack control

flow



Takeaways

• Reproducing old bugs is a good way to find new bugs
• Don't care too much about the results, just enjoy the 
research process



Thank you for listening!

Contact us:
Yongkang Jia(kangel@zju.edu.cn, @j_kangel) 
Xiao Lei(nop.leixiao@gmail.com, @N0p_Orz) SSL

mailto:kangel@zju.edu.cn
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