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Q9N IA= M|
v The Malware (for "malicious software") is any program
or file that Is harmful to a computer user.
Thus, malware includes computer Viruses, Worms,
Troian horses, and also SpyWare, programming that
gathers information about a computer user without
permission. (U Terms)

QUM A &9

v We define a computer ‘virus' as a program can
‘Infect’ other programs by modifying them to include
a possibly evolved copy of itself. (Fred Conen 19841

o
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http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213306,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213386,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci213221,00.html
http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci214518,00.html
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Zhol CHAk m T+ Hio[2{A (COM, EXE Mg mlel 2t of| 2 AL | Sunday, Scorpion, Crow )

m FE/ol Ho|g{A (REAME, 01l 25 ZYH, Invader(1990), t2tAHEuthanasia))
m 0 3 2 Hlo|2{A (XM/Laroux)

m DOS HFO|2{A ( Brain, | &4H, 0|2t M2 5SS

m Window H}O|2{A (NE Al dlo|2{A, PE Al dHio|2{A)
W Unix HFO| A

m 7|E}

=9 Al

m 7|8 dio|2{A (Parasitic Virus)

m AAMT|Y dio|2{ A (Overwriting Virus)
m A2 dio[2{ A (Spawning)

m AZE Hio|HA (linking Virus)

A8 dio|2{A (Resident Virus)
A
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m B A8 Hlo|2{ A (Non—Resident Virus)
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- Stoned Virus, Jerusalem Virus

-24S3 71 AR

. Cascade Virus, Slow Virus

-2H 71¥ AL

-Joshi Virus, Wanderer Virus '

M 4MICH - - g
(Armour) - =AM sl (Polymorphic, EPO 7|H)

- Whale Virus
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EPO (Entry Point Obscuring) 7|t

Zdd =23 37|

TE=

Entry Point
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EPO (Entry Point Obscuring) 7|

FELELEEEEEEEEEEEEEEEEEEEEEEEEEEEELEELEEELLEELLLLLLLEELEELEELEEEAEEEE S
O HE TDE
FELELEEEEEEEEEEEEEEEEEEEEEELELEEEEEELELELLEELLLLLELEELEELEEEEEEEEEEE ST

AaLAGB1A
AALAGE2A
AALAGR2S
U0 H LB
AALAGE2E

-~

v —

d

FF15 Eu1148808
E9 4SDIFFFF
FF25 EC114888
FFfS B8

FF15 4C10848808

CALL DWORD PTR DS:[<&USER32.Createlindow>
JHP _msné . A4 A3IBGA

JHP DWORD PTR DS:[<&USER32.DefWindowProc?
FUSH DWOHD PTR 35T EBP+HE]

CALL DWORD PTR DS:[<&KERHEL32.DeleteFile>

JEIFIIEIITEI I T 0EI 000000000 00000000000000000001880018811
A4 BHO| 20 2l == DE

FELTTFERETEFTTFREEEITTFREF i TR iT T i Eiiii i dddifiiddddiiifiiiiiy
. FF15 Ex1140088
."E9 4SD3FFFF
>—E9 E89AnB1088

g848681A
ge486820
g8486825
a848682A
a848682B
a848682E

> FF75 a8
- FF15 4C1848068

CALL DWORD PTR DS:[<&USER32.Createlindow’:
JHP msné.80483B6A

JHP msné . 804203 0A

DE @8

PUSH DWORD PTR SS5:[EBP+8]

CALL DWORD PTR DS:[<&KERHEL32.DeleteFile>

':j@qnﬂ&wmﬁihnuxmnra@urﬂaenmu;iatiliﬂigf?ﬁff?de
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MER

2 8
- Frhed HexaEditor, UltraEdit
- Process Explorer
- PEID, LordPE
- Dependency Walker

- ZLEY B
- FileMon

- LI / C{ojd S

=AM/ S&

o 2 A A + StartUp Code
- Process / Thread, DLL

- 7FMH 22| / Memory Mapping . Alall mel & (EXE, NE, PE)
- caloly, ME|A Z2AA o

- Kernel /Synchronization Object

- Structured Exception Handling ==

» Stealth 7|'H

» Windows File Protection

bR A

P
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Startup Code

CALL Add. ioinit

CALL DYWORD PTR DS:[<&KERMEL32.[
MOV DWORD PTR DS:[_acmdln],ER:
CALL Add. crtGetEnvironmentst
HOU DMWORD PTR DS:[_aenuptr],ER
CALL Add._setargv

CALL Add. setenup

CALL Add. cinit

HOU ECX,DWORD PTR DS:[_enviro
MOU DWORD PTR DS:[_ initenv],
HOU EDX,DWORD PTR DS:[_enviro
PUSH EDX

MOU ERAX,DWORD PTR DS:[__ arqu]
PUSH ERX

HOU ECX,DWORD PTR DS:[_ argc]
PUSH ECX

int add{int a, int b} { return a+bh; }

int main{int argc, char= argu[])}

{
int nResult, nHumi = 1, nHum? = 2;
nResult = Add{nHum1, nHum2?}:

printf{"%d + %d = %d", nHuml, nHum2, nResult};

return A;

CALL Add.@648188e5

ADD ESP,B

MOV DWORD PTR SS:[EBP-C].EAX
MOV EDX,DWORD PTR SS:-[EBP-C]
PUSH EDX

MOV EAX,DWORD PTR SS5:-[EBP-8]
PUSH EAX

MOU ECX,DWORD PTR SS:-:[EBP-4]
PUSH ECX

PUSH OFFSET Add.??_CE BHEPEGDHE
CALL Add.printf

ADD ESP,18

ADD ESP,BC

HMOU DWORD PTR SS:[EBP-1C],.EAX

HOU EDX,DWORD PTR S5:[EBP-1C]

PUSH EDX [5tatu5
CALL Add.exit

SR
Copyright 2200¢




- Testdll
IMAGE_DOS HEADER
M3-DOS Stub Program
- IMAGE_NT HEADERS
Signature
IMAGE_FILE_HEADER
IMAGE OPTIONAL HEADER
IMAGE SECTION HEADER text
IMAGE_SECTION_HEADER .rdata
IMAGE_SECTION_HEADER .data
IMAGE SECTION HEADER .relac
SECTION text
- SECTION rdata
IMPORT Address Table
IMPORT Directory Table
IMPORT Name Table
IMPORT HirtsMames & DLL Narn
IMAGE_EXPORT DIRECTORY
EXPORT Address Table
EXPORT Marne Poirter Table
EXPORT Ordinal Table
EXPORT Narnes
SECTION .data
#- SECTION reloc

nFile

000000F0
(00000F2
(00000F3
(00000F 4
(00000F8
000000FC
(0000100
00000104
(0000108
0000010¢c
(000010
(0000114
(000011

0000011
0000011
0000011E
(0000120
00000122
00000124
(0000128
0000012¢
(0000130
00000134

B
A
C

Dta
0108
I}

1l
00003000
00003000
00000000
00001109
00001000
00004000
10000000
00001000
00001000
0004
goon
aoon
000
(004
aoon
00000000
00007000
00001000
00000000
0002

A

Description

Magic

Major Linker Yersian
Minar Linker Yersian
Size of Cade

Size of Initialized Data
Size of Uninitialized Data
Address of Entry Paint
Base of Code
Base of Data

Image Base

Section Alignment

File Alignment

Major O/ Version

Minar Of3 Version

Major Image Yersian
Minar Image Yersion
Major Subsystem Yersion
Minor Subsystem Yersion
Win32 Yersion Value
Size of Image
Size of Headers
Checksum
Subsystem

; 1= prog
; T be run ir

ab Inc. All rights reserved, A OPRIAG1LA
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IO X (Import Directory Table)

00000155 Oooos4sc [ BYA, IMPORT Table

goooo15C

OO0C3C  Size

[Import Directory Table]

[Import Name Tablel

[Import Hints / Names]

0000548 O000556C | Import MName Table RVA,

00005450 Q0000000 Time Date Stamp

00005454 Q0000000 Farwarder Chain
Oo0o0s&94  Mame RWA, Test.dll
oo00a0A4  Import Address Table BWA

0000556 C 00005578 | Hint/Mame RWA, 0001 Sublnteger
a0o0ss70 NO0S&8E  Hint/Mame RWA o000 Addinteger
A000557 4 00000000 End of Imports Test.dll

D1 00 53 75 B2 49 BE 74 65 67 65 72 00 OO
00005588 41 64 64 49 BE 74 65 67 65 72 00 00 54 65 73 74
00005598 2E B4 6C 6C 00 00 CA D0 47 65 74 43 BF BD BD 61
D00DS5AB  BE B4 4C 69 BE B5 41 00 74 01 47 65 74 56 65 72
00005588 73 69 6F 6E 00 00 7D 00 45 78 69 74 50 72 BF 63
000DS5C8 65 73 73 00 9E 02 54 65 72 6D 69 BE 61 74 65 50

| )
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..Sublnteger. ...
Addinteger. . Test
A GetCaormrma
ndLineh t. . GetVer
sion..}.ExitProc
gss...TerminateF
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IO X (Export Directory Table)
_ pFile | Description [ Value

aooao1s0 a0oo47 e EXFPORT Table
00000 000000SE - Size

O00047E8 45383CC7  Time Date Stamp 2006/10/20 03:04:39 UTC [Export Directory Table]
000047 ES aoan Major Version

0O0047EA, ooa Minar Yersion

O00D47EC  OO00481C  Mame RvA Test.dll

O00D47F0 00000001  Ordinal Base

0O0047 F 4 0O000002  Mumber of Functions

0O00047 Fa 00000002 Mumber of Mames

O00047FC | DOD04803 ahle R4, [Export Address Table]

00004800 00004810 | Mame Pointer Table
. _ Data | Description [ Value
0004504 ~ORARETE" Ordinal Table RVA __

aooo4a0c O0o001020  Function RWA, a002 Sublnteger

[Export Name Table]
~ Data |

ao004a14 QO004530  Function Mame BA 0002 Sublnteger

A
'
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4l 2l = M= Ul =

AMyorsE TR E4| HIE HUIE No M#OIE TS M= HI =2 =yl 2

1uP 1070 19 483 19, 48% 21|Palyene 0, 46% 0,465

2|FsG TE4| 13.91% 33.39% 22|MTPacker 0, 44% 0, 895

3|PE_Patch 47| 13.60% 47.00% 23|Yoda 0, 40 1,29%

4|PECompact 315 B 4% B2, 73% 24|Expressor 0, 35% 1.64%

E|PecBundle 795| 5,39% RE,12% 25(s0m 0,31% 1,95%

E|PE_Patch, PECompact 705| 5,39% 63.51% 26| Packman 0,31% 2. 26%

7| &4SPack 239  4.35% B7.86% 27|PE_Patch,Upolyx 0.27% 2.53%

BlUPack 232  4.29% 72 09% 28| UltraProtect 0. 252 2793

9| MEW 222 4.04% 76,133 29(PE_Patch, UltraProtect 0,25% 3,042

10|MNEPack 182 3.31% 79, 44% 30|PE-Crypt, AntiDeb 0,243 3,28%
11|MewBundle 156|284 B2 28% 3 |PE_Patch,Stalen 0, 24% 3.51%
12|Morphine 118l 2.15% B4, 43% 32|PEBundle 0,22% 3.73%
13|PE_Patch, Morphine 114 2.08% BE.51% 33| asProtect 0. 20% 3.93%
14| Petite 04]  1.89% 88,403 34|PE-Crypt, Stone 0.20% 4.13%
15| &rmnadillo 48| 0ATE a9 285 35| PE_Patch, DotFix 0, 18% 4, 32%
16|Molebox 37| 067 B9,95% 36| M5 Anti 0, 18% 4.50%
17| Obsidiurm 37| 0E7% a0.62% 37|PE_Patch, M3 Ant 0,18% 4, 68%
18|PESpin 36| 0.66% 91,28% 38|PE-Pack 0, 16% 4,84%
19|PE-Crypt, Sue 33| 0,60% 91,88% 39|PE-Diminisher 0, 16% 501%
20|PE_Patch, Sue 30| 0.55% 92, 43% 40| PE-Crypt, PFD 0, 16% B 17%
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OO40161F) 90 [NOP

00461020
06461021
00481023
00481025
00401020
004 8102F
00481035
00481036
00481030
00401040
00401041
00481042
004081043
00481046
004 8104C
004 8104E

. 8BEC MOV EBP,ESP

. 6A FF PUSH -1

. 68 AB4Au00A |PUSH MsqTest.Bo4B4BAe

. 68 S41BLB6A |PUSH MsqTest.BouB1BSh

. 64:A1 000OAAA| MOV EAN,DVORD PTR FS:[8]
. 58 PUSH EAX

. 64:8925 boonq|MOU DYWORD PTR FS:[@],ESP
. 83EC 58 SUB ESP,58

. 5 PUSH EBX

. 56 PUSH ESI

. 57 PUSH EDI

. 8965 EB MOV DUYORD PTR SS:[EBP-18],ESP ‘
. FF15 14404800| CALL DYORD PTR DS:[(EHEHNEL32.GetUEFSiU* kernel32.GetUersion
. 3402 A0R ED,EDX
. 8ADY HOU DL ,AH

A19H 425 (OEP)

H0467E10
HO487E11
HO4B7E16
BB4B7E1C
BO487E1D
O04a7E20
OO4A7E2Z
BB4A7E23
BO4A7E2YL
HB4B7E2S
BO4B7E26
HO4B7EZY
HO4B7E2E
BB4B7E2A
O04B7E2B
BO4B7E2D
OB4B7EZE
Bo4a7E3D

. BE 00604000

. 8DBE OOBOFFFF
. 57

. 83CD FF

. EB 10

go
on
on
on
on
o8
8AB6

- b
. B8@7
- 47

81DB

- 5 B7

Moy
LEA

E5SI,Upx125Te. B84B6000
EDI,DWORD PTR DS:[ESI+FFFFBOAO]

PUSH EDI
OR EBP,FFFFFFFF
SHORT Upx125Te.@8407E32

JHP
ity
HOP
HOP
HOP
HOP
HOP
Moy
IHC
Mou
INC
ADD
JHZ

AL,BYTE PTR DS:[ESI]
ESI

BYTE PTR DS:[EDI],AL
EDI

EBX ,EBX

SHORT Upx125Te.BBLO7E3D
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DLL Injection 7| 1

QY XIAEd S5 JIH

- user32.dil € AI20l= 20l Injection (NT HIL)

- user32.dil 0l E == MIAN attach EMH HIXIAE 20 SSE dIIE ==0I( attach

AAS

[HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Windows]
"Applnit_DLLS"="d:\Work\Test\Debug\Test.dll “

Q Windows Message Hook 7|
— MAMMOI OLL Injection 7|HFAI TZJHHIM == AI2TH, Windx/NT HIE)
- SetWindowsHooKEx, UnhookWindowSHOOKEX APl A2

HHOOE SetWindowsHooKkEx(

int idHook, /7 type of hook to install

HOOKEPROC 1pfn, /f address of hook procedure

HINSTANCGE hHod, // handle to application instance

DWORD dwThreadld // identity of thread to install hook for
1;

BOOL UnhookWindowsHooKEx(
HHOOK hhk f/f handle to hook procedure to remove
):

Copyright©2006 Ahnkab Inc. Al rights reserved. A'h OtE4HTA



DLL Injection 7| 2

Q DLL Forwarding 71 (Proxy DLL)
- QIE DILO| 0|= S WASIS, Hooking DLLE Q= DIL I} SYU 0|=C WA
~ Hooking DIl IAS & DIl 245 Export 0f OF O, ROt= SXH())

HE S-E 2S0H0F S

HE 1 ws2_32.dll >
Hook : hook.dll >

3 Remote Thread J1H
- Bl ZZMIAO ThreadE Ha0l= APl 012 (NT HlI&)
- DLL Injectiong AI20l= X2 AN HFEZ0] 0] 71H AL
- CreateRemoteThread, WriteProcessMemory APl Al

HAHDLE CreateRemoteThread(
HAHDLE hProcess, // handle to process to create thread in
LPSECURITY_ATTRIBUTES 1pThreadfAttributes, // pointer to security attributes
DWORD dwStackSize, /f initial thread stack size, in bytes
LPTHREAD_START_ROUTIHE 1lpStartaAddress, 7/ pointer to thread function
LPUOID 1pParameter, /f argument for new thread
DUWORD duCreationFlags, // creation flags
LPDWORD 1pThreadld // pointer to returned thread identifier

Copyright©2006 AhnLab Inc. All rights reserved. An OtEsHTA



; - D11 Injection core FEI

18885797 FF15 CALL DWORD PTR DS:[18881878] ; kernel32 UirtualAllocEx
By

188857E1 8D45 EC LEA EAX,DWORD PTR SS:[EBP-14]

1808857E4 e PUSH EAX ; pBytesWritten = BB95F9EA

10805 7ES FF75 F@A PUSH DWORD PTR SS:[EBP-18] ; BytesTolWrite = 2E (46.)

1008057ES Y] PUSH ESI ; Buffer = OO3E0000

108057E9 53 PUSH EBX ; Address = EADBAO

188857ER FF75 @8 PUSH DWORD PTR 5S:[EBP+8] ; hProcess = 888A0A98 {window)

18805 7ED FF15 4C188818 CALL DWORD PTR DS:[1808186C] ; kernel32 . WriteProcessHemory

G03EGOG0 83 EC FC 90 98 E8 57 D9 F9 76 E8 88 4A F9 76 43 Zl2DHyEfuza7C
BO3EBB18 3A 5C 57 49 A4E 44 4F 57 53 5C 53 79 73 74 65 6D WUWINDOWSHWSystem
B803EAA20 33 32 5C 72 65 6A 61 33 32 2E 64 6C 6C 6@ B B8 3I2Wrejald2.dll...

983EAABA  83EC FC SUB ESP,-4

H083EAQB3 20 HOP

g03EQOBy 98 HOP

H83E Q@RS E8 S7DOF976 CALL 77370961 ; EnBABA + 76F9D95F = F7E3D961 ==> HKernel3d2fLoadlLibraryn
883EQH0A E8 BB4AF976 CALL 77374A8F ; EABBBF + F6F94ABA = F7EJAABF ==> Kernel32tExitThread

180057F9 8D43 OF LEA EAX,DWORD PTR DS:[EBX+F]
180057FC 56 PUSH ESI ; duCreationFlag = @

180057FD e PUSH ERAX : lpParameter = EABOBF
180057FE 53 PUSH EBX : lpitartAddress = EAOOO8
188B57FF 1] PUSH ESI ; dusStackSize = 8;

180058088 56 PUSH ESI ; lpThreadattributes = 8
180865861 FF75 @8 PUSH DWORD PTR 3S:[EBP+8] ; hProcess = 98

18005804  FF15 6810688010 CALL DWORD PTR DS:[180881868] ; kernel32.CreateRemoteThread




................

Q Stealth 71¥
v 12Xt ANTE0] M|/ AN S E 20l 2OIEE &
v OIA JE Xt 3|1

H>
o
oin
oin

Jl 83, M3
3

S
- 2HEE WHE 38010 HIZd0l &=t HI0IdA DE 2=

- IRP(I/0 Request Packet) Hooking
- DKOM(Direct Kernel Object Manipulation)

o
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Stealth 718 (SSDT £2)

eax, ds:2uwQueryDirectoryFile

ecx, [eax+1] ZuwQueryDirectoryFilez|
edx, ds:HKeServiceDescriptorTable

eax, [edx]

ecx, [eax+ecx=y] ecx = ZwQueryDirectoryFile2| &f
dword 13000, ecx ZuwQueryDirectoryFile Sh= =4
edx, ds:2uwuerySystemInformation

eax, [edx+1] ; eax 2uQuerySystemInformation
ecx, ds:HKeServiceDescriptorTable

edx, [ecx]

eax, [edx+eax=y] eax = ZwQuerysystemInformation2| == ==

dword_13808, eax ZuQuerySystemInformation2| ZEh=p

eax, cr@

eax, BFFFEFFFFh

crB, eax

ecx, ds:2uwQueryDirectoryFile

edx, [ecx+1] edx = ZwQueryDirectoryFile?| index
eax, ds:KeServiceDescriptorTable
ecx, [eax]

dword ptr [ecx+edx=4], offset sub_ 11CCé ZwQueryDirectoryFile =F== hooking
edx, ds:2uwuerySystemInformation

eax, [ed=+1] eax = ZwQuerySystemInformation 2| index
ecx, ds:HeServiceDescriptorTable
edx, [ecx]

dword ptr [edx+eax=4], offset sub 11ECF ZwQuerySystemInformation =F== hooking
eax, cri@
eax, 1880806h
crB, eax
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Q WFP (Windows File Protection)
| v A mechanism that protects system files from being modified or deleted
| v A|AH! orE A (Stability) &+

v A|AH S E4A (Integrity] &t

| v DLL HELL 21l 0HZ

= SFC.DLL = SFCFILES.DLL

WEFP executable content.

Contains list of protected files

In XP only a proxy to SFC_OS.DLL Exports SfcGetFiles API

System File

- SFC_OS.DLL

WEP executable content

Checker — SFC.EXE

System File Checker utility
Utflity to scan WFP protected files for chang
and replace altered versions.

Ot

o
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WFP (Windows File Protection) $&9%} J|¥

| Q Closing Directory Change Notification Handle
Q Terminating SFC Watcher Thread via undocumented SFC API
Q Disable WFP for 1 minute

Q Disable WFP Permanently via patches and undocumented
registry value

Q Disable WFP Permanently for specific files via patching the
protected file list

o
Copyright ®2006 AhnlLab Inc. All Aghts reserved. Ah CJEITE?'i



XIE 24 > dMEA

a & OI0IX

2 4y

O &Al CieE

kil
K
R
4 I
o oK
a

Tr 00
Ul0 o

oll H
= RO

o

H
)
0%
Klo IH

0

\Gi7A

= A
=T

i

o

o. A

e

All rights reserv

57006 AhnlLab Inc.

Copyright @




......

Hi0ly

<
JI
5
<+
]
od
:
¢
2
£
=
£
m
s
m
g
g
(9]

==

o
It

A0

Al
eH EUH

o s
=

(2 [HAE 248 XA 2
5. IAE OZ]

g
4. OHEZE St ol

- QN ™M




111111

| - ]
A ety et Y
..... s add i el e
v

Hi0Id A&

1. Signature J|4t XITHH
— Ik K| (Entry Point / T2 O] MKl 3)|)
- Signature (Ed &9 / §38 1&)

- E3 Xl 21 (by Ahniab)

2. Non-Signature JI P T

— X2 X|C} Sk

_ OLM = 8HO
=1 O L0 _)J_

e 0=

= A
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OT.iti" *+it. i1y, .
{EEZk. /xedakasOF
C P ECEEYVN@S1.T
oL -g A%E . AT
Ir. d-Waa¥. Sraduk

BAaD :FEB? POP ES=FFFF
BoaD :FEBA BBDA HOU BX,DX BX=DX=08321
BaaD:FEBC BA MOV DX,FBo64 DX=FB64
Baab:FEBF C7@7 MOU WORD PTR [BX],BA45A [B888:8321]
BAAD:FEC3 C747 082 MOU WORD PTR [BX+82],CD19 [B888:8323]
BAAD:FECE C74704 MOU WORD PTR [BX+84],58CC [B888:8325]
BAAD:FECD EB CALL FEDB

BAAD:FEDA BF MoU DI,FC@2

BAaD:FED3 BB MOU BX,8316

BAaD:FEDG6 2E CS:

BAAD :FEDY Cu15 LES DX,[DI] caaa, DX=8DFE
BAAD :FED? EB JHP FEDF

SR
Copyright 2200¢




Non-Signature 7|8t X1t

void DecodeBuf{BYTE =pBuf, int nMaxIndex, WORD wKey)
{

void ScanFile{char =szFileMame, BOOL bSaveDecodedFile) BYTE loKey = LOBYTE{uKey);
{ BYTE hiKey HIBYTE{wKey};

/7 1'th Decoding
int nStartIndex = :
// Before Decoding pBuf[nStartIndex] = pBuf[nStartIndex] ~ loKey;

if (IsInfectedByGoldBug(buf, dwToRead) == TRUE) nstartindex++; _ _
. . e i for (int 1=nStartIndex; i<{nMaxlIndex; 1++)
ExitFunc{szFileName, "infected by GoldBug *") pBuf[i] = pBuf[i] ~ loKey ~ hiKey;

DecodeBuf{buf, dwToRead, (WORD) duFileSize); /7 2'th Decoding
BYTE byTemp = 6;

i for (i=0; i<{nMaxIndex; i++
/i After Decoding {“' (i=0; i<nMaxIndex; i++)

if (IsInfectedByGoldBug{buf, duToRead) == TRUE) byTemp = byTemp + pBuf[i];
ExitFunc{szFileName, "infected by GoldBug ") byTemp++;

int nDestIndex = +1i;
if {nDestIndex == nMaxIndex)
break;

pBuf[nDestIndex] = pBuf[nDestIndex] ™ byTemp;
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HIO|2{2 JHR (1/6)

2429} U0l A

‘ 1. &3} Key
- S 2% Decryption £
- JIH Key &t

2. Decodlng Buffer

Key
Substitution Table

o
Copyright ®2006 AhnlLab Inc. All Aghts reserved. Ah CJEITE?'i



2239} HiolH A

N

Host
n Program

=S Decoding Routine

Encoded Virus
Body

1A72

8000

a
while{CX)
{

AL = AL + FFFF:z[SI + FBAO]
INC AX
8080:[SI + 1C] = 8000:[SI+1C] xor AL
INC SI

DEC CX
H

Ax 1AF 2 {1
Cx 1A72 (U
BX = @aac
while ({(CX)

[800B:BX] = [800B:BX] Xor AX

BBOD-FC56 2E Cs:

BOGD -FC57 028400FB ADD AL,.[SI+FEBBA]
BRAD-FCS5B 48 INC AX

BRAD-FC5C 3I0ayic XOR [SI+1C],AL
BOAD -FCSF Lo IMC 51

BRAD-FC68 E2F4 LOOP FCS6
BRAD-FC62 61 POFA

BOOD -FC6B XOR [BX].AX
BABD -FCA6D INC BX
BABD -FCHE LOOP FCoB

Copyright®2006 AhnLab Inc. All rights reserved. Ph'l OtEsHTA



|| Polymorphic Virus
[Polymorphic Virus]
[Encrypted Virus]
iy — & ]
' Host
Host Encrypted Virus
Program
n Program +
Mutation W ——
Decoding Routine
Encoded Vi
BN Decoding Routine MtE, TPE, ... ncogzdy S

Encoded Virus
Body

Mltartion)
=ndine

o
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2299:-8188

2299:1182
2299:1183
2299:1184
2299:1185
2299:1186
2299:1187
2299:1188
2299:1188
2299:118E
2299:1118
22991111
2299:1112
2299:1116
2299:1119
2299:1118
2299:111C
2299:1128
2299:1122
2299:1126
2299:1128
2299:112C
2299:112E

E9FF 8F

52

51

58

56

55

53
B2O294
BA1BAB
F7E2

26

36
8B84081F
BAEDCA
F7E2

36
8784081F
8BEE
81C5BE1RA
8BDD
81EBBC1A
8BF3
75E1

Polymorphic Virus

DX

Cx

AX

|

BP

Bx

AKX, 2482
DX .AB1B
DX
SI,.A8

AX,[SI+1FB0]
DX ,CBED
DX

AX,[SI+1FB0]
BP,SI

BP ,1ABE

BX ,BP
BX,1ABC
SI,BX

1111

2299:-81488

2299:1182
2299:1183

2299:11a9
2299:1148C
2299:118F
22991111
22991114
22991116
22991117
2299:111n
2299:111C

2299:1125
22991127
2299:1128
2299 :112C

2299 :112F
2299:1135
2299 :113E

2299 :114F
2299:1151
2299:1153

E9FF BF

57
53
BB524Y
BAF1A3
F7E2
BAD392
F7E2
95
BBAABY
F7ED
B187

D3Ccs

26
8BR6261F
BA319F
F7E2
8786261F
2BEB

2BF7
8BEE

DI
Bx

AN, 4452
DX .A3F1
DX
DX,92D3
DX

BP A8
AN, 84AA
BP

CL, 87

A% ,CL52
SI,AX%

A%, [BP+1F26]
DX ,9F31

DX
A%, [BP+1F26]
BP ,BX

5I,DI
BP,51
1117




Metamorphic Virus

Polymorphic Virus Metamorphic Virus

o
%
Encodln’ E . .
& ;-
%#

T—

Virus Metamor’ @
2l

~
/N
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Metamorphic Virus

Notepad.uxe (Zmist ZIH)

A84818EC
88481 8EE
A84B810F 8
a84818F2

A840810F8
A84810F9
A84810FF
aaue1161
aa4e1183
AB4e11068
a848114a9
A840811 068
aa4pe1186c
aa4e118rF
aaue1115s
ague1117
ag4pe1118
ague111na
ague111c
aaupe1122
aBue112y
A8481125
aa4pe1128
aaupe1132
aaue1137

HOU ESI,EAX

HOU AL ,,BYTE PTR DS:[EAX]
TEST AL,AL

JE HOTEPAD.G04B1488

PUSH EBX ;: EP of Virus
POP DUWORD PTR DS:[4BF97L4]
RCR EBX,CL

BSWAP EBX

PUSH HOTEPAD.B88408F42C

POP EBX

HOU DWORD PTR DS:[EBX],ERAX
IHC EBX

BSR EAX,EDX

TEST EAX,DC78A9LO

HOU EAX,EDX

PUSH EDX

HOU DH,86

HOU BL,27

HOU EAX,7FA1FAYC

JHP SHORT HOTEFAD. 884081125
DB C8

BSF EAX,EDX

HOU DWORD PTR DS:[4188FC],8
SUB EAX,B9EBOD21

IHUL EBX,EDX ,9DDA4FTFES

ACCSTAT .uxe (Zmist

a84825DC
A84825DE
A84825E1
A84825E7

084025EC
A84825ED
A84825EF
A84825F2
A84825F8
A84825F9
084025FB
AB4825FE
A8482600
a84626 81
084082685
08482608
0840826 BE
08462611
A8402614
a8482616
a8482617
08482619
a848261B
084062621
A8482623

JHZ SHORT ACCSTAT.A04025E1
MOU DWORD PTR DS:[ESI+18],EDI
HOU DWORD PTR DS:[48DOB8],EDI
JHP ACCSTAT.A84829C1

PUSH ECX

XCHG ECX,ECH
XADD CL,CH

TEST ECX,74FE3615
PUSH EBX

AHD BL,DH

IMUL EBX,EDI
SUB BH,CH

PUSH EAX

BTS EAX,4F

SADD EAX,EBR
LEA ECX,DWORD PTR DS:[41D458]
BT EBX,EAX

HOU AH,41

BSWAP EAXN

PUSH ESI

®CHG AL,AL

POP DWORD PTR DS:[ECK]

LEA EAX,DWORD PTR DS:[6F512E7B]
DEC BL

TEST CL,CH

: EP of Virus




¥ (1/4

At 380 H3

| [} | 1 | 2 | 3 | 4 | 5 & 7
[ OO FUSH POP
nSIElon | opoode | ModRIM SIB Displacement | Immediate mer | mor | we | e | mw® | oww | =T =
1 AOC FUSH POP
Up {o four 1 ufa‘byla 1 b}'ls 1 Address Immediate Eb, Sb I Ew, Gv I Ghb, Eb I G Ev I AL 1D I eAx, T 5510 331:]
prefixesof  opcode (frequired)  (if reqmrsd] displacement data of = Gty s e
1 byte each oi1,2,0r4 12014 Eheh | Ewov | onen | auey | ae® | s
(optional) byles ornone  bytes or none 3 AOR BEG-58 ARAT
epas | ever | eees | oewer | oanw® | emx ™ Prelis
4 IMC gemeral register
7 32 0 2™ | ecx™ | enw'™ | eaw'® | ese'® | esp™ | esm | eni©
Mod DE;E::[IE RIM Scale| Index | Base : eAx ecx DX P:i:m' mi:: ) BP esi &0l
N B A A R S e R
Figure 2-1. 1A-32 Instruction Format B " Prefix Prefix
T dog, Jb - Shart-displacement jumg on condition
1D 10 10 1D 10 al=) 10 10
E : ModR/M follows the opcode and specifies the operand. 5 o | ":,m_!as:?ﬂc |ermeme = ,ELTM i ,{LHBNBEM
G : The reg field of ModR/M select a general register. e | _cow LCH:'\;;“ME:;:;FJME\:?ND mon | ewo
ecx I e0X | eBX £SP e8P sl 0l
N " ' ' Yo, Xb b
01C1 — ADD ECX, EAX 1100 0001 Yo X' o, w10
B WOV immediate byle nte byl register
11C1 — ADC ECX, EAX 1100 0001 S LSS - S R
Eb, Ib | [ i G, p Gy, Mp Eb, It Ev Iv
21C1 — AND ECX, EAX 1100 0001 5 TR CET R
Eb, 1 Ev.1 Eb, CL Ev,CL
31C1 XOR ECX, EAX 1100 0001
31C2 XOR EDX, EAX 1100 0010

38 Copyright ®2006 AhnlLab Inc. All Aghts reserved.



BX,[SI+u4D] EAX,DWORD PTR DS:[FOFCE513]
SHL EAX, 44
CX, 8384 INC EAX
HOU EAX,HOTEPAD. B84 BF 424 EAX = L4AFL2Y4
DX, [BX] ADC EBX,12317708
HOU EBX,EDX
BP TEST EDX,EBX
FUY EBX,EAX EBX = LABFL2Y4
BP,SI HOU DWORD PTR DS:[EBX],EDX DS:[48F424] = 9DESCFEF
IMUL EAX,EDX
AX, 888D DEC EnX
HOU EDX,NOTEPAD.0@0403BCS EDX = 483BCS8
BP ,AX ADC EAX,EDX
HOU EBX,DWORD PTR DS:[EDX] EBX = E14C383C
[BP+00] INC EAX
BSF EAX,EDX
Ax Ax LEA EAX,DWURD PIR DS:[4UF&2Y] 4OF 428
AND DL ,DH
BP ; BP = 8 IMUL EDX,EDX
PUSH EBX PUSH E14C383C
DX = 3FCC ADD DH,DH
DX = CB33 OR EDX,EDX
IMUL EDX,EDX
[184D] = CA332 SAL EDX,68
HOU DL,DL
BX = 184E POP DWORD PTR DS:[EAX] DS:[48F428] = E14C383C
X0R EDX,C48729A2
BX = 184F CHP EDX,EDX




A2 Register H&

LA edx

1- Same COde Dattern BF 84008008 edi, 8884h

8BFS esi,ebp

BEACOAAB0BA eax, 888Ch

81C288 000000 edx,8888h
8B1A ehx,[edz]

800CE5181100080 [esi+eax=4+B0081118] ,ebx

L8 eax
BEA4BBOOOA ebx , 88840
8BDS edx ,ebp
BFACBBB00A edi,888Ch
B1CegE 000080 eax, BB8Bh
8B38 esi,[eax]

80BLEA1811000840 [edx+edi=4+B00B1118] ,es51

Amotsacina




| (4/4)

Permutation

Permutatib

— vV

'

1
3 <+

o
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O d dioldAa

1. Signature 7|4t XIH
- P A ALXIOf Her AlUNd 2E

-4 /HIFZY XI&

G

|

|

= A
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BOOL ScanFunc{X86IHST =px86Inst, DWORD dwEip, int= pZmistPatternfArray, DWORD =pduwPattern})

{
const DISASHMINFO =pDisasmInfo = px86Inst->pEntry->pbisasmIinfo;

if (Bx78 {= pxB84Inst->byOpcode[ 8] && px8&Inst->bylpcode[ B8] <= Bx7F) f/ Jce, jb o=x
goto Start;

if (px86Inst->bylpcode[B] == BxE? && pxB86&Inst->duDisp3d2 t= Ff JHP xxExxxxx
goto Start;

(px86Inst->bydpcode[B] == BxC2 || px86Inst->byldpcode[ 8] 7/ RETH or RETH =x=x
goto Clear;

{BxC8 <= pxBolInst->byldpcode[ 8] pxB6Inst->byOpcode[ B] 7/ ENTER ™ IRET
goto Clear;

{BxEBQ <= pxB8o6Inst->byOdpcode[ 8] pxB6Inst->byOpcode[ 8] £/ LOOPNE ™ .JCXZ
goto Clear;

{BxA4 <= pxBo6Inst->byOpcode[ 8] pxB6Inst->byOpcode[ 8] £4 HOUS ™ JGKZ
goto Clear;

{BxAA <= pxBoInst->byOpcode[ 8] pxB6Inst->byOpcode[ 8] f£4 STOS ™ SCAS
goto Clear;

{px86Inst->bylpcode[A] == BxE8) £/ CALL HXzAX=®X
goto Clear;
{(8x58 <= pxB4Inst->byOpcode[ 8] && px86Inst->byOpcode[B] <= Bx57) £/ PUSH ERX

if (px86Inst->byOpcode[B8] == Ox54 || px86Inst->byOpcode[ B8] == Bx55)| // PUSH ESP, EBP
goto Clear;

Anotaiaciaa



Anti-Emulation Technique

1. Co-Processor / MMX instruction usage

2. Structured Exception Handling Usage

3. Random Virus Code Execution

rute Force Decryption of Virus Code (RDA)

=

o
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[V. Case Study

1. Win32/Polip

Op& A A
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Win32/Polip Virus

1.EPO 718 A B e
2. (FEA Xl + XTEA HH Section Table
/_

text

.data
60 ~ 70 KBJ

Wins2.Polipes 1.2 by Jesepn
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Polymorphic Engine - EPO (Entry Point Obscruing)

fffffffffffffffffffffffffffffffffIIIFIIIFIIIIIIIIIIIIII
HHE DS
fffffffffffffffffffffffffffffffffIIIFIIIFIIIIIIIIIIIIII
8188631 CHP DWORD PTR SS:[EBP+C],3BD

#18863A8 JE SHORT Pinball.@18863B1

8108630 POP EBP

A18863AB  JHP DWORD PTR DS:[<&USER32.DefWindowProch>]
810086381 HOU EDN,DWORD PTR DS:[18261E8]

810086387 PUSH EBX

ffff?fff13!ﬂﬂf!1!ﬁfffffffffffffffffffffffffffffffffffff
A HED { |3 T T

R Lt il i i L Ll il
a18663A1 CHP DWORD PTR S5:[EBP+C],3BD

810863A8 JE SHORT PIHBALL.810863B1

8108863AA POP EBP

810863AB JHWP PINBALL.81658BEA ; EP of Uirus
a108638686 DB @1

UTHH63BT HUV EDX,DWURD PIH D3I TWZ6TEE |

81886387 PUSH EBX

f!ffjffffffffffffffffffff!ff!IIIIIIIIIIIIIIIIIIIIIII
Py o= I||:
FEEFRTRFETIRIR IR EFTEETEFET I F T i ididififififiie
Baua681A CALL DWORD PTR DS:[<&USER32_CreateWindouw>
Ao4B6E28  JMP msné.BA4A3BAGA

BauA6825% JHP DUWORD PTR DS:[<&USER32.DefWindowProc>
A04B682E  PUSH DUYWORD PTR SS:[EBP+8]

8848682E CALL DWORD PTR DS:[<&KERHEL32.DeleteFile}

ffffffffffffffffffffffffffffffIIIIIIIIIIIIIIIIIIIIII
/0 grolel &0 Qo =HE D
FEEEEREEEEEIEETEEE TR TR TR ER T i i i iiddidliiied
B@48681A  CALL DWORD PTR DS:[<&USER32.CreateWindow>
Aeyns828  JMP msn6. BA4B3B6A

Aeue6825  JMP msnd. 8042063 8A ; EP of Virus
gaupss2a DB @A

aeuns82B  PUSH DWORD PTR 3S:[EBP+8]

BA48682E  CALL DWORD PTR DS:[<&KERMHEL32.DeleteFile>

Amotsisoiza



Polymorphic Engine — Random Memory Access

FIFFFIFIFFFIFTFF I I FFTFFFFF I I I 77 R R FTFFFIF I I I 77 FF IR FFFIF I 777 FFFF TR FFFFFiF7y
/f EP of Uirus

)

) MlAY : 1@81888 ™~ 10820400

) - - MlAY : 1821888 ™~ 1822A00

) Jﬂ,ﬁ : 18270688 ™~ 1048800

i/ . x;‘r% MlA - 1p49a0ea ~ 1056E00

FIFFFIFIFFFIFTFF I I FFTFFFFF I I I 77 R R FTFFFIF I I I 77 FF IR FFFIF I 777 FFFF TR FFFFFiF7y
8185 08BE1 1 PUSH EEF : EP of Virus

8185 08BEZ 8BEC HOU EBF ,ESP

8185 BBEY 83EC 34 SUB ESFP .34

8185 08BEY 68 PUSHAD

81085 0BES 8165 CB698281 FD>ADD DWORD PTR DS:[18269CE],156A9CFD . - MIAA T cesee AA LD
01085 8BF 2 69F2 1DBDFA1S IUE E31,C00, TOr Ao T

81050BF8 B9 280000888 MOU ECX,28

81056BFD  BF 4D630201 MOU EDI,PINBALL.0102634D ; 81026340
81050C062  F3:AA REP STOS BYTE PTR ES:[EDI]

B1050C04  4A DEC_EDY

e1050C05  BFB63D BE290261 | HOUZX EDI,BYTE PTR DS:[102296E] : EDI = @

e1050C0C 3305 23270201 XOR EAX,DWORD PTR DS:[1022723] : EAX = CO0B4900
e1050C12  88D7 MOU BH,DL

e1050C14 8335 F2650201 73 XOR DWORD PTR DS:[18265F2],73 ; [18265F2] = 0000OA73
g10506C1E B9 100000888 ii0U ECK, T8 : ECX = 10

81050C20  BF 61640201 MOU EDI,PINBALL . 01026461 : EDI = 010826461
81050025  F2:AF REPNE SCAS DWORD PTR ES:[EDI] : EDI 0f|A EAXE ==
81050027 75 26 JNZ SHORT PINBALL.01050CAF




B16856BE1
B1858BE2
B16858BEY
B1858BEY
B16858BES
B1858BF2
B16858BF8
B1858BFD
a1858c a2
81065 8C 84
8185 8cas
a1858cac
B1858c12
B1858C14
81858c1B
B1858c2a
B1858c25
B1858c27y
B1858c29
g1858c2c
B1858C2F
B1858C31
B1858Cc37
B1858C39
B1858C3F
81858049

Polymorphic Engine — Garbage H& Aol

PUSH EBP
MoU EBP,ESP
SUB ESP,34
PUSHAD

ADD DWORD PTR DS:[162692CB],156APCFD
IMUL ESI,EDS,18FABD1D

MNU_FCX_28

MOU EDI,PINBALL .B8182634D

REP 5TOS BYTE PTR ES:[EDI]

DEC EDX

MOUZY EDI,BYTE PTR DS:-[1822%98E]

#0R EAX,DWORD PTR DS:[1822723]

MOU BH.DL

#0R DWORD PTR DS:[18265F2],73

M0y ECK, T8

MOU EDI,PIHBALL .81826461

REPHE SCAS DWORD PTR ES:-[EDI]

JHZ SHORT PINBALL.B1858C4F

ROL EDX,18

AHD EAX,S57

AHMD EBX,EAX

#0R DWORD PTR DS:[182642C],EDX

AHMD EBX,EDX

ADC_FRX _DWNRD _PTR DS:T1AZ2R16A]

MOU DWORD PTR DS:[1826ACF],48B6DF 44
RCL DWORD PTR DS:[18264F5],1

;: EP of VUirus

A842 83 8A
A842 83 6B
A842 83 8D
AB428310
a8428311
A842 8318
Aa4y2 08322
A842032A
AB420833Y
A842033A
fe428340
A8428342
A842 8347
A842834A
A842 8340
A842 9352
A842 8355
A842 8358
AB42 8360
AB42 0366
A842 036D
A842036F
A8428376
fe428380
A842 8386

PUSH EBP
MOU EBP,ESP
SUB E5SP,34
PUSHAD

: EP of Virus

IHUL EDI,DWORD PTR DS:[48BC27],53543809

#OR BYTE PTR D3:[48BDG3],B89

SHLD DWORD PTR DS:[48BF53],EDX,16
MOU DWORD PTR DS:[48BD11],18AB316F
DEC DWORD PTR DS:[48BDL4A]

SHR DWORD PTR DS:[48BDF3],1

MU _EAX _EDX

CALL msné.B8041DF3A

MOUSX ECX,AX

OR EDX,ERAX

HOU EDX,DWORD PTR D3:[48BBEL4]

SHL BL,9

RCL BL,7

SHRD DUWORD PTR DS:[48BDG62],EAX,IF
AbD- LoX hibnngd4r

OR DWORD PTR D3:[4BBDGD],FFFFFFD4
MOU ECX,EAX

SBB DWORD PTR D5 :[48BEBF],-5

HOU DWORD PTR D5S:[48BEAG],794BFF2D
PUSH DUWORD PTR DS:[48BFGE]

INC EDI




Polymorphic Engine — Random Code Execution

81854EAC
81854EB2
aiasSEDRH
81854EBS
81854EBC

81854EER
B1854EF L
B1854EF6

81855889
A1 AS5 ARF
818558cs
H1HS5 8L f
g18550ce
g18558co
g185508D8
a1855 807
a1855 80D
818558E3
81855 8ED
8185508F 32
818558F9
g18558rFC

2315 DFE2D8281

7% 36

i

BFPEBS 1E658281
66:8BBD 86288281

837D 86c
LE =« O Ml NS G fad
L e U T L TR TR

75 5A
ceps a1

81C1 6791653F
2005 DDAAAZ A1
o 32

Ty |

u2

838D 17688201 CE
BFAFBS 242B02 01
FEBD 4D63 8261
1B1% DC298281
C7AS 28640201
8A3% DhZ26B201
BBAS 132BB201
66:29DE

1285 BA258281

AHND _EDX.DWORD PTR DS:[1822DDF ]
JHZ SHORT PIMBALL .81854EER

ING ECA

SETLE BYTE PTR DS:[182651E]
MOU CX,WORD PTR DS:[1822886]

AbD EDI,DWORD PTR SS:[EBP+C]

TECT _LINONR _ODTO _R[C-FAGIOANNRT DY
o T T i P e e e

JHZ SHORT PIHBALL.@1854F58
RCR AL ,1

ADPD ECX,3F659167

CHP_DUNRD _PTR _DS=T1A2GGDD] _FAX
JBE SHORT PIMBALL . 818558F9

IHL ELA

INC EDX

OR DWORD PTR DS:[1826817],FFFFFFCE
IMUL EAX,DWORD PTR DS:[1822B24]
DEC BYTE PTR DS:[182634D]

SBB EDX,DWORD PTR DS:[18229DC]

MOU DWORD PTR DS:[1826428],5182E7EC
MOU DH,BYTE PTR D5:[18226D4]
OR EAX,DWORD PTR DS:[1822B13]
SUB s5I,BX

ADC AL ,BYTE PTR DS:[18225BA]
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XTEA (eXtended Tiny Encryption Algorithm) &%

/* XTEA is a version of slightly improved tea. XTEA Decipher  proc
The plain or cypher text is in v[8], v[1]. PUSHAD . save registers
The key is in k[n], uhere n =0 -3, HOU EAX, u[8 * 4] L Eax > y
The number of coding cycles is given by N and HOU EBX, u[1 * 4] " EBY -> »
the number of decoding cycles given by -N *®f HOU ECX. N " ECX > n

tean{long =u, long =k, long N) HOU EDX, DIS EDX —> sum

{ unsigned long y = v[6],

z = v[1],
DELTA = Bx9e3779b9,
limit, HOU ESI, EDX

sum; SHR ESI, 11 ; osum > 11
AND ESI, 3 ;osum > 11 & 3
if (N> B) /* coding =/ HOW ESI, K[ESI = 4] ; k[sum >> 11 & 3]
{ AbD ESI, EDX ; sum + k[sum >> 11 & 3]
limit = DELTA = N; XOR ESI, EDI (Y << 8"y >>5)+y " sum+ R[sum 3> 11 & 3]
sum = B; SUB EBX, ESI ;Z2-= (<< sy 5y +y” sum+ k[sum >> 11 & 3]
vhile {sum %= limit)
{ y +={z«L z2»5)+z
sum += DELTA;
z = (KL Ty ey

DeStart:

~

sum + k[sum & 3]; SUB EDX, Delta ; sum -= delta

~

sum + K[sum >> 11 & 3];

HOU ESI, EDX
/% decoding */ AND ESI, 3 ; sum & 3
HOU ESI, K[ESI = 4] ; K[sum & 3]
ADD ESI, EDX 3 sum + R[sum & 3]
XOR ESI, EDI (28" z¥»W5E)+2z sum + k[sum & 3]
SUB EAY, ESI ;U -=(2<< 8" 2> 5 +z " sun + K[sum & 3]

sum = DELTA * {-H);

yhile {sum)

{ z -=(y<L y>5)+y” sun+ k[sum >> 11 & 3];
cum -= DELTA;
g -={z <L 23 5) +z " sun+ k[sum & 3]; LOOP  Destart

ES

} HOU w[B = 4], EAX
MOV w[1 = 4], EBX
v[f] = y;
v[1] = z; POPAD ; Restore registers
return; RET
ATEA_Decipher  endp




XTEA (eXtended Tiny Encryption Algorithm) &

void DecodeBuf (DWORD dwData, DWORD =pdwbDecodeData, DWORD dwHey, DWORD dwSum, DWORD dwDelta)
{

DWORD y = LOWORD{dwData};

DWORD z = HIWORD{dwData);

For {int i=0; i<5; i++)
{
DWORD duTemp1 = (y << 4 ~ y > 5); (Y << ™y 5
WORD t1 = LOWORD(dwTemp1) + LOWORD(yj);
memncpy{&dwTemp1, &t1, 2});
DWORD duTemp2 = dwTemp1 ~ {dwSum + duKey); FF (Y << 87y 5y + y " dusum + duKey
WORD t2 = LOWORD(z) - LOWORD{dwTemp2});
memcpy{&z, &t2, 2); FFz = (y <<y Ty 5y +y " dusum + duKey

dwSum -= duwbelta;

duTempl = {2z << & = 2z 3> 5);
t1 = LOWORD{duTemp1}) + LOWORD{z}; /(2 €< ™ z 3 8)
mencpy{&dwTemp1, &t1, 2});

-~

duTemp2 = duTempi { (dwSum + dwKey}) >> 16}; FF(z <™ z3»5) +z " { (duSum + dwey) >> 16 )
t2 = LOWORD{y) - LOWORD{dwTemp2};
memcpy{&y, &t2, 2); Ay —=(2 < 8" 23> 5)+z " duSum + duKey;

?

DWORD dwResult y | {2z €< 16);
xpduDecodeData dwResult;




XTEA (eXtended Tiny Encryption Algorithm) &

1852610 8B4S B8 HOU EfX .DWORD PTR SS:-[EBF+8]

1852623 8B80O HOU EAX ,DWORD PTR D3:-[EAX]

a1852628 B89CH HOU ESI .EAX

1852637 C7¥4S FC DSUFDYF9Q HOU DWORD PTR S5:[EBP-4],F9D7A4FD5S

81852640 C1EE 18 SHR ESI .18

1852662 25 FFFFAae8a AHD EAX,BFFFF

a1852678 C7uS F8 DFASFCAS HOU DWORD PTR SS:[EBP-8].S5FCASDF

81852685 BA B8-8006884 HOU EDX,5

a18526C1 8175 F8 W24SEB12 XOR DWORD PTR SS:[EBP-8].12EBASHZ

a18526bh 8175 FC o6CBOEBSTF HXOR DWORD FTR SS:[EBP-4],67EBBOGC
[ElLoop:

81852740 Y] PUSH ESI

1852750 |s9Cc2 HOU EDX.EAX

81852768 C1EZ2 84 SHL EDX .4

1852772 C1EE 8% SHR ESI .S

81852783 31F2 SXOR EDX,.ESI

a1852792 66:-81C2 ADD DX ,.AX

a1852795 8B¥S FE8 HOU ESI.DWORD PTR SS:-[EBP-8]

a185279F A375 aCc ADD ESI .DWORD PTR SS:-[EBP+C]

81852781 31F2 SXOR EDX.ESI

1852780 SE POP ESI

a18527ca 662906 SUB SI,DX

a18527Cc3 8B55 FC HOU EDX.DWORD PTR SS:-[EBP-4]

a18527Co 2955 F8 SUB DWORD FTR SS:[EBP-8].EDX

a18527E1 ca PUSH EAX

a18527EC 89F2 HOU EDX.ESI

a18527F8 s89D0 MHOU EAX ,EDX

a18527F9 C1EE 85 SHR ERX.5

818528083 C1EZ 84 SHL EDX,4

a185281E 31cz2 XOR EDX.EAX

16852821 BBAL4S FB HOU EAX ,DWORD PTR S35:[EBP-8]

a185282E a3us ac ADD EAX .DWORD PTR SS:-[EBF+C]

81852837 66 z81F2 ADD DX ,SI

818528446 C1EE 18 SHR EnX .18

818528509 31cz2 KOR EDX.EAX

a1852858 POP ERX

81852861 SUB AX,DX

1852865 POP EDX

a185287E DEC EDX

a1852870C G2IFEFFFF JHZ BLoop{818526ES )

EAX = [08127654] = BG104B7ASR
EAX = L4FDSD982

ESI = 4LFDSD98B2 ==
[BB127648] = FOD74FDS

ESI = 4FDS

Enn = DTS2

[BB127644] = SFCASDF

EDX = %

[BB127644]=171FEQ2D
[89127648] = QE37F9BY?

FUSH ESI = 868084FD5

EDX = EAX = B0040D9282

EDX aap8ap982 ==> 800D2?820

ESI a8pan9e82 ==> B80088a4cCC

EDX HABD2EEC

EDX 888D 786E

ESI [B8127644] = 171FEBAD ==» SUM Tl
ESI AF17EQ9D + 1892A9248 = 27AABODD

EDX B0OBD¥8G6E ~ 27AA8BYDD = 27A7F1B3

ESI 8880LFDS

ESI = 4FD5 - F1B3 = S5E22

EDX = SS:[080127648]=9E37F9B9 ==> Delta &}
[B8127640h]= FBDFEGEA ==> sum —= delta
PUSH EAX = O00808DO82

EDX = ESI = BO808a5E22

EAX a88asE22

EAX 688aSE22 ==> 8008082F1

EDX a@8easE22 ==> B8005E220

EDX B005E220 ~ 000002F1 = O000SEGD1

EAX [BB1276441=FBDFEGEL

EAX FBDFEGEL + 1892A948 ==> BO720824

EDX = EOGD1 + SEZ2 = B80053EF3

rE HEd
EDX = BO0853EF3
EAX aapap9s2
EAX D982 - BY81 = 80082201
EDX L

EDX = &

-

a00889y¥2 = 0005B781

g1 85288E 18 HMOU EDX .DWORD PTR SS5:[EBP+10] EDX = 88127688

a1852892 C1E6 18 SHL E3I .18 ESI = 8d08868D18 ==> aD10800888

a18528907 aoFa OR EAX,.ESI EAX = 0088BFO74 | BD188008 = BD14GFO7YL
a185289F 8982 HMOU DWORD PTR DS-[EDX].EAX [B8127688] = BD1AGFA74




Win32/Polip XTEA - Decoding &8 #X

Subroutine:

call Subroutine?

ret

outine?:

call Subroutine

ret

Function18519A6

{

Function18525F8 (XTERA C| TS &=

Function1852275%
{

Function185359F (XTEA C| DS &f==)

Function1855CCB
{

Function1854DA9 (XTEA C| DS &f==)

Function18519A6 (Recursive call)

Amotsisoiza



Emulation ( Pre-Condition Hl3 )

BOOL Scan{) static const OPTABLE g Opcode32Table[256%2] =
1 {
Initialize(); -
NULL_TABLE, &Ia_andb AL Ib, HULL_FM_OPCODE
HULL_TABLE, &Ia andl EAX Id, AND32 EAX Id
NULL_TABLE, &Ia prefix_es, HULL_FH_OPCODE
HULL_TABLE, &Ia_daa, HULL_FM_OPCODE
HULL_TABLE, &Ia subb Eb Gb, HULL_FH OPCODE
HULL_TABLE, &Ia subl Ed Gd, SUB32 EdGd
NULL_TABLE, &Ia subb Gb_Eb, HULL_FM_OPCODE
NULL_TABLE, &Ia subl Gd Ed, SUB32_ GdEd
HULL_TABLE, &Ia subb AL Ib, HULL_FH OPCODE
HULL_TABLE, &Ia_subl_EAX_Id, SUB32_EAKId
NULL_TABLE, &Ia prefixz cs, HULL_FM_OPCODE
NULL_TABLE, &Ia das, HULL_FM_OPCODE
HULL_TABLE, &Ia xorb Eb Gb, X0R32_EbGb
NULL_TABLE, &Ia xorl Ed Gd, X0R32_EdGd
NULL_TABLE, &Ia xorb Gb_Eb, HULL_FM_OPCODE
HULL_TABLE, &Ia %orl Gd Ed, X0R32_GdEd
HULL_TABLE, &Ia_xorb_AL_Ib, HULL_FH_OPCODE
HULL_TABLE, &Ia =orl EAX Id, XOR32 EAXId
NULL _TABLE, &Ia prefixz ss, HULL_FM_OPCODE
HULL_TABLE, &Ia_aaa, HULL_FH _OPCODE
NULL_TABLE, &Ia cmpb_Eb Gb, HULL_FM_OPCODE
NULL_TABLE, &Ia cmpl Ed Gd, CHP32_EdGd
HULL_TABLE, &Ia cmpb Gb_Eb, HULL_FH OPCODE
HULL_TABLE, &Ia_cmpl_Gd_Ed, CHMP32_GdEd

Fe 24 %}

if (FindEmulationLoc{) == FALSE) f* 25 =f

return FALSE; fx 26 =f

f= 27 %/

while{true) fx 28 =/

{ f® 29 xf

if (FetchInstruction{) == FALSE) f* 20 =}

return FALSE; f* 2B =f

f= 20 =/

DisamInstruction()}; Jx 2D =}

/= 2E */

call pEntry-:pfnlpcode() f* 2F =/

f* 30 =/

if {CheckException{) == TRUE}) Je2 31 %/

return FALSE; Jx 32 =}

f# 33 =/

if (CheckEndOFEmulation{} == TRUE) Jx 38 %/

break; J= 35 %

¥ fx 36 %}

. . ",* 3? *'f

if {IsInfectedByPolip{) == TRUE)} 7% 38 %/

return TRUE; % 30 =/

. f® 3N xf

AtEx1it: f= 3B =/
Uninitialize({)};

1
{
{
1
1
{
{
1
1
{
1
1
{
{
1
1
{
1
1
{
{
1
1
{

}




Xt<& ( Virus Body )

FERTFETEFFRT IR FREERFEI AT T EFFRIETEFEEG I FAFEF IR ERIEREFEE4 800 FFTITEIEA I8 00000008817
A UZEE M 1esespDd FE 1058aAcE LR 10F07688 F| o2 ALEGIA Ror C|TDE

FERTFETEFFRT IR FREERFEI AT T EFFRIETEFEEG I FAFEF IR ERIEREFEE4 800 FFTITEIEA I8 00000008817
B10585Ch 60 PUSHAD

8105685C5 ES 000AAB6D CALL PIMBALL .618585CA

B18585CA 5A POP EDX

010565CE B9 2B0100880 HOU ECX,13B

81858500  81B48A OFAAAGAR >XOR DWORD PTR DS:[EDX+ECX=4+F],10F 07688
0105685DB “E2? F3 LOOPD SHORT PIMBALL.@108505D8

EDX = 618505CA
ECX = 13B (Bxu4EC H}D| E)

[81858AC5] = P9FEBS7A ~ 16FB7688 = 19@OC3F2
1858500 S F{ 1858ac8 DA XOR | TS

FEEFEETIEEREREE I I FERERFEEEETEEIEFERET I I IR EFEEEEIEEEFETEIEE I I iEIEEi10011
A AEHO = ep127BB3 SF| 7145 OF= XoR 1A =30 St (key T} =J A7/ A 81858551)

I N N L i ittt
818565F3  64:FF35 0AOO0O0O PUSH DWORD PTR FS:[0]

B18565FA  64:8925 DAGABAAO MOU DWORD PTR FS:[08],ESP : FS:[8] = ESP = 8812766C
01858661  8B7424 2C MOU ESI,DWORD PTR SS:[ESP+2C] : ESI = SS:[00127698]=0012769C
81858605  8BFA MOVU EDI,EDX : EDI = 185858CA

01850607  8D86 17058080  LEA EAX,DWORD PTR DS:[ESI+517] : EAX = B0127BB3

81658600 B9 45710088 MOV ECX,7145 ; ECX = 7145

016858612 B2 51 MOU DL,51 : DL = 51 ==> EDX = 81858551
01650614 2018 XOR BYTE PTR DS:[EAX],DL : [80127BB3] = C5 * 51 = 94
0168508616 42 INC EDX ; EDX = 81858552

016858617 40 INC EAX : EAX = B80127BBY4

01650618 “E2 FA LOOPD @L1(61650614) ; =o o=

6165861 ES ADE10660 CALL PINBALL.818587CC ; ==> kernel32 =4 FEID 'mM2' A JLUHE E2I
8185061F  SBEB MOV EBP,EBX ; EBP = 77E20000

816858621 68 1EDADF1A PUSH 1ADFDA1E

816850626 ES ES0200800 CALL @GetApinddress(@1050913) ; ==> GetModuleHandlen Z=-- P&

81858628  85CH TEST EAX,EAX ; EAX = 77E3AD86 (kernel3dZ.GetHoduleHandlef)
81850620 OF8Y4 D6AAAABA  JE PIMBALL .81850709

@1858633 8987 D9A36@AA@ MOV DWORD PTR DS:[EDI+3D9],EAX




V1 PHITHTEEETEE R
M HE DE

V2 T,
§10063a1 817D OC BDB3M®  CHMP DYORD PTR SS:[EBP+C],3BD

B10063A8 74 07 JE SHORT Pinball. 10086381
V3 0x7554 x|= Li|0|E] 91066300 5D POP ERP
61006308 FF25 84110881  JKP PTR DS:[<&USER32.DefWindowProch>]

06 FF 25 84 11 00 01 HTHHGIBT 8BTS E¥6THZE1 MUY EDY,DHURD FIH DS 2] THZOTES |
H086387 53 PUSH EBY
V4
HHHH!H.’HfH.r'H,’HfH,’HHHHHfs’h’s’!,’HIHIHIHIHIHI
7 Hio[ A0 o3 255 TS
HHH.’HH.’H.’H.r'H.’H.’H.’HHHHH.’s’!H!H!.’HH!.’HH!.’HI
oz IR 63 [ oo | oo §1086301 817D OC BDG30G  CHP DUORD PTR SS:[EBP+C],38D
Vo 086308 74 7 JE SHORT PINBALL. 81085381
BC | C1]01] 00 H005300 5D POP EBP

610063AB E9 31A80400 JHP PIMBALL.B10656BE1  ; EP of Uirus
610063668 61 DB &1

61066361 8B15 E8410261 HOU EDX,DWORD PTR DS:[18261E8]
61006367 53 PUSH EBX

Copyright®2006 AhnLab Inc. All rights reserved. Ph'l OtEsHTA



2/Polip XI2 (2/2) —

XI= ( Entry Point XI= Vs & L0 7HZAHl )

E PE=Heade ==

Section Table

PE Header

Z

text

Section Table

s >

text

.data

.data

o
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1. Evolution of Polymorphic Virus
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http://www.rootkit.com

http://www.microsoft.com/korea/technet/security
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http://vx.netlux.org/lib/vmd03.html
http://www.bitdefender.com/VIRUS-1000066—-en-—Win32.Polip.A.ntml
http://secunia.com/virus_information

http://www.virusbtn.com/index

The Windows 2000 Device Driver Book

Inside Microsoft Windows2000 Third Edition (Mark E. Bussinovich])

Programming Applications for Microsoft Windows Fourth Edition (Jeffrey Ritcher)
Subverting The Windows Kernel Rootkits (Greg Hoglund)

Programming the Microsoft Windows Driver Model (Walter Oney)

The Art of Computer Virus Research and Defender (Peter Szor)

Hacker Dissembling Uncovered (Kris Kaspersky)

o
Copyright ®2006 AhnlLab Inc. All Aghts reserved. Ah {:.’_}E'Tﬁ:rlﬁi



/ = A A,
06 AhnlLab Inc. All rghts reserved. A}] ﬁgTﬁ—?’i—



	목차
	1.바이러스 정의
	2.바이러스 분류
	3.바이러스 발전 단계
	4.감염 기법 (1/4)
	4.감염 기법 (2/4)
	4.감염 기법 (3/4)
	4.감염 기법 (4/4)
	1.사전 지식(1/14)
	1.사전 지식(2/14)
	1.사전 지식(3/14)
	1.사전 지식(4/14)
	1.사전 지식(5/14)
	1.사전 지식(6/14)
	1.사전 지식(7/14)
	1.사전 지식(8/14)
	1.사전 지식(9/14)
	1.사전 지식(10/14)
	1.사전 지식(11/14)
	1.사전 지식(12/14)
	1.사전 지식(13/14)
	1.사전 지식(14/14)
	2.분석 과정(1/2)
	2.분석 과정(2/2)
	3.진단법 (1/3)
	3.진단법 (2/3)
	3.진단법 (3/3)
	1.다형성 바이러스 개요 (1/6)
	1.다형성 바이러스 개요 (2/6)
	1.다형성 바이러스 개요 (3/6)
	1.다형성 바이러스 개요 (4/6)
	1.다형성 바이러스 개요 (5/6)
	1.다형성 바이러스 개요 (6/6)
	2.변형 기법 (1/4)
	2.변형 기법 (2/4)
	2.변형 기법 (3/4)
	2.변형 기법 (4/4)
	3.다형성 바이러스 진단 (1/3)
	3.다형성 바이러스 진단 (2/3)
	3.다형성 바이러스 진단 (3/3)
	3.Win32/Polip 분석 (1/9)
	3.Win32/Polip 분석 (2/9)
	3.Win32/Polip 분석 (3/9)
	3.Win32/Polip 분석 (4/9)
	3.Win32/Polip 분석 (5/9)
	3.Win32/Polip 분석 (6/9)
	3.Win32/Polip 분석 (7/9)
	3.Win32/Polip 분석 (8/9)
	3.Win32/Polip 분석 (9/9)
	2.Win32/Polip 진단 (1/2)
	2.Win32/Polip 진단 (2/2)
	3.Win32/Polip 치료 (1/2)
	3.Win32/Polip 치료 (2/2)
	결 론
	참고 문헌
	Q/A

