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Key Points of 2006

Our working environment is changing rap?

Most attacks are based on web or application vulnerabilities

Web Firewalls no longer provide complete safety

Virus, Worm and hacking techniques are merging

- Permissions escalations
- Data theft

- Automation

Common methods of an attacking application
- Reverse Engineering(Static Analysis), APl Hooking(Dynamic Analysis)
- Fuzzing(Dynamic Analysis)

- Google Code Search
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Application Vulnerability? #1
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High incidence of crime

[Case #1]

IGEON| =3 HLOLOI& <2 E'?JHEH%‘E'— 2005LEI
A GeU2H, 2006E 0= of 27 L0l S

Ao Z 0 4.

Blue Hair Dye $'3

“Z2 582 S0 A AFOIHH EH X2 40% 0t

HY2EHA HEOIH, HYHXQ 2ae 04 2 g

AMAHOl EXM AHAHL 21.3%2 XHXAIE”

Source : KISA(Korea Information Security Agency)
Phoenix Helmet $137

[Case #2]
Internet Banking : D244 2,2908tH, Hel 2l 34%
Cyber Securities Financing : &l Hei 2 60%

Marble Table $398 Source : BoK(Bank of Korea) 2005. 07

Source : wired.com — IGE (Internet Game Entertainment)lilA SS &= H OOIE 42l 1A
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Fire warning shot #1

U E UsSEC=z 0|4s
2 scriptkid 2 X33 € 22 AlEY H2E

% 19998 & ActiveX H A EE 21X E1 % 2000 & Achilles 2 E

< 2001938 115 oHHE ALOIOIAl Ol 3t < 20012 3& 112 oi3H= ALOI0IA Ol#3t
< 2006 S oZIARL RIBIGHH & < 20054 BIAAF ?-HX O3t

< 2006 8toll 60002 =1t 0l & < 20069 B & KB o2 Al HEE

web proxy 0|2
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Fire warning shot #2

e WV VIICTATECOT

> QIE U W AIAR SHE &/ EZ0|F0I SF JIsH

Case 2 > SE 20 £M3t= 2 HZEOINC LSHEHSE =&
> HEOIXM HIEHS S SRALE 2FX0H &S
> One time password2= HZ&Z X &= SHE
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Fire warning shot #3
e WV VIICTATECOT

> EII:HA°" ALIHES ol8d =2 & 2 runtime fabrication Jts
Case 3 SRS Mo U8 AHSE 2AH E M

[ sequuy:1uuZuuY dd YEFS/1YESh, 33AD3Y/UR, BLBE4SLBN, UDBMBETESD, UUBRHB‘HU:ih
sog@06:1Ea62000 dd 474B%3DEh, BEBYSSBENh, BF2544891h, A4C564185h, BDPGEF14%h
seqdan:1ea02008 dd BFDA17BL4Bh, BCFE2996Ch, 6BCOGC8Bh, IABEEFYG6h, 3BEGLBCAN
seqdan:1ea02008 dd 9AC24941h, 93CBA119h, BE2F7E2A7h, 9755D128h, BCA74F32Fh
ceglff:1Ea02000 dd GECE&7DFSh, 2A30205Fh
seqAog;: 160682808 dd 63E1EDBDh, 1A236CBGh, BFOGG4EBCH, 32!’!21DE9'1, BCEFF727Ch
seqdan:1eaa2808 dd BB1ESEFFBh, 1F582FB6h, FEFF967AN, 194B5FB%h, 769E9RSOh

’:’ O|_|E‘I "jJ @%g Oigal 9'"0'& seq@An:1EAR2eAN dd BDF7EDDSAh, 9FCYSAD3h, 15827A5Ah, S57DASDRAR, 6R335283h
al U_l A0 '-—I 0_| g seqdan: 16002808 dd 91D99CEh, BABBEBES9h, 655986BBh, BE77OCE58h, 3FD73C31h
- : seqann; 16002808 dd 94217621h, 27BOEB73h, 71D492A%h, BEYG6727BON, 7B76BR1Zh
seqAag: 160682808 dd BEAGFBACBh, 37F82803h. BFuI512Féh, BBGAFCIE3h, 822DB9DFh
seqdan:16a02808 dd 7D9144FDh, 2B6F42D0h, BCA73958Eh, OFCYLCBDAR, GF9BEAZGN
LH =l§xl -?—M seqdff: 16002608 dd BABCYFBEDh, 2BCICYBOh, 3028AG1%h, BC5D12913h, 7FBEAZDSh
=T seqdae; 16062808 dd 16B79EF%h, 7A7CE961h, 331C46DG6h, 4BYPEF4Dh, 9Y4DBEG74h
seqdae;: 160682808 dd BCY4SEF6AAN, OBBIGBF73h, OBSFEBGDGh, 7SDCFGS5h, OFB0S6BAN
seqa06: 16002608 dd BBEGYF4GABh, 35825A%Ch, 5D1B84C61h, 539166ABh, 7CT68E21h
seqdan:16a02808 dd 64BFE26Ch, 9247A956h, BACD2ECBh, BEAYS2B2ER, S477F309h
seqdan:16a02808 dd BEB3FOAFEh, 1AYE8BAGh, PAAFFBESh, BABES2318h, BDF2EB1G8h
csogBB6: 16002800 dd 1498FBA7h, 610AWND6h, 2BEF37BAh, 3ACSAFFh, BE3ASBESh
seqAag;: 16062808 dd 52786ECCh, BCCBFF4BOh, 254BC37Dh, BCO498F3h, BFSF142Fh
seqAfe: 160682808 dd BFGGEBAC2N, 7DF3S4BEh, 31CBBOETh, 9712413Dh, 23D4TE12h
seqdof: 16002800 dd BE775FD3h, BAFE1SS5COh, SD31QE24h, 2B82413h, 7B8B76EOM
seqdan: 16002808 dd 69768E1Eh, 265EF23Ch, BE112861Fh, 23B548C1h, BAOEIA738h
seqdun: 16062808 dd 3EDFCO0R, 121E37F6h, BDBF278BFh, VAEYA7B0AN, BEBAD4BACH
seq@@n:10AA2R AR dd BE32FA209h, ADESAED2Rh, ACAFCAMBh, TOEALBG3h, BREGRREAOh
seqdan: 16002808 dd 80957DA87h, QFuB9DO8h, 5BS7DCECHh, 6B723B26h, 3C7B4SO3N
P SEqOuN:1eaeZE0e dd BEF1BA7GER, B6DFFBER, BAB3DYDZ2Fh, BCZABBDTZh, SEB2Y925h
%I‘i: ELH E E@.@?jg seqBae; 16062808 dd 3E635790h, 6DVAEGF4h, @D76D92BAN, BE7C3I1DAGh, 134D79ER
seqdae;: 160682808 dd BCCEEBOLCh, ODDGBGSEAR, 1668BB7Bh, 313B538Ch, OBOEIBI1CER

- J

© 2006 VMCraft, Inc. All rights reserved. _9_




Fire warning shot #4
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Fire warning shot #5

> ActiveX HEE F YA

> WS A3 PCHl= QB! W, I8 AOIENM £XI8 24E ActiveX ZHEE EXH
Case 5 > OIS ActiveX HEE0l HEO0| ZME 2 A2 oiAH0 2al PC a2 Jts

> HAE Z10 10002t Ol &0l AtZ6t= ActiveX HEE0H Ch=2 HAHO0| EMHE

> O|I2H22 100021l PCol 2 &8 =0| Jts

TEBJECT classid='CLSID:XXXXX-X" -+

<PARAM NAME="url" VALUE="http://">
<PARAM NAME="UpdatePath" VALUcom">
<PARAM NAME="lib" VALUE="hacke3">
</OBJECT>

o 0| BHAHEE -

OE HIAE BN SHARINE =D =S

2HHy
0= 0 HAp| m om e Ly JHBES

S 8os ez >
HEETI3I- -

f!m ETE

cityour_system_can_be_hacked.exe 0| Wled &ITICHH AME ZQ1 PCIF A2 AHHILICH

| IZE BEE ENW EERNW EUD ESTH
| w52 .5 -G @z LEn @ss 0K o
|Z4D = cw | pos
= | AEE [ EVIER|
I_IE u =] boatini KE
[ #| boatfont, hin E04KE Bl
2HE U233 (C) 3] CONFIG.EYS KB Al
[+]10,8¥8 KB Al
your_system_can_be_hacl (2] M3DO5.5v5 KB Al
S8 =218 ~|NTDETECT.COM HKE M
LY 2B A
E:—DC'QE <t 00303 7.1 +] pagefile,sys 393.216B Al
= syour_systemn_can_he_hacke,,. 20KB
370 kR
& O eee 7 i) | ;Hd |
[EEze Z2d8 3o 00KE I GO E=E=2] y
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Secure Coding #1

Www.vinmcrari.com

a> S
\J Analyze External | 4 earn and |
threats review refine
U Determine @

Secure questions e _
during interviews | security sign-off Security push |
: criteria :

[ A | I I

% |
| 1
Post-Ship

Concept Designs Test Plans Code Ship
1 Complete Complete Complete
Train team Review old defects, check-ins checked\
members secure coding guidelines, use tools
ary, a\
: Data mutation
Security and least
team rewev_\( - _privilege tests @ =ongoing

Source : Essentials of Application Security - Microsoft
— '| 3_
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Secure Coding #2

“ Protection: Detection, defense, recovery,
management

Deployment % Process: “How to” guides, architecture guides

“ People: Training

Source : SD3 Security Framework - Microsoft

© 2006 VMCraft, Inc. All rights reserved.
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Secure Coding #3

Secure development is a term largely associated with the process of producing reliable, stable, bug-free
and vulnerability-free software. There are a number of ways that this can be archived. However, this goal is

unlikely.

Source :

Yendor Microsoft

Product Link View Here (Link to external site)

Tt AT (6 Secunia advisories

Unpatched 18% (19 of 106 Secunia advisories)
Most Critical Unpatched

The most severe unpatched Secunia adwisary
affecting|Microsoft Internet Explorer 6.1, with
all vendor patches applied, is rated Extremely
critical

Yendor Microsoft

Product Link View Here (Link to external site)

L dTn i AT 5 Secunia advisaries

Unpatched 20% (5 of 25 Secunia advisories)
Most Critical Unpatched

The most severe unpatched Secunia adwisory
affecting[Microsoft Office 2003| Professional
Edition, with all vendor patches applied, is rated
Highly critical T

Internet Explorer 6.x

Office 2003

¥Yendor Microsoft

Product Link MN/A

Affected By ol

Unpatched 17% (27 of 156 Secunia advisories)
Most Critical Unpatched

The most severe unpatched Secunia advisory
affecting Microsoft Windows XP Professional,
with all vendor patches applied, is rated Highly
critical

¥Yendor Microsoft

Product Link “iew Here (Link to external site)

F Tt ae-L i 0 Secunia advisories

Unpatched 10% {1 of 10 Secuma advisories)
Most Critical Unpatched

The most severe unpatched Secunia advisory
affecting|Microsoft Outlook 2003] with all
vendor patches applied, is rated Moderately
critical

Windows XP Professional
secunia.com (OCT. 2006.)

© 2006 VMCraft, Inc. All rights reserved.
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S 240 tig 2otd ZEJH 0IFH XA &
=0 ZAeLith
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F oM S 0| 25610] LM BT,
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Web Firewall #1

Q2 WESKDE 2dols I ¥ =8d0HAH= B2 +It PKI, SSO/EAME AIE6t AN,

A2 2SS oA, THEH T 2S3HE GO FAE LHE & = Jes 8 YUY o |8d= HegsA
IRt
* PKI @ Decryption @ Vulnerable? @ Re-
« PC F/W encryption
« Key Logger
o @ @ @:
» Anti—Virus & DD
« Spyware ! !
orsS 35l § x 2t oS3t M 2t
= QI' ." __r.lf< .............. ?.....%I........?.._._I:': ............ x....}(. ><.
WEB Firewall
Internet ; g
Port:
443/80

Attacker
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Web Firewall #2
L Wiwncraticon

> |EDOM =& J| "

> 0ledst Aol FFEQ| CIHY! &% CIXAE 2 NOHAIDI= JHE 2 2ot
> ZERFE g/IX JIs
> Script kids € XtS3t =7 BHXZAIE &

Threat

[ _-J.E!ﬁ\

— 120 550 =@ Tem 550 a0 o
Q-0 NAG e show @ 32 w- JEHS

40 [& ECIOEE
Google - | Zlidas -9 | Rk | wpoad Al s S
% 1998 DOM Il E ¢ H @ z2NE3Y =l
0 = SAHIZ =] [ #37=auy
+ 20009 D3 HHE AOIOIAl Ol 43 s — T
EEEE eeee (=riuR)
% 200458 OHERANHUHA UHSE2Z AIE LB LIRS [eoee] (= =T J
X E 20 o b < [ 25 EEUEAsEs [o0 o - = e E—
. 20075 a/_§0|—|ul' QEH HI_' jl’cg W EZH BEAZ HE (EI TR S
e

+5000F || +1000 || + 500k || + 108 || #2013 || THRE |

L — I _f'

= | b . @ |® = - i [wf - @ ‘ document. aIIStarlEDnlent" Buy Nowl {g - &
Altributes l HTHML | Stle |

Modename - ﬁ Modevalue{Can be madiic + | Spe v_._‘_|
- |size 20
g— =
T 1234

| border

»

JIE JI=d &40] Ot DOM 0| 22l
S0 AL A S8 HXHIER S

P
1234’8 2 ¥ 9

]
(o]
=

=2

-
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Web Firewall #3

Zote 3%, UERIANA &2 Alct= & Ho| % 012 &4
FAE = glS. Metd Y E S8t 2M AMblA= 220IHENAMS 2otd0| RN &
C

POST ftransfertransferSelectBankjsp HTTRM.0
Accept imagelgif, imagel-yhitmanp, imagefjpen, imagefpjpey, applicationfi-shockwave-flash, **
Referer: ", _ . P . uyPrdinfojspreturnOrdilum=145839875orderType=5
cept-Language: ko
t-Type: applicationf-www-form-urlencoded
ection: Keep-Alive
P s %——.“ PP P p— P g zillafd.0 (compatible; MSIE 5.9; Windows MT 5.0)
Pragma: no-cache
o 1 2Ew 30.0003  mE = Cookie: WebLogicSesNgn=013akSOWIrSzHwE My tdAZ2VAgwY sarmtkKRUL1 My glpl1 80afyCLUS|-
= AT B4548085857 370040611 91 36340608001 /8001/7 002700208001 -1]-7B966956030698401 46/~
FICLE 1| ZEZ™ @ 30,0003 140791361 806/8001/8001/7 07002580011, Trkllser_6B26=c11439a58ca29a4d9716ad6feh334h416%
AT %3IAT130225893%3A0; Trk sion_626=4d212ah89cE0aaldalbaalssbact h034e%3A1130225893%
nws |
A3
Content-Length: 325
x| A
BoA=E miE o 2 L. UT%H283%BE%BE%EF%FE%E1%CT%
EN - -2 =—— 28&pid=" _____ .. 1512&buyer='__ _____ tBB%F3%E1%
;;; L aEmcmaum Did&huyerid=101067 36 &huyerpha Ehuyerermail= ' inmail.netéret_url=&note_url=hitp% 34%2F %
il rin] e T 2Py . 0 kr%2Fjsp% ) seio_realTimeBanking_resultjsp
R 1
SHTE T gy
) 2ESE 9 AT T
el o ool s E - Mail _
Tiop = 30,0008 BHUAl  200510/25 16:48:43 ~
PAES =] 30.0003
Az AN 30,000
..o Og+53% | |@2s
_ P RUEE R
&
§ Quzt Ao B
AAIZHH RO |F HMNZHIHIH(ZE) =
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Web Firewall

Server SideOll Al BHESH ActiveX FUES = A=222} Reverse EngineeringES =oH
HWotAH fIZEE Client 2ECHHIA R3IIE Soll AH = FALE 2AH0| Jis. Ol &

dotHE MEN 22t SA2012=, (2 SN 20 20ts)

WWW.V

=l8x|
e[ BS5Res 1a [TBU BUORD BTR S5t rESPe121,EDT
- 7 . -
—— oy gay:Lesi+h] | Lo L | cz|| > bz Eesadeee | oy Enx, INaSFLGA. oB40seES RSCII "kernel32.dLL"
2 loc TED3DEDE 1, L Bl Wi e ||z, &R JESTRERR ED 7FFEDSE
J2 loc_TBDDEEY J loc 76030680 | B o SHDRT HasrLor. ao4n1ed [Gehs e
Fo|| . Fros CALl EbF BB e
G| : S55824 12 |MB) Dudhh PTR ss:(ESP+181,ES1 B Bl
H| B ol ' ' ED] SEEEEEED
e R lec el ah |- 74424 24 petnol DUORD FTR 5S: [ESP+241,0 EIF ©0491034
mov [ebp+var 900] eax mov [ebpevar904] eax Ell -~ 74 2B JE_SHORT IMGSFLOR. BB4a164E C @ ES mE
||\ &5 Cesi4mee |PUSH IMGSFLOA. BG4GE1CE RSCII "IsDebuagerPresent™
push 1Fdn push IFdh B 52 E i F1 C5oeel
loa sax [abpsvar_IF8] oc_TD30GEN Ipa gax [ehp+var_1F8] . : ? 3 gg ggg
push eax P push eax gocd] TEST ERR.ERX £9 P2
Iea eax [ebpwvar_9D0] e [Ebpwa;gm Iea eax [ebp+var_4D4] - o PHORT IMGSFLOR. Ba451648 3 G5 G0
T e imp loc 760309 S 3820 67Aden Eﬂg EE?:%SDRD PTR DS: [<&KERNEL3Z.Freeli o p——
call AsciNulTerminate@(5 call _scilNulTerminated@ 6 B AL GREEREES
loc_T6D3D5DE Isa ecy [sbp+var E0] tost eax sax Zell : PUSH ESI [oC Erioduls g;? ;ﬂggg :H;
mov edi [esi+ICh] push ecx Inz loc 76030652 N | EEF Freel ibrary 272 empty 1
) push eax = CHP EBX. 2@ ST3 empty
mov eax [esi+2h] il JBE SHORT IMGSFLOA.BR4B1E36 g
it call DhcpOemTolnicode@ 2 3 PLUSH EEH anpty
jmp loc. TD3E24C : H| B o STE empty
mov edi eax i ; STE empty
o oc 7600652 1B R, E0T =l 515 Shoey
call _weslen moy esi [ebp+var 904]
inc eax push 1F&h _
o e % lea ecx ebpivar 3CC] O JE JMP / OI= =Q 22X =2
add eax eax 9 =) -
push eck —_—o |
and ward ptr [eassedi] 0 =t push esi
cmp eby 1 0647 push eas
o L call _DhepQemTalnicodeSale @16
nz loc_TEDIEAC e

jz loc_TED360GA

loc_76d3d673 \ v

h]

9 Joe- TO3DEFY ac_T6d324a s lea ecy [esiresi] e b

4 mov ear (ebperar 0] e fl et and word gt Lecweean 0| | push 5 CPU — main thread, module IMGSFLOA

o mov edi [ebpwar_9E4] e 28 cmp edi | . popesi

En jmp loc_TED3524C ‘\Ea esi [ec8+2] imp loc_FED34EAS 59?c24 13 nou DNURD PTR 351 [E5P+181, EDI a|Registers (FPU

Jlne Yo > Bg ESSe4960 |MOU_ERY, [MESFLOA. BE4ESEER RSCIL "kernel32.dlL” ER gbabanin

. EE5CA TEST ER%. EAX [ e
s JE SHORT' IH5SFL0R. B04n15a4 |4 MAanEs

FFOE LL

SBFE

S3rda4 18 HDU DNDRD PTR 55: [ESP+101,E51
BE5FF TEST EOI,ED!

C74424 24 @@l MOU DWORD PTR S5: [ESP+241,8
74 2B JE SHURT IMESFLOR. GEap163E

ES] Ba4a086s8
EDI 2Eeaaaas

EIF @aadainzd 11

loc_TED3E268

Inc_T6d3d60f

loc. 76036092

dec esi
dec esi

loc_TED3B24C ROP 8% eax

xor esi esi
Jmp loc_76D36084

L EDI
TEST ERX,ERX
JHP SHORT [MESFLOA. 88481548
CALL ERX
ML EB?.ESDRD PTR DS: [<&KERMELZ2.Freel il
e

RegSetValusExW@ 24 moy esi eax N
e et e Dl _Iﬂ I_I P _IJ | 8
L 2 =S g

£33

Same GBS T Modified Has No Matches | - - |+ | Show Dified Lines &34

ety —UNI

3T1 empty —UNOI

g¥§ enpty 1 Zg
enpty =777

ST4 evpty @, A0 E——

STS empty +UNOI

STE empty +UNOI

TR STV enpty @05

PLSH EST
CALL EEF

CHMP EBEX, 28
JBE SHORT IMGSFLOA.B8481636
PLISH EEX

hL ibHodu Le
Freel ibrary

CALL EEF
HoL ER, EDL
EQE _EOT
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Web Firewall #5

Www.vinmcrari.com

Sast E8S URL, Unicode, %uXXYY, Chunked, Multipart/form—data, application/x—www-
form—-urlencoded, Multiple Encoding S H&3| CI2GIAH ESE = AUASCH, 0|2 SHGHH &=
A2 Z2=2 8 a9 J|=0] Ot Jl= dXILINS 2N J|l= 28 sE0 Tt BEBXOFEMN.

* Normal XSS
<SCRIPT>alert("XSS")</SCRIPT>
<IMG SRC="javascript:alert('XSS');">
<IMG SRC-=javascript:alert('’XSS')>

» Evasion XSS

<IMG SRC=JaVaScRiPt:alert("XSS')>

<IMG SRC=javascript:alert(&quot;XSS&quot;)>

<IMG SRC="jav&#x0D;ascript:alert('XSS');">

<IMG SRC=" &#14; javascript:alert('XSS');">

<IMG
SRC=&#106;&#97;&#118;&#97;&#115;&#99;&#114,;&#105;&#112;&#116;&#58;&#97;&#10
8;&#101;&#114;&#116;&#40;&#39;&#88;&#83;&#83;&#39;&#41;>

<IMG

SRC=&#0000106&#0000097 &#0000118&#0000097&#0000115

S & 90l B2 TR0l Jis
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Web Fi

rewall #6

YO0l DE MHS 2A
ANETtS] HEZS Ol8E &
25t Z0H2 ol Ml At
=ts

Client 1

Cookie: sess=TWG

Client 2

Cookie: sess=TWG
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“CHack( Start http session hijacking
e Anafgzmg client session,
ession found,

@@é!a@\

=31 |Try to hijack! ..
g.¢ [Session hijacking successfull 19: :OnBtnStart()
| W3
(] String Table HWND hwnd = ::FindWindow("IEFrame™, MULL);
-] Version ::AttachHund(hund);
n_szLog = “"Start http session hijackingtrtin®;
UpdateData(FALSE);
CStringArray cookiename;
CStringArray cookievalue;
q j CString name;
CString value; M
%4 Clas... | Reso...| D Filevi..] || .rl
ﬂ ———————————————————— Configuration: hackerside - Win32 Release---------------—----—- B
4
hackerside.exe - 8 error(s), @ warning(s) J
4[] Build {Debug 3 Findin Files 1y _Findin Files 2 ) Results §_S0L Debugging 7 Tall LlJ

|Ln 823, Col 23 [REC [cOL [OVRREAD 4
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Anti-Reverse Engineering

» Code obfuscation
» Packing
; > Runtime encryption/decryption
Project > Random garbage code insertion
> Virtualization
> |solation

ClAGE =S

PRI
° UPX1:8045A4DO cmp [esp-6Ch+arg_10], 1

° UPX1:8041AUDS jnz Toc_unAsse

° UPX1:8041A4DE pusha

° UPX1:8041AUDC mou esi, offset duord_ 431000
© UPX1:804LALE1 lea edi, [esi-30080h]

© UPX1:B804LALET push edi

© UPX1:B04LALES or ebp, OFFFFFFFFh

° UPK1:@04LALER imp short loc_44A4FA

UPKT:00MMANER ; 2112122 221 2 2122 2 2 Bl el 2 2 2 2 R R R 2 2 2 R e 2
UPK1:00484ALED align 10h

UPX1:00484A4F0

UPX1:00484A4F0 loc_ 44ALFO:

CODE XREF: start:loc_4hA561}]

* UPX1:0044A4F0 mou al, [esi]
© UPX1:08045A4F2 inc esi
© UPX1:0045A4F3 mou [edi], al
© UPX1:8044A4F5 inc edi

UPX1:0085A4F6

UPX1:0044A4F6 loc_HHALFG: CODE XREF: start+D2yj

UPX1:0085A4F6 start+E9j
* UPX1:0085A4F6 add ebx, ebx
* UPX1:0085A4F8 jnz short loc_44A501

UPX1:0085A4FA

UPX1:0085A4FA loc_huAuFA: CODE XREF: start+1BTj

* UPX1:0085A4FA mou ebx, [esi]
* UPX1:004HANFC sub esi, BFFFFFFFCh
* UPX1:0048HANFF adc ebx, ebx
UPX1:00484A501
UPX1:0044A501 loc_huA501: 5 CODE XREF: start+28Tj
* UPX1:0044A501 ib short loc_uuauro
* UPX1:0044A503 mou eax,
UPX1:0044A508
UPX1:0044A508 loc_huASog: 5 CODE XREF: start+621j
* UPX1:0044A508 add ebx, ebx
* UPX1:0044A50A jnz short loc_4uas13
* UPX1:0044A50C mou ebx, [esi]
* UPX1:0044A50E sub esi, OFFFFFFFCh
* UPX1:0044A511 adc ebx, ebx
UPX1:0044A513
UPX1:0044A513 loc_LuAS12: 5 CODE XREF: start+3afj e

© UPX1:0044AG3
—
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SBC(Server Based Computing) #1

olottd, olo 2 "ol A & &9
=2 24D 2ol Thin Client=(SBC,

o] Bot JjjEgs 2k 9=,

_'_

Thin Client AFZ 0| (HE TCO 24 (Source : % Intelliquestiit)
» [ ERZA Wa Hl = JHDF(55%)
=29 Jlzs 2HME S| fdll ARct= A2t E "HIZAIXMO 2Z42|"9 2t (14%)

O L — =

ot = A0 —_rlO' HIE 22(13%)
0|8t 38 T2 ATEYNH LHO0IE BHE(11%)
29 MAH E2d01E BHE 8l E Z2(3%)

DB/App Server Real
Data

> Client ==

Any OS/Client

Backbone/Data Center HEZIAHOIA S

Thin Client (Server Based Computing)2l €<=

—24-
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SBC(Server Based Computing) #2

e WV VIICTATECOT

Thin Client2| J|l=2 22"l 220 =& 0|Lt, Thin Client 21=0] J|&2
LWHEANH, J89H2 =2 HI0IEHN gt <o 82 & BAHWAM MARE=

XIH O|' ﬁ =S
+ U JIES 2D 0L 2512 HHUWN SHHSHES HSsts ZUE ZAHE +&
Q| Tater(igtAWARD LI A )_ DMZ Protected Network r——=—n
Enterprise
I Resources
. —@L’ '
& Web ADDS. A1 directory

Thin Client

| .,__-
MAPI ;

I mail/calendar

I
l
I
l
l
l
SMB -..,' I
l
l
l
I
l
I
l
|

- s

I file systems
ﬁ! - '
l

intranet

System Attack/Reverse Engineering

e

Thin Client

Mo’
e e’

Thin Client
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SBC(Server Based Computing) #3

SBC+= local privilege elevation 2230l F <olCH, AHOU AXI= OS, SHAIZZ )88 AUl A
=l A Ol& &S 2= privilege elevation FH A0l =MotH 0l FH*E 2 =&l
FH 0] Otel SBC &2 WA M2 R 2. (UBHAIZ2 AT —> 22| N3 E &S Jls)

0l B¢ A2 Sl= ZE EM0l Ot R501 JHS0HEE 2O AR0| 201H S0 + US

% 192.168.211,145 - A= HAIE

&

]

—

‘

W 192.168.211.145 - A HAIE

M?HDIE(Q)! [test T eula - HEE
SEal ' IE EIE A0 B0 E8H)
Microsoft AT ELIMH FIZE AMETE A=Y HISFM
fsoge2 g |
MICROSOFT WIN - ; )
WICROSOFT WIN HE AMW: [ systerndz QX
w = e 2 ) dcorn_dmi i CatRoot2 E,M!crosuﬂ =
HiH) =5 2= ~—QE i 1025 Chcersry I MicrosoftPassport [
= MTL = o{‘f;ﬁ 1028 Cyclients [ MaDt =
Al o = 1031 = Com =i
ﬁ_%‘grﬂr%ﬂ 1033 I3 config (=) netmon |
%g|§'|.3“ =1l C3 1037 = dhep npp (]
Stol ADE 1041 [Chdrivers =y oobe B
OT%L—? AImE o= 1042 5 expont I3 pop3server E
T E5t 2oz (1054 [ias [ras
2 AT EQ N Iy 2062 Iyicsxml Iy ReinstallBackups
A H 4] Mice -5 3076 1= IME I=yreminst
HEE MEot == administration = inetsry [ rpoprosy
ol o =2 —; = ° ;
ABAFR XD} OIS A 22002 p2IXAS | - <
3 CatRioot I LogFiles I Setup
== — =l =
g S Jtse FHAE €A
o 0sm:  [me = |
OH HA(T) HAE 2 Mixtnt) m%& 4|
FEER |ANSI =l
|3 eula - mzz @
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Learning Effect
e WV VIICTATECOT

g ZH
22 o SO B8 5ol Oy bl
Process/COM/DCOM/COM+ X HECIHOE ES5E st S Secure
Debugging/Reverse Engineering Programming OI 22| CHE 0| EMSHAl 23
= o = : ion2 S&t 253 oS & s
A5 3 ol = 2 XI(DOM Inspection &HXI) X EH(ZWanHD(iCiOﬁ 5HX 2 =8t o A IS
Ls o
= o] >4 d} % o Q— ﬂ
APl Hooking =2 2 X (DLL Injection A <) X xXHo'Ffft'on AES 3= 20E A& LR
Ls o
SQL Injection & & 01 A o bl Colo= o) 5
g s S5t 2A 00t JisotU OHYst |3 L EOS“;;—F ==
22 0|0l 2FEN LHAHGHE 22 2Ihs =73 S=XH8
XSS =& 2 A 2=
ActiveX Z1EE F AT ZAHE B2, e Z& U2
ActiveX ZHEE FAUEH = X D E PCOH st &t 50| JisotU, 012 H2
des
- 22014 S31 12K YO S =M
s o
_ Y gaHoR e S S8 AN HME BHO
PI’OXV% =8t CIAIE & == X u}o_ljl.gjl_igp Proxy Arat 5
Y UEHHORT A Z2A0 OB Lo
Session hijacking 22 X %2;}5 =5 M4 Hijacking <=0l Ch ol
Regmon, filemonOfl CH&F 2+ CH 24 X HE2IHOIE o™ A2 fst LU MRE
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Why Use Virtual Machines?

Www.vinmcrari.com

= Support heterogeneous applications using one
physical machine (both Windows and Linux apps)

= TCO(Total Cost of Ownership) Savings

= Allows the execution environment to be tailored to the
application

= Cost down for web hosting service

= Easy to manage(S/W Upgrade, Update etc...)
= Secure sandboxes for untrusted applications
= By managing QoS

= Make system mobility easier to implement.
, —29—



Virtualization Approaches

= Single OS image: Virtuozo, Vservers, Zones

- Group user processes into resource containers

- Hard to get strong isolation

= Full virtualization: VMware, VirtualPC, QEMU

- Run multiple unmodified guest OS’s

- Hard to efficiently virtualize x86

= Para-virtualization: UML, Xen

- Run multiple guest OS’s ported to special arch

- Arch Xen/x86 is very close to normal x86

© 2006 VMCraft, Inc. All rights reserved. - 30 -



Licensing & Distribution

= License
» Open source (Xen, UML)
-Visible effects of open source community at work

» Commercial (VMware)
-Also, XenSource

= Distribution
> Para-virtualization requires kernel modifications

- Xen is (or soon to be) a part of multiple distributions:
Fedora Core 4, Debian, unofficial: Gentoo, Mandrake and
SUSE distributions

> Privilege
- Xen (root, patch kernel, domain 0 privileges setup)
- VMware Workstation (root, installation only)

- UML: user-level
©2006 VMCraft, Inc. Al rights reserved. Source : Kate Keahey, Argonne National Laboratory -31-



Well-Known Virtualization Architecture

User User User

Software Software Software
GUEST OS #1 GUEST OS #2

(Win XP) (LINUX)

GuestOS GuestOS GuestOS
(XenoLinux) (XenoBSD) (XenoXP)

Xeno-Aware Xeno-Aware Xeno-Aware Xeno-Aware
Device Drivers Device Drivers Device Drivers Device Drivers

Virtual | Virtual | Virtual Virtual & Virtual | Virtual
CPU | Memory | 1/0 CPU [ Memoryl 1/O

<M<

Hardware with I/O Interface

XEN Architecture

Source : Xen and the Art of Virtualization (Xen 1.x.)

Published at SOSP 2003
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Problems

= Virtualization == Higher Security???

- Jtatst D=1 2otd shal2 SO 22X

- Registry, File System, Object S0i| CH&H &

= COM/DCOM Virtualization

-2 2 0S2F0lE2 2Ee A= FolA #& ER

ron

- O

- 0S8 E&E
- Client Jt&ts} J|=S
- MY Jt& et E S8t Streaming Al ]

|>
U

© 2006 VMCraft, Inc. All rights reserved.
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cure Virtualization Architecture

www.vmecraft.com

« Why use virtual machine?
e Virtualization Approaches
| - Llicensing & Distribution
« VMAppSaver |/O Control
« VMAppSaver &% ¥}

A
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« Well-Known Virtualization Architecture

/4




Three Architecture

= VMAppSaver Architecture
- 220|HE HEL2AH0IES 2ot UEI=H

- oo/ OjB2I3H0lE B4 2

= VMWebSaver Architecture
-3 2USIE0| S £ 9l E FHUEEO B
- MH JIASHE S8t Streaming AHI A2 22 O
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VMAppSaver Architecture

GUESTOS #1 | GUEST Os #2 VMClient
(Win XP) (LINUX) HOST OS

Virtual Virtual

Virtual | Virtual | Virtual Virtual || Virtual [ Virtual Object Reglstry

CPU | Memory /O CPU | Memory | 1/0

Independent
1/O Interface

File Object

m SyStem SYStem
Hardware with I/O Interface Hardware with I/O Interface

Registry

\_ VMWare &H &4 VMAppSaver €A 24| )
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VMAppSaver S M2 i S

AMBIA JSKIE AFE XL PC &E0|LE Eot==0 Ot 102 Gl0| BECteE== &l HCF
=2 = QU= ASXIF AHIAE AIE0t= =2H0 PC2 Jtatst 22t 0l6H)| THE0,
Hotx=g8 EI|HE02 =2 £~ US.
Hotd 23 A2 (el 2l Alell)
oME IOl
o= R0l i“aln
MERFPC
Al ClEml A | ZRC|
2gcan) e VMWebSaver ||| (BIZAIEXI22D
Real OS5 || Guest OS5 (E2A=AIZ27D

ARZARL 22|

b
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VMAppSaver Module Architecture

QABIAOl |E StH M= A2IE A 2= User Input, Script, DCOMS 0l tst 20| JtsatI|
=0 Z2AH2Z 0|8 4&8g B2, EdALE FLote 2201 &. VMAppSaver
StE0H A= AMHlA M S At I3 Apps. 0l CHoll Anti—-Reverse Engineering, Anti—
Debugging 2 Z&0| 2JtsotEFE Jtats D=2 S8t MHE 8ot US.

U

H =
0

I VMAppSaver(2 2t =5 &3)
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VMAppSaver 2

Process Explorer — Sysinternal:
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