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Introduction

e What is Cyberspace’s Security Problems?

e Why Security Issues are Still On?

e \What's the Problems of the Current Security?
e What Can We Do?
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Introduction

e Chaeho Lim, Ph.D.

— He worked to set up “Korea Research Environment Open
Network, KREONet” which is the first R&D network and had the
first international Internet leased line from 1989.

— Also he started to organize the working group of hacking and
Anti-Hacking, Korea Internet Security Group, in Korea first.

— As a member of KISA, the first org of security by government,
he operated krCERT from 1996, and joined FIRST.ORG at first
from Asia countries in 1997.

— He tried to promote Internet security administration toward
government, R&D, banking and other sectors in Korea.

— Before a member of NHN.COM, he tried operate security venture
company, SecurityMap.com but it’s failed.

— And he worked as visiting professor of KAIST.
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Lack of Security Culture and Policy :

Cyber and Internet © w tl' IJS) ﬂgthtl’
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Lack of Security Culture and Policy 2

e OECD Security Guideline

— Awareness

— Responsibility

- Res_ponse Korea, What Items Were Focused ?
— Ethics 1. Safeguard, FW/IDS/Anti-Virus

— Democracy 2. Response, CERT

— Risk Assessment i Risk Assessment, Penetration Test
— Safeqguard

— Security Management

— Reassessment
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Lack of Security Culture and Policy s

e Each participant in information systems and networks Is
an important actor for ensuring security.

e Participants should be aware of the relevant security
risks and preventive measures, assume responsibility
and take steps appropriate to their roles and positions to
enhance the security of information systems and
networks.”

(OECD Guidelines, 2002)

e In Korea, | launched “Consortium of CERT, CONCERT” In
1996 from Korea Information Security Agency in order to
promote the security cooperation.
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Lack of Security Culture and Policy 4

e Security Role and Responsibility

Security as
Cooperation
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Lack of Security Culture and Policy s

e Korea failed security because of lack of Security
awareness promotion
— You know 125 Impact by Slammer worm?
— Korea Internet was disabled for a week
— All didn’t understand the Importance of Security Awareness

e Security Awareness
— Understand, Knowledge, Action
— We should make policy, guideline, law
— And we need proper and natural security culture

— | hope all people should not talk “ I didn’t know that”.
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Lack of Security Culture and Policy s

Security Vision and Strategy

Vulneralnlity & Risk
Sirettegy & Uszge Assessimenit

Policy &
Sjtziplolzlfols
f] lor & Corrirol

Iriforrnetion C sIflcert]
e ente

Tdols and |
Methodologie Deployment & Integration

Training and Awareness Program

Enforcement: | Vienitering NIRecoVER/RESPONSE
PrOCESSES PIGCESSES PrOCESSES

Senior Management Commitment

Information Security Management Structure
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Lack of Security Basic Understanding 1

e What is Security Management?

— Risk Management 2 2, X[=2JtXl= Control Bt oA S

Threat — exploit Vulnerability
Protect expose
against
/
Control | reduce Asset
met b< indicate mcreai /have
Requirement Value
ISO/IEC GMITS
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Lack of Security Basic Understanding 2

e Complexity, Vulnerability, Inadequate Products
e 2 Process : Protection/Detection/Response

Fundamental Realities Processes As

Complexity = Insecurity

Yulnerabilities
Are Inevitable

BUSINESS SECURITY = RISK MANAGEMENT

www.counterpane.com
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Lack of Security Basic Understanding s
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King Of Fighters 2001
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Lack of Security Basic Understanding 4
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e Policy and Procedure
e Key Control

e Sanction

e Training

e Cultural Dimension
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Lack of against New Type Attacks 1

e Denial of Information, DOI Attacks under
Web2.0 Environment

e Malicious Code Attacks from China
e Privacy Attacks

.




Denial of Information, DOI Attacks under Web2.0
Environment .

The Web As Platform

Harnessing Collective Intelligence
Data is the Next Intel Inside

End of the Software Release Cycle
Lightweight Programming Models
Software Above the Level of a Single

o0 s ONPRE

Device
7. Rich User Experiences

Tim ORelly GOOS-[Q” “w NAVER
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Denial of Information, DOI Attacks under Web2.0
Ermyvaronmaoant -

JHQ! FALOIE ==

personal websites blogging

SHQ 0I5 MF 20 ATl A XD}
Domain name speculation Search engine optimization
L= Ao

Publishing Participation

ZHIX qd] A\|AH o17]

Content management systems Wikis

ClEg i F1

Directories (taxonomy) Tagging ("folksonomy")

tHolo] J|dt Jl=  AJAX, Open AP, Open Source, Mash Up

MHIA A E HS  Web 2.0 ([Semantic Web)
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Denial of Information, DOI Attacks under Web2.0
Environment 3

DOI Attacks
“OIO|M AT Kt BEE JIEGHALE, o™ HIEE EetA|H &8 A
S0l isF HEAS oI &, 22 HEW e Sa2 A
HER3A MBIAJEIM 222 OHHMI Y, = P2P, Instant Message, Email 0|
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— Concepts
e Qo0S, DOS
« DOI; Qol (Quality of Information) & S 28t 8829 K5 Yool 24,
DoSHES Hetst Xielo AZots oto|X 2 Hat
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— Time,

— Cognitive processing

— Perceptual Capabilities
— Memories

.



Denial of Information, DOI Attacks under Web2.0
Environment 4

e Attacks
— Social Engineering
— Spam
— Phishing
— Pharming
— Click Abuse and Fraud
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Denial of Information, DOI Attacks under Web2.0
Environment .

e Safeqguards
—  Filtering
— Resource-consumption
— Meta-Information
— Trusted Computing

— Database keys/indices
— Source-evaluation
—  Structuring data
— Restricted connectivity
— Translating data
— Human-computer interface
— Data protection
— Locating data
— OODA 2 0|=
e Z2tZ(Observe), & 2B H(Orient), Z &l (Decide), & =(Act)
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Malicious Code Attacks from China

e JakUpBang ; work room
— To gain Online Game “Items”
— Group members fight a Single “victim”
e Malicious Codes
— Some technicians make new malicious codes
— Not detected by antivirus and antispyware tools
— To gain id/pswd, other privacy information

e All attacks from China

— To gain money
— To get secrete information

— And Others
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What we do

e Security Strategy based
— Our own security culture and well awareness
— Security joined by All corporate member
— SEA ; Secure, Efficient, Assurance

— Security Management Process by best engineers

Secure
Efficient
Assurance
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