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Who Are We?

dual5651

Residing in Seoul, Republic of Korea
Undergraduate of Konkuk University
Main focus of study in Windows

rootkit technique and reverse engineering
Teakwon-v team member

Interests include ERP and hacking

gotofbi

Residing in Vancouver, BC, CANADA
Student of BC Institute of Technology

Main focus of study in binary packer
scheme.

25 Taekwon-v team member
e—— it Interests include embedded system and

i
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Agenda

Why do it?
DOCSIS
Status of ISPs in Korea

Hacking the cable modem




Why Do [t?

It's easy!
It's free!
You can do it in anonymity!
It is not wellknown in Koreal!




DOCSIS

DOCSIS - Data Over Cable Service Interface Specification is an
international standard developed by CableLabs and contributing companies.
DOCSIS defines the communications and operation support Interface
requirements for a data over cable system. It allows additional high-speed

transfers to an existing CATV system.

Maximum synchronization speed :

Version DOCSIS

Downstream Upstream

42.88 Mbit/s 10.24 Mbit/s

42.88 Mbit/s  30.72 Mbit/s
+171.52 Mbit/s +122.88 Mbit/s

+343.04 Mbit/s +122.88 Mbit/s

EuroDOCSIS

Downstream

55.62 Mbit/s

55.62 Mbit/s
+222.48 Mbit/s

+444 .96 Mbit/s

Upstream

10.24 Mbit/s

30.72 Mbit/s
+122.88 Mbit/s

+122.88 Mbit/s




Maximum synchronization speed

350.00
300.00
250.00
200.00

L x DOCSIS 1.0

= DOCSIS 2.0
100.00 G\ = DOCSIS 3.04
50.00 - ' "1 DOCSIS 3.08

0.00 -




Components of DOCSIS :
CM (Cable Modem)
CMTS (Cable Modem Terminal System)
BackOffice Services (DHCP, TOD Server, TFTP Server)

DOCSIS Overview
Distribution Hub Coaxial Cable

W

IP Switch Router

Rezional Cable
Headend

Cable Modem
Termination

Caching
SErvers

Business

Copvright * 19%9 Kinetlic Strategies, Inc




DOCSIS Roadmap

Serviee

Broadband Internet O
Tiered Service

VolP

Video conferencing

Commercial Services

OO0OO0O0O0O0

Entertainment Video

Cable Modem

VolP Phone(MTA)
Residential Gateway
Video Phone

Mobile Devices

IP Set-top Box

As you can see, an upgrade from DOCSIS 2.0 to DOCSIS 3.0 does not
automatically result in a security upgrade.

OO0OO0O0O0O0




Hacking the Cable Modem

Key aspect:
Arresting criminal will be very hard
o Trace will only reach up to the node

SNMP-port of cable modem is opened insecurely

o By sending an SNMP packet, an attacker can achieve
many things

Up/Down stream rate limited by cable modem’s config

o Maximum rate can be manually changed

All network streams are shared insecurely
o All packets in the node are sniffable




Status of ISPs in Korea

Internet Service SNMP CFG MAC
Provider Name Port opened | Spoofing Vendor code

00:50:D4
S company Yes Yes (JOHONG)
00:04:BD(Motorola)

L company Yes Yes 00:02:00(Net&Sys)

3rd Party ISP Potentially Potentially  00:C0:B1(Genius)

| recently tested four large ISPs in Korea, and the results show that
they were all vulnerable. Therefore, | hypothesize that other 3rd party
ISP may be as potentially vulnerable.




Hacking the Cable Modem

Arrest criminal process

- 2) Trying to find 1) Please tell me who

had a.b.c.d
a.b.c.d from
DHCP log when 2008 / mm / dd

3) Matching MAC customer is
aa:bb:cc:dd,

We have the customer’s info

since we lent him our modem.

Ha Ha Ha Ha Ha!! -- The Address is

4) Criminals name
IS XXXX

yyyy




Hacking the Cable Modem

If Criminal use hacked cable modem

- 2) Trying to find 1) Please tell me who

had a.b.c.d
a.b.c.d from
hen 2 dd
DHCP Iog when 2008 / mm /

3) Matching MAC is
de:ad:be:ef,
It is not from our customer !
Who the hack is that? ®

4) Sorry, We can't
find who it is ®




Hacking the Cable Modem

Working process of DOCSIS

Gathering information
Diagnostic web page
DHCP grabbing
SNMP scanning

Modifying the cfg file
DOCSIS Cfg Edit

Changing the cfg file
FORCE TFTP IP

Fake DHCP
Hacking Firmware




Hacking the Cable Modem

Working process of DOCSIS
1) Modem scanning the frequency in 91000000Hz to 440000000 Hz

Multiple TV Channels

Upstream
signaling

-t
50 MHz - 550 MH=z 550 MH=z - 750 and up MH=z

2) Broadcast DHCP Discover packet

3) Read cfg name from DHCP ACK packet

Magd C Coo
(=52, 1=1D) DHCP Message Type = DHCP oOoffer
(=554 , 1=4D sSerwver Idemntifder = A172.20.1L6.2
(=51, 1=a4) ITP Address Lease Time = 4 dawyws.,
(=21, 1=—4D) Subrmnet mMmask = 255.255.128.0
(t 2 1—4) T me O*F*Fset = 9 hours

4) Download cfg file from TFTP server
) L|m|t the upload , download speed as written in cfg file

 C10 [Len = 4] 597000000
[Lern = 17: 1
» (4 [Len = Z2]:




Hacking the Cable Modem

DHCP Grabbing
DHCP ACK is broadcast packet
Cfg file name written in Boot File filed

Server ldentifieris TFTP Server IP




Hacking the Cable Modem

il Marvell Gigabit Ethernet Controller Capturing = Wireshark”
File Edit View Go Capture Analyze Statistics Help

BEHGAN EEXZE A¢»0TL[EB RAQRN #DM % B

Filter: ]bootp.dhl:p v Expression.. Clear Apply

Mo. . Tirne Source Destination Protocol Info
LI f o £L0UUL AW JE .U L L3I £FF LI £3] LI M MO T = 1 dili>d L Iuil L UAUAdS £UDL

3941 57.822244 10.32.0.1 255, 255, 255, 255 DHCP DHCP offer - Transaction ID 0x120233fa
3042 57.904702 10.32,0.1 255,255,255, 255 DHCP DHCP ACK - Transaction ID 0x120233Ta

Wireshark

By using bootp.dhcp filter, we can analyze DHCP packet in wireshark.

Boot file name: -1m-5m-{1%}.cfqg

Magic cookie: (OKD

option: ((t=532,1=1) DHCF Message Type DHCP ACK

Option: (t=54,1=4) Serwver Identifier = 172.20.1&6.2

option: ({t=51,71=4) IP Address Lease Time = & days, 22 hours, 12 minutes, 32 seconds
option: (t=1,1=4) sSubnet Mask = 255.255.128.0

option: (t=3,1=4) Router = 10.32.0.1

option: Time offset = 9 hours

option: Time Server = 172.20.16.2

Cfg file name, TFTP Server IP remark in DHCP ACK packet




Hacking the Cable Modem

Sniffing on Marvell Gigabit Ethernet Controller. ..
14:52:88.123128 len: 352 i TFTP Serx»ver IP = 172.20.16.2

conf iguration File = —max—1m—10m—<1> .cfg

14:52:10.1926765 len:=352 : DHCP Ack detected?
TFTP Ser»vex» IP = 172. ZB 16 .2

conf iguration File = | —max—1m—18m—<{1> .cfyg
Configuration Grabber

By programming a sniffer, you can catch DHCP packets.

-rmax-1m-10m-{1}.ct
-power-sm-&m-{1}.ct
-speed-1m- urr|--1-.|:'g
fide-3m-100m-{1}.cfg

Cfg file was downloaded into my computer automatically




Hacking the Cable Modem

SNMP Scanning

Cabel modem’s SNMP port is open in Korea

Usually community string is ‘public’ or ‘private’

Community string is written in cfg file

By sending SNMP packet, attacker can control

the modem and obtain useful information
(e.g., Firmware Overwrite, Modem reboot,

Read useful information)




Hacking the Cable Modem

Geitlsersithualssnnpget =vac =¢ public 18.32.72.18 1.3.6.0.4.1.1.1.8
oNfPu2-HIB: ssysDescr, B = STRING: Netwave DOCSIS 2.8 Cable Modem CCHW_REV: 1,30,
UENDOR: Netuave; A00TR: 2.1, SH_REV: 2.81,101060; MODEL: MNGased)) o

NET-SNMP

Version 2 Community name IP OID




Hacking the Cable Modem

= SMNMP Cfg Admin vl 8

Commmurity MName [m]]s

M ass Getterll [l:-ubli-:.- 1.26.1.2.17.69.1.4.4.0 Add Ol

veait tinme [ns) # fovwrnd ?;;n;‘:;:d

|50 | [37 found. ] (][]

Stabtus: Dore!
ha-1m-10m-{1}.cfg I[ 172.20.16.2 Dizplay Oplior=s
se-1 -1 Om-A 2 cfg I[ 1 72.20.16.2

" - -Ehrn- = 2 Lirmit 1F's per 5
ver-Sm-Brn-{1 .ofg )l 17220016 o e I

E =xport Lizt

-3m-100m-{1}.cfg J[ 172.20.16.2
=S3m-100m-{2k.cfg ) 172.20.16.2
dsg.cfg J[ 172.20.16.2
rax-Tm-10m-{1}cfg [ 1 72.20.16.2
n-{1tcfg [ 172.20.16.2

&-&--8-F-8E8

Bemove

el labi o made in VBS by billyalkSs

ermail - billy @ billyske Br b net

SNMP Cfg Admin

By using a SNMP Scanning program (such as SNMP Cfg Admin), an attacker
can obtain useful information.

Examples include System description, Configuration file name, bandwidth,
Firmware name, TFTP Server, Time Server, and MAC address.




Hacking the Cable Modem

= "] ultureWare DOCSIS Contig File Fditor — ¢ Wl lsersS s =F ) ] king KitWwa4¥“able hA__

File Tools

—100r

uen 1
= Contral ¢33
d

Insert Here

File cnm-wide-3m-100m-{1}.cfg successfully opened.

VultureWare DOCSIS Config File Editor

ISPs from Korea don’t do integrity checks (HMAC-MD5) for cfg file
Hacker can change Frequency, Speed, etc




Hacking the Cable Modem

Force TFTP IP Concept:
Cfg file can be forced without using DHCP
Requirements can be achieved by sending SNMP packets
Numerous TFTP server programs for Windows

Korean CMTS does not check MD5




Hacking the Cable Modem

Sequence of normal Cable Modem registration: .:i l:

1) TFTP Server P is a.b.c.d DHCP Server( )

3) Download cfg file E

TFTP Server( )

Cable Modem




Hacking the Cable Modem

Sequence of hacked Cable Modem registration:

Cable Modem

Attacker(




Hacking the Cable Modem

Which OIDs are used for hacking?
1.3.6.1.2.1.69.1.4.5.0

To figure out what the current cfg file name is for cable modem.

1.3.6.1.2.1.10.127.1.1.3.1.3.1

1.3.6.1.2.1.10.127.1.1.3.1.5.1
To check Up/DownStream speed of cfg file
1.3.6.1.2.1.69.1.4.4.0

To read TFTP Server IP of cable modem

1.3.6.1.2.1.69.1.1.3.0

To reboot cable modem




Hacking the Cable Modem

1) Read cfg file name :

C:tserstfDualdsnnpget -v2c -c¢ public 10.31.83.15 1.3.6.1.2.1.69.1.4.5.8
SNMPv2-5H1:imib-2.67.1.4.5.8 = SIRING: “dsg.ctg”

2) Check upload & download bandwidth before hacking :
G:fserstDual snmpget -v2c - public 10.31.83.15 1.3.6.1.2.1.18.127.1.1.3.1.3.1
oNMPv2-GHI: transmission.127.1.1.3.1.3.1 = INTEGER: 3000000
C:tlsersttDualrsnmpyet -v2c -¢ public 10.31.83.15 1.3.6.1.2.1.10.127.1.1.3.1.5.1
SNMPu2-SMI : :transmission.127.1.1.3.1.5.1 = INTEGER: 1A@AAAA

3) Type ipconfig /all to know, what is the ip of my computer :




Hacking the Cable Modem

4) Run your own TFTP Server :
mﬂ:lim-lﬁ';i m:-:m-.'%mmmf

File Edit e Help

=| =|

5) Read TFTP IP of Cable modem :
C:tlsersiDual >snmpget —v2c -c¢ public 10.31.83.15 1.3.6.1.2.1.6%.1.3.1.0

SNMPvZ-SMI::mib-2.69.1.3.1.8 = IpAddress: 17/Z.24.16.2

6) Download cfg file from TFTP Server :

C:ilserstDual>tftp -1 172.20.16.2 GET dsg.cfqg
Transfer successful: 156 hytes in 1 second,. 156 hytes/s




Hacking the Cable Modem

~ormmunitsy, 1
ntral, 1 2 3
'f:a |

Network Access Control : 0 means network access is not permitted
1 means network access is permitted

Maximum Number of CPEs : Givend IP

Maximum ~stream Rate : Maximum bandwidth

Maxirnum Downstream Rate () [Len =4]: [

Maxirnum Upstream Rate (3) [Len = 4] 0

-> (0 means unlimited speed.




Hacking the Cable Modem

8) Set attacker computer IP as TFTP Server IP:

@ CHS IP =4 AHE(S):
IP ()
MES Ob23(1):

A2 HOIESOCD:

9) Reboot cable modem :

(elsersualdsnnpset -vle -v public 1%2.168.100.1 1.3.6.1.2.0.69.1.1.3.8 11




Hacking the Cable Modem

Hacking modem firmware

Most famous modem
o SB5100,SB5101 made by Motorola

IP
o 192.168.100.1

OS

o VxWorks , eCos
RTOS (Real Time Operating System)
x86 or MIPS flavor
Unix-like Ul

Ways to communicate with modem
o Parallel JTAG

o USB JTAG

o Serial Cable




Hacking the Cable Modem

Aeret)ed fo

f

SB5100 SB5101

What is the difference between SB5100 and SB51017?
Chipset : Broadcom BCM3348 Broadcom BCM3349
OS - VxWorks eCos




Hacking the Cable Modem

Memory map of cable modem :

Boot Loader BootLoader area contains BootLoader

Parmenet NonVol area contains all
32kb Parmenent NonVol settings.
Ex) MAC Address, Cfg file

960kb Image 0 Image0 area contains firmware image

2MB

Image1 area contains firmware image

_ Dynamic NonVol area contains
Dyn amic No nVOI |ogged events




Hacking the Cable Modem

COM Port

Commonly usable
Many usable resources
Modem OS must support it

Female
To PC
(Com Port)

EECXVIN

Points
To Box

|
IR U ) B = R i = -]

Pins 1,8,13,14,18,19
& 20 are all unused




Hacking the Cable Modem

Parallel JTAG

Cheap

Very slow

Easy to make
Schwarze Katze

Main  Tools

O00O00000

DSUB25M (Rear)
Male Parallel Port Connector

=d: Intel | 28F1E0C3EB




Hacking the Cable Modem

USB JTAG

Expensive (about $60)
Really Fast

Difficult to make
USBJTAG

/ersion 0.28 httpfwww.usbitag.com _Testing SBS10X

|}tag Connected |DEBUG OFF




Hacking the Cable Modem

_:_"Z: Fireball: Firmware assembler 3.0
File Compile Functions= Lpdate Constants Logs

Ddick Commhands Proi t S et
Project: SigmaProjl. pri Ma)EE: =Eulings

CPU Type: MIPS R3000 =] Saws Praiset = Froject

Supported OpCodes: 65 Settings ] sigmal. T.asm
Address bits reserved: 32 e = O = | Emhedded
MFMermory bits reserved: 32

EBwte Sex: Big Endian Constants umustagree_html
notfound, html

links . txt

Iﬁ] reload. htrml

Added : sorry, htrnl

Added File: )
Added File: . tnet'-.-':.-'elr:-:urn,txt
sdded File: 0O, credits, tx=t

Added File: 1, gi
mdded File: address. htrnl
wwait, it to Embedded adwanced, html

webupload, html to Embedded
files. hitmil to Ernl:ledded logs. html

signal. htrnl
status, btrmil

D de cfg, - .
.ﬂ.dded Flle: CDI‘IfI% htrml to =d =3 sg.gif
Aadded File: 4200, 4, 4,5, 5% ta Syrnl:n:ll Table =% bg.gif
Cnmplllng F'r'EIJEC‘t SlgrnaF'rDH ari g -t

Welcorme to Flrehall acssemblaer l.’;él_uld 3100 o

Fireball

There is an Assembler for Cable Modem Firmware
Hacker can build custom firmware for certain purpose




Hacking the Cable Modem

/2 Welcome to SIGMA-X2 - Windows Internet Explorer
X e/Rd = hiip//192 16810011337/

+ | [ | O Typed URLs Visited URLS &) AutoFill |

Config Changer
TFTP IP: 3

[ Telnet Daemon |

Sigma X2 Build-142

Hacked Firmware for Surfboard SB5100




Hacking the Cable Modem

/2 Haxorware Control Panel - Windows Internet Explorer
Rl = http//192 168 100 1/settings html

- | [l | © Typed Visited URLs

Built on Fri Oct 24 05:35:09 2008
Haxorware Uptime: 01m 08s

: Status: Scanning
Version 1.0rcé Trying 283 MHz

General

ory Mode
ble Firmware Upgrade:
Force Networl
Tftp Enforce By
B

Optimized ~

Administration

Control Panel IP Addre:

DHCP Senver

Telnet senver m
Username root

Password admin
Save and Reboot

net Forul

Haxorware 1.0 rc6

Hacked Firmware for Surfboard SB5101




Speed Compare

SPEEDTEST

DOl LOARD

C35Y ks
ISP: ARtelecom

Server:
Vancouver

SPEEDTEST

DOl LOARD

€555 ke
ISP: ARtelecom

Server:
Vancouver

1o0/=Z0/=00s
714 AM GHMT

UFLO/D

5ic

Distance:
< 850 mi

1o0/=Z0/=00s
714 AM GHMT

UFLO/D

564

Distance:
< 850 mi




Hacking the Cable Modem

Moving Picture




It's Time to Sniff Packets

PART 2

i i v

SAMUEL KOO dual5651@hotmail.com
JIHONG YOON gotofbi@hotmail.com




Agenda

About Cable Modem
Cable Network Sniffing
Cable Modem Security

Question and Answer




Distribution Map

Dlstrlbutmn Hub Coaxial Cable

IP Switch Router

Regional Cable
Headend

Cable Modem
Termination
| System

> -

Caching

622 Mbps Servers
DC-12 Fiber

Business

Copyright * 1999 Kinetic Strategies, Inc.




Inside a Modem

Tuner
Conprovide both upstream and downstream signals
nects directly to the COAX outlet

Demodulator

A/D converter
Demoluation
Error correction

MAC
Extracts data from MPEG

CPU

Controls almost everything in the modem.




Downstream

What cable modems receive

Frequency between 65MHz to 850MHz
DOCSIS has 6MHz of bandwidth

Euro DOCSIS has 8MHz of bandwidth
Modulation 64QAM or 256QAM
Continuous stream of data

| Upstream

ﬁHILIg [ATLMATR T ATA AT AR RTATH SRR AR NI

65 MHz - 550 MHz " | 550 MHz - 850 and up MHz

5-65
MHz




Upstream

What cable modems transmit

Frequency between 5MHz to 656MHz
Modulation QPSK or 16QAM

Transmit bursts of data in timeslots (TDM)
Reserved and contention timeslots

| Upstream

ﬁtlltlg (AT MATR L ATA T A AR STAT S SATALATRLANS

65 MHz - 550 MHz ~ | 550 MHz - 850 and up MHz

5-65
MHz




Why Sniffing is Possible?

The signal from CMTS is received by every cable modem
In the same node

Cable modem disregards all data that is not intended for
Itself

Modem’s OS is programmed to drop all frames which are
not meant for itself.




Upstream Sniffing

Most cable modems are designed to receive the data
between 65MHz to 850MHz

Too many upstream channels to balance the load

Modem’s OS is programmed to drop all frames which are
not meant for itself




Hacking the Cable Modem

Moving Picture




Cable Modem Security

BPI: Baseline Privacy Interface

— Methods for encrypting traffic between the cable modem and the
CMTS at triple 56bit DES with 768/1024 bit key modulus

BPI+: Baseline Privacy Interface Plus
— Implemented in Docsis 1.1 Specs (Backwards compatible)
— Introduces X.509 v3 (RSA 1024bit) digital certificates & key pairs
— Authentication based on certificate hardware identity; validated
when modem registers with a CMTS
Certificates, Keys & The ‘trust ring’
— Stored in the non-vol settings of a modems firmware
— Contains: Public, Private, and Root Keys, CM & CA Certificates
— DOCSIS Root CA signs manufacturer CA intermediate certificate,

manufacturer signs CM certificate. CMTS parses and verifies CM
certificate, an identity based on HFC MAC




DOCSIS Security Overview (BPI+)

Key Management
(RSA, DES)

A
G
Data Encryptlon
(DES)




BPI+ CA Root Certificate

T BE|AE CWWindowsWsystemn32¥Wemd exe ==
éCevtificate:
Data:
Uersion: 3 (Bx2>
Serial Mumber:
43:74:98:fB:%a:Pd:ch:cl:fa:7azal:BAl:fe:97:6e:408
Signature fAlgorithm: shailWithRSAEncryption
Izsuer: C=US. O=Data Ouer Cable Service Interface Specifications. OU=Cah
le Modems,. CN=DOGSIS Cabhle Modem Root Certificate Authority
Validity
Not Before: Jul 11 88:00:88 2881 GMT
Not After = Jul 1@ 23:59:88 2821 GMT
Subject: C=U§. O0=Motorola Corporation, ST=California. L=San Diego. OU=DQ|
[CSIS, OU=ASG, CM=Motorola Corporation Cable Modem Root Certificate Authority
| Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RE8A Public HKey: (2048 hit)>
Modulus (2848 hit):
BB:h5:12:ha:c5:5d:88:25:1f :cBiec:46:d7:7F 03¢
bizab:c?:98:d4:=7%:hc:65:e5:F8:a3:94:e%9:7c:=38:
dd:6B:fe:f?:%e:A7:d9:33:43:45:2a:42:44:de:=89:
a2:ad:?h:bb:1as72:42:a5:53:da:3d:87:9c:78:42:
Fcicd:iddiel:Pas??:1d:5e:33:4f sc2:fh:16:67:37:
cf:%a:86:5a:4f3a:%b:6aicf:31:A9:3c:hbelzad:
46:%6:ed eazcasb6d:eB:ic:Bc:40:f4:h7:83:1e:85:
36:eb:?7:00:e7:f7:2a:16:c?:c1:8b:89:£0:31:d8:
2d:9d:f3:e2:a7:al:76:db:f:2b:72:68:74:Pc:=81:
3h:af:fi1:df :h5:-7d:aazde:cB:4c:0f :cV:Ve:78:d4:
87:fe:B85:cd:2dsee:db:27:8f :5f 43 ico:doic?afl:
ed:56:6Ff:40:72:-81:59:62:b3:Ffd:ff:a2:dc:1az33:
3e:h3:daz?1:2c:37:cd:b8:22:cA:72:d9:Pe:4azb2:
ad:66:7c:db:7P1:c?:Bd:cBieB:Bd:f7:e:04:2f:%e:
ef:eezad:1c:95:68:81:b1:80:5e:8A:38:3A:1a:cd:
fezhbh:caz2abezff:52:72:81:h8:fh:haze?:79:cd:
fhieeic3icl:baz37?:18:bb:?6:42:23:f6:dB:chH:70:
4f zebh
Exponent: 65537 (Bx108681>
A5B%v3 extensions:
A58%v3 Basic Constraints: critical
CA:TRUE,. pathlen:B
#50%9v3 Key Usage:
GCertificate Sign,. CHL Sign
Signature Algorithm: shalWithRSAEncryption
21:06:81:90:00:17:ef:15:83:d4:cafe:32:cc:89:08:75:26:
??:4c:05:0c:e4:42:78:2f :1bh:he:4f:he:d6:8c:chb:e?:d3:8hb:
86:87:99:ba:30:e8:98:a2:ba:ba:22:41:27:76:he:d?:9f :h2:
89:5c:07:5e:5e 3d fe=Pd:11:06:a8:Pc:5a:26:h6:5c:dd:87:

X.509 Certificate
Stored in Non-Vol
Public Certificate




BPI+ CM Certificate

o] BHE|RE CHWindows#system324Wemd exe
[Ceptificate:
Data:
Version: 3 (@x2>
Serial Number:
B1:80:1a:66:5h:af :66
Signature Algorithm: shalWithRSAEncryption
Izsuer: C=US. O=Motorola Corporation., 8T=California. L=5an Diego. OU=DOC|
SIS, OU=AS5G, CM=Motorola Corporation Gable Modem Root Certificate Authority
Validity
Mot Before: Dec 9 B0:16:80 2086 GMT
Hot After : Dec 9 BB:16:880 2826 GMT
Subject: C=U8, O=Motorola Corporation, OU=ASG. CN=B01A66SBAFLG. CN=B@:1A
|=66:5B:=AF:66 |
Zubject Public Key Info:
Public Key Algorithm: rsaEncryption
R8A Public Key: (1824 hit)

Modulus (1824 hitd:
BB:c2:1f:@b:5d:ef:56:1a:37:4b:34:fc:e?:44:7d:
a2:48:6c:3f:cf:d6:34:3a:56:91:16:57:6e-4c:f5:
d?:eR:65:d5:Bc:25:83:5f:55:41:3h:18:e2:cf:3e:
Pa:91:58:2b:1f:76:11:22:2aaa:15:55:cP:F2:89:
86:fb:16:al:a2:cb:76:41:23:f7:aB:2b:Yez:13:df
bh:dd:4b:26:6c:18:9f:2e:12:31:6821c:4f:43:a5:
df :h3:5b:73:chA:ed:48:h6:35:e1:34:a3:hc:fhibd:
ed:21:57:ee:2b:a4:0b:7?h:37:c2:65:2h:F7:6£:38:
38:11:45:Ba:eP:c4:7h:54:bf

Exponent: 65537 (Bx108081>

Signature Algorithm: shalWithRSAEncryption
28:88:aa:db:5f:bhc:63:42:53:88:3d:he:ac:4f :Sazee:f4:97:
fe:2e:09:8h:f0:96:79:16:51:hc:ebze?:Be:h3:62:45:14:8f:
A6 :8%:ebh:6d:bha:39:86:82:64:37:a5:21:fezch5:cB:1%:c5h:c?:
e@:85:66:a1:82:d7:fe:3c:ab:35:8h:0bh:ad:d8:4a:Be :69:50:
?4:78:da:fc:32:09:83:3F:88:ch:03:92:70:7a:c8:74:57:5h:
h?:5d:32:5a:d7:68:8d:13:81:eh:cb6:a2:1b:zcB:ch:41:d3:hb:
57:h6:22:19:95:83:88:ce:h?:c?:07:37:£f:d3:8b:44:£f7:%a:
§2:26:11:a4:bhf:dB:27:59:48:5d:e1:11:F7:h5:h8:8d:Bezac:
ca:f6:07:89:2a:1b:dd:ba:86:48:17:c3:25:hf :74:0e:58:ce:
5h:33:43:ce:58:43:a1:01:42:d3:31:6b:4d=51:8c:30:3e:d?:
82:58:c3:f9:eB:2a:a4:h7:P8:el1:%9e:60:85:ef af:4h:af:0c:
ad:fbh:cB:ad:7h:28:31:98:99:ae:ff:8e:4dacle:cB:c4:44:15:
29:cd:6d:71:chide:c3:0%:f1:hbh:a2:al:Ad:-ad:77:74:6e:65:
Bf :f9:cf:3c:61:73:48:h4:34:24:59:20:8c:h8:5f1a:6d:=2e:
Je:62:d2:ad

MI1DI=CCAgugAul BAgIHAQAZ1uuZ jANBgkghkiGIWBBAQUFADCEUJELMAKGALUE
(BHCUUMxHTABBGNU BAOTFEL vdG9 yh2xhI ENvcnBucmFBall9uRMuEQY DUQQT EupD

® X.509 Certificate
® Stored in Non-Vol
® Included Mac info




Cable Modem Security

Result of Enabling Baseline Privacy
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