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 About author

* Vulnhunt Internal
- Ring3 VM
> Tainted Propagate Analysis
- Modules of checking vulnerability
« How to find pdf Oday(now fixed) with
Vulnhunt
- Normal steps
> To check
> Locate and Analysis

 How to find alzip Oday withvulnhunt ( Demo )
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 Aka Alert7 ,XFOCUS member

» Find lot of vulnerabilities in Microsoft,
ORACLE , ADOBE , QUICKTIME , LINUX
KERNEL , Trend Micro , CA...

» With other XFOCUS guys wrote a book
{Network Penetration Testing)

» He was McAfee Labs Security Researcher

e Now he is CTO of Vulnhunt co.,Ltd
www.vulnhunt.com
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» Why Data stream Analysis

To identify exploitable vulnerabilities which is triggered by
specific user data stream

» Type of Data stream analyze
Static data stream analyze
Coverity
Fortify
Klocwork

Dynamic data stream analyze
Valgrind (for linux)

Immunity Debugger
PEIMEI

Vtrace
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» Data Control
- Where does user data stream come from
> and go to?
« Execution Control
> Instruction execution path Prediction
> Flow Control
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« Normal VM
- Cpu,FPU,MEMORY
> IO
Acpi,network,cdrom,DMA, pic,BIOS,Harddisk...
- Load OS, app run in OS

« RING3 VM
- CPU,FPU
- App run in RING3VM or RING3VM step execute
app.



» Framework for Instruction-level Tracing

- Instruction-level Taint Propagation
Trace tainted data: from and to.

example
mov ecx, dword ptr ds:[eax]
we need check if eax is tainted,check if [eax] is tainted,
mark ecx as tainted.

- Instruction-level Other functions(TODO)






Tainted Source Marking

 Function Calls

call dword ptr ds:0x40606c
The data of Address 0x40606c is 0x7c810el17

Which function call we need Identify address 0x7c810e17 for? (loop every module to
check export table)

» Mark taint source

recv(SOCKET s,char *buf,int len,int flags)
set_ buff tainted(GET_ARG(a->esp,1),GET_ARG(a->esp,2));

_ 1: network
External taint source 2 file

3: other
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» example
> Len=get_int_from_net();
o Len+=1;
- Char *buf = malloc(Len);

» Malloc, RtlAllocateHeap, HeapAlloc
- buffer_from_tainted(GET_ARG_OFFSET(a->esp,x));
> Check if length param is tainted, alert for manual review
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» example
o printf(get_buf_from_net());
 Printf,fprintf,sprintf...
o If format string param is tainted, alert as
potential format string vulnerability
> Printf("%s%n"),it’s a real format string

vulnerability, but due to the param is not
tainted, so it's a unexploitable . So ignore.












- Int a;
- a*=get_int_from_net();

o Imul/mul edi, [ebp+arg_8]
> Alert if one of op1,o0p2 is tainted

» lea ecx, dword ptr ds:[eax*8]
- Sometime,using lea express multiplication



Components

Mark taint Source

RING3 VM CHECKER

LOG,alert
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» Rep movsd dword ptr es:[edi], dword ptr
ds:[esi]
- Exece once , eg memcpy(edi,esi,ecx*4)

» Skip irrelevant instructions
- I.e: Skip instructions in ntdll.dll user32.dll



» One example, all (Potential)vulnerabilities
of this execution path

« Show how to use vulnhunt find CVE-2009-
3955 Adobe Reader and Acrobat
JpxDecode Memory Corruption
Vulnerability,



Finding pdf vuin(configure)

e Our configure, AcroRd32.exe open a
normal example normal.pdf , run mode
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Ot #ieEe  [zewn |
[Drealplay
[ aqplayer e HHA ETF B = 2]
E D T4 2010-9-27 14:24:14 0x04A-501E Z LEA may integer overflow at EIF D4AFSD1E
pdt .
[]2010-09-27 14:24:09 I:‘ TS 2010-9-27 14:24:14 00487300 Z LEA may integer owerflow at EIF O4AZ8TZT
[]2010-09-27 14:18:16 O Z010-9-27 14:24:14 0x023014EE 4 memzet (len Dx3) arg len iz tainted [32bi...
[]2010-09-27 14:09:55 []79  2010-9-27 14:24:14 0x02303E25 4 malloc (len OxZ3e) arg len is tainted (32 ..
pdf: SEI=1E []83  =2010-9-27 14:24:15  Ox02ABDCS 4 memepy (Len 0x222) arg len is tainted (32...
ﬁﬁ%ﬁ ED}‘D_DEBZT }‘412439 = []99  2010-9-27 14:24:16  0x04A2E44F z LEA may integer overflow at EIF D4AZE44F
Sivtmphlemotnormal. p i
AT T3 16 BE I:‘ 100 2010-9-27 14:24:186 0x0487F47TE Z LEA may integer owerflow at ETF O4AFE47S
EEE Z801326 & [] 102 2010-9-27 14:24:16 Dx044ZE4AZ 2 LEA may integer overflow at EIF O4AZB4AZ
E%QQ ég*‘?,lﬁ*‘ iR []104 2010-9-27 14:24:16  OxD4AZEACC 2 LEA may integer overflow at EIF O4AZBACC
Fotential Signed Extern (1)
= Pl Homp Nulm ol =
St []93  2010-9-27 14:54:15 004 AZDE30 5 MOVSE_2T04 Oxl sign extend [tainted] y
=L g
Potential Array Index Overflow (1) h
[]as  2010-9-27 14:24:15 0x049FAT1T 4 Resolve [eax (0x4240533:0x1010101)14+0:0] +. ..
n a.d = acz s
EH 65

S IBRERIEE.
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» Currently , output many alerts , need
manual checking.
» Goal : let behind false positives, discover

as many tainted check point as possible
- 100 to 10 ? Not bad!
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» confirm Potential sighed extern

> Checking No93 ,type is Potential signed extern,
content is MOVSX_2TO4 0x1 sign extern.



:\tap\Demo\JP2ELib. idb (JP2ELib.d11) e IE PRI R
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et HIZEER || BEEO
Orealplay

ump  Search Wiew Debugger Optionz Windows
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Clpif D = 2010-9-2T 14:24:14 Oz 04 AZET)
J ﬁ % % “ f é ft’ PDZDID—UQ—QT 142409 l:l T 2010-9-2T 14:24:14 0023014
: [12010-09-27 14:16:16 []7a  2010-9-27 14:24:14  0x023D3E
: [12010-09-27 14:09:55 []&3  o010-8-27 14:24:15  Ox0ZARIC
i ~ : e 124
| He Wigw-d, || éﬁ Exports || % Imports " N Names || 1#] Functions "]; pdf: HEiE1E ] o010-9-27 14:24 16 Ox04AZE4
=iaain 2010-09-27 14:24:09 ey ol
w—A T C:vtmphlemohnormal. pdf D WD 0y ialie U 2B
AEHEER T3 16 B [] 102  2010-9-27 14:24:16  Ox0442B4
.text:1883D7D4 push 2 HEiIES 2801326 & (] 104 2010-8-27 14:24:16  Ox04AZE4
.text:1883D7D6 mov ecx, ebx HRFELEAR 124884 &
.text:1083D7D8 call get_bytes || EESH B5 - Potential Signed Extern (1)
-text:1883D7DD sub [ebp+var_8}
text:1883D7E1 push 2 ] o
.text:1883D7E3 mnov ecx, ebx AR
.text:1003D7ES moy byte ptr [ Pote EHEH Tda Jumper
mEi
i' 1il} D s HEISRE
00030704 1003D07D4: sub_1003CE13:loee_ 10030704
Deprecated Function (16)
i B 55

total memory allocated

module CisProgram FilessIDANprocshpc.w32 for processaor
e libraries...
subsystem has been initialized.
r file '"IPz2ELib.d11"' is 1oaded.
ile 'CiwProgram FileshsIDasidcwida.ide'...
unction 'main'...




Finding pdf vuin(Analysis 3)

» Auto locate to Ida ASM from alert

\tapiDemodAJP2ELib. idb (JP2ELib. d11)

ump  Search ¥iew Debugzer Options Windows Help L A2 () [Bﬁgﬁ;tlﬂi)
- ﬁ ﬁ T || Text | movas w & = B=2m F HH “ FARE &ifFE
e
& /8 BRNY [T v|mp & - R
DETR v = NX - H-w SHKM~-~ F 2o BE W &R £ ) B EIF
9 2010-9-27 14:24:14 Ox04825T
ﬁ I% I% f ‘é ft T 2010-9-27 14:24:14 0:x023D14
- - 111 N1 N [© i~ <266 oo
3 2010-9-27 14:24:15 D02 R30C
| Hes Wiew-& %Jh Exports % Imparts | N Mames \Iﬂl Functions & Structures | En Enums q 2010-9-27 14:24: 16 Dx04AZE4
N oo Z010-9-27 14:24:18 Ox0487E4
02  2010-9-27 14:24:18 Ox0487F4
-Lext:1083D825 ecx, ebx Mame 04 2010-9-27 14:24:16  Dx04A2B4
text:1883D827 call get_bytes —
-text:1083D82C sub [ebp+var_8], 4 £ ftential Signed Extern (1)

-text:168083D838

-text:1003D830 loc_1803D830: ;
|- text:18830830 mousx  eax, ax
-text:1083D833 cmp eax, [edi+4Ch]

CODE XREF: sub_18

<

00030830 10030830 sub_1003CEL3:lec 10030830

Line 44 of 22¢

3 2010-9-27 14:24:15 Ox04n2 05
tential Array Index Owerflow (1

Ox049FAT

|
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lﬁ 2010-9-27 14:24:15

total memory allocated

module C:wProgram FileshIDAwprocshpc.w3z for processor metapc...Ok
e libraries...

5 subsystem has been initialized.

r file 'JP2KLib.d11' is Toaded.

ile '"ZivProgram FileshIDAMidchida.idc'...

unction ‘main'..

'incomﬁat'ib'le sa\:.fed desktoﬁ has been 1'in0r“ed
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» .text:1003D830 loc_1003D830:

XREF: sub_1003CB13+D04;j
e .text:1003D830 MOVSX eax, ax
o .text:1003D833 cmp  eax, [edi+4Ch]
» .text:1003D836 jge loc_1003DC8A
o .text:1003D83C mov  ecx, [edi+2Ch]
o .text:1003D83F mov  esi, eax
« .text:1003D841 imul esi, 0Ch
e .text:1003D844 mov [esi+ecx], eax
o .text:1003D847 mov  eaX, [edi+2Ch]
« Ax is tainted , mosx extern to eax,so eax can be negative.

bypass jpe checking.
mov  [esi+ecx], eax , can put eax value to limited
arbitrary address. Cause memory Corruption.
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