Exploiting SCADA Systems
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= Attack Vectors via Software 3
Vulnerabillities
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Client-side attacks from web
F browsers, e-mail, and malicious |
servers




Server-side attacks from the
F internet or internal network |




F S0.. whats wrong? |




— Security has been implemented |
as an add-on instead of being |
| build around the product from the J

ground up f




Current customers that trust and use MatrikonOPC Tunneller
® Honeywe ® ABE

http://www.matrikonopc.com/products/opc-data-management/opc-tunneller.aspx




== Systems are typically installed for ==
¢ |long term, and sottware upgrades |
may require new hardware ‘
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Something somewhere is
F connected to something that is |
connected to the Internet
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No authentication?
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MV ecx, [ebprvar 20]
novzx  edx, ds:byte 10812384 eck]
jwp  ds:off 188122(C[edv=d) ; switch jung

| Jum hes bt aune d s et ane M aay e

L L
= Nir B ]
i loc_18612190: ; jungtable 1BH12167 case § llnc_wmw?: ; Junptable 18812167 case 6f loc_18B1210F: , Junptadle 18812107 case 7]
nov  eck, [ebpevar 18) Jcall ‘ mv  ecx, [ebpvar 18]
tall  sub 1812540 v e, [ebpeuar 4] tall  sub 18815560
nov  eax, [ebpevar 18) 1mu [eax+E08h], ecx MV eax, [ebpvar 18]
nov  dword ptr [eax+BACh], @ mov  ecx, [ebpruar 18] nov  dword ptr [eaxs6ACh], @
i loc 186M279 call  sub 1EIGEAG g Loc 1061207
[ - edx, [ebpevar 18] '
mov  dword ptr [edx+bACh], @

o loc 10227
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B {func==5):

B1f(func=5):

B1f(func==7):

?

What would you like to do?

' LY Rl T AR TEAS SR [ 1
print “Crafting a packet to create a deskt
pkt=ndr+"3"+""+datas "\ x06"*(66-

print “Crafting a packet to retrieve drive inf
pkt=har+ 64" 161
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Vendors are not always
F{“receptive” to vulnerability reports
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Favorite Quotes

“I'm not sure what this perl script is trying to do?”

“If the CSV file is edited manually then it may not parse correctly when it gets
loaded.”

F “From what | can see there is no security vulnerability in our product, if the
CSV file is invalid then the application will not run correctly.” J

“Hi Jeremy, thanks but please don't waste my time.”

“That sounds like a threat Jeremy, are you expecting me to pay you
something?”
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Possible “Security Unaware”
Vendor Responses

F | | J
Its Q&A time ladies and

aentlemen!

——



| found several security
vulnerabilities in your

products.....information.....

What are your plans regarding a
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“Product A isn't accessible from the
Internet, so it's not vulnerable to
attacks.”

F

So if someone owns a workstation on J
the same subnet with an IE exploit,
how vulnerable do you consider it
now?
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“As long as you don't open untrusted
files with Product AB, then the exploits
can't harm the system.”

“Do you really want to risk the
organization's security by trusting J
that someone won't open a file that
could be found on the web,
emailed, or dropped in a trusted

location?”
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“Product ABC uses a complex,
proprietary protocol to which it's
documentation is only circulated
internally.”

F

What is to stop someone from using J
a packet sniffer and disassembler
to analyze the protocol, figure out

how it works, and spend some time

researching how to exploit it?
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< Why is it important to audit
SCADA software? J




Stuxnet used a Siemens WinCC
Hard-coded Database

Credentials Vulnerability 3

How many other vendors do this”? G




Kevin Finisterre
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“If you outlaw SCADA exploits, |
only outlaws will have SCADA |

exploits.”

KF in 2008 after releasing
CitectSCADA vulnerability

information
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F MODBUS Fuzzing |
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import sys,socket
from random import choice

port=502

l [prot]l[len]|

00 00 00 05 00 "

2 b M 4 o M PR

pdu="03 02 00 00"

pkt=mbap+pdu

res=[chr(int(p,16)) for p in pkt.split()]

cry:
sock=socket.socket(socket.AF INET,socket.SOCK STREAM)
sock.bind(("" ,port))
sock.listen(1l)

except IOError,e:
print e

conn,addr=sock.accept()

print "got connection from %s\n"%saddr[0]




g Wait a few seconds... |




B - A pplication Error

@ The instruction at "0x0040832c" referenced memory at “0x00360000". The memory could not be “written”.
Click on OK ko terminate the program
Click on CANCEL to debug the program J

0K Cancel




F “Tunneller” Protocol ]




Connect Handshake

Header

Signature Length Msg ID
0030 ff ff b3 & 00 00 TREEEENL
0040 &
F 050
0060
0070
Trailer

Client — Server




Session Handshake

0030
0040 & |
F WISTUN79 00 6f 00 75 00 20 00 72 00 65 00 61 00 6¢ 00

VUG 00 79 00 20 00 63 00 61 00 72 00 65 00 3f 00
0070

Server — Client




Continued

Ky TR O 34 00 00 00 14 00 00 00 58
TICTI00 00 00 00 2b co 00 38 ge ag

Client — Server

IEIR g2 34 00 00 00 14 00 00 00 58
00 00 00 00 ab e

Server — Client




Session Handshake Complete

Tf af ae 16 00 00 iWEEE]

00 04 55 00 73 00 65 00
A 00 4d 00 50 00 55 00
75 00 73 00 65 00 72 00
63 00 61 00 6C 00 49 00
72 00 65 00 73 00 73 00
32 00 2e 00 31 00 36 00
31 00 39 00 30 00 00 00
61 00 6C 00 4e 00 61 00
63 00 6f 00 6d 00 70 00

00 00 00 ac 00 00 00 03
00 00 00 00 00 03 00 00
72 00 00 00 00 Od 43 00
54 00 45 00 52 00 5¢ 0C
00 00 00 0e 4c 00 6f 0O
50 00 61 00 64 00 64 OC
00 00 00 Od 31 00 39 00
38 00 2e 00 30 00 2e 0OC
00 09 4¢ 00 6F 00 63 0C
6d 00 65 00 00 00 00 08
75 00 74 00 65 00 72 00

Client — Server




PE49C648 R
G049C64B AND EDX, 3
CHP ECX,8
JE SHORT Tunnel le.@049C67C
F3:05 REP MOUS DWORD PTR ES:(EDIJ,DWORD PTR DS:CESI]
0% FF24595 60C74900 .1 DWORD PTR DS:[EDXe4+45C76C)
B049C6SC MOY ERX, EDI
B049CESE MOV EDX,3
0049CEE63 SUB ECX, 4
0049C6E6 7 JB SHORT Tunnel le.G@49CE74
0049C662 AND EAX, 3
B049C6EE ADD ECX, EAX
8043C6ED " DWORD PTR DS:[EAX*4+49C680]
0049C674 - DWORD PTR DS:[ECX#4+49C77C]
0045C67E 90 NOP
0049C67C P DWORD PTR DS:[ECKe4+49C7001
0049C683 90 NOP
0049C624 NOP Switoh table (1-based) used at G@439CE6D
0849C685 WDEC ECX Unknown command
ADD BYTE PTR DS:(ESI+EAX#S+C6EGDN49]), BH
B049C6SE DEC ECX
A049C6SF D023 QD0 BYTE PTR 0S:(EBX),AH
P045C651 DI1SA 06880787 ROR DWORD PTR DS:[EDX+SRO7ES8061, 1
0049C697 46 INC ESI
004906928 ©168 47018A46 ADD DWORD PTR DSt [EAN+468RB1471, ECX
@049C69E  ©92C1 ADD AL, CL
B049C6A8 E9 ©2884782 JHP
@049C6AS 83C6 83
0049C6AS 83C7 83
P049C6AE 83F9 82 CHP ECX.8
8049CEAE ~72 CC J8 SHORT Tunnel le.@049C67C
0045C6E0 REFP MOUS DWORD PTR ES:CEDI),DWORD PTR DS:CESII
0049C6B2 - DWORD PTR DS: [EDXe4+49CP6C1]
0049C6B LEA ECX,DWORD PTR DS1CECK]
B049C6EC EDX, ECX
GO49C6EE 8RR AL,BYTE PTR DS:[ESI)
B049C6CH MOU BYTE PTR DS:CEDIJ.AL
8049C6C2 AL,BYTE PTR DS:(ESI+1)
#049C6CS 82
0049C6CE BYTE PTR DS:(EDI+11,AL
0045C6CE ESI, 2
0049C6CE EDI, 2
90490601 83F9 ECX. 8
0049C604 ~72 A6 JE8 SHORT Tunnel le.@@49C67C
8043C6D6 F3:A5 REP MOUS DWORD PTR ES:CEDIJ,DWORD PTR DS:[ESI]
90490608 FF2495 £CC74908 U1 DWORD PTR DS: [EDX4+43C76C1
#049C60F 90 NOP
PO49C6ED 2301 AND EDX, ECX
P045CHEZ 8AGE MOU AL,BYTE PTR DS:CESI)
0049C6ES 8807 MOU BYTE PTR DS:CEDIJ,AL
4 Q O) [wisinl EQI 4
ECX=000G0060 (decimal 96.)
DS: [ESI J=[8B3CA1561=00426842
ES: [EDI J=[003CEA381=00420042




Playing with lengths can be

fun! or not fun, or useful. often time

consuming and irritating actually. Literally be prepared

to spend a lot of time chasing possibilities that aren't there.
Just to, in the end, when you end up with another denial of service bug,
wondering why you're still inside when its 8 in the evening. Maybe | should have J

listened to Dad and became a doctor, or a lawyer.

Not only in SCADA
protocols, but others too!
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Sploitware




A framework designhed
=1 specifically for SCADA systems |
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Just a small project of mine
F focused on SCADA and related
software




= Can check systems for potentially ==
F vulnerable software, exploit |
vulnerabilities, lots of fun stuff
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Methods for identifying 3
F vulnerabilities”? Manual testing to \
fuzzing to reverse engineering




R&D findings range from RCE to
- DoS to Integrity Loss J







F Recommendations ]




Vendors...




F (And check out TAOSSA) ]
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Clients...

Do a security evaluation before
vou make the purchase.

—



F Because other people will. }




And please don't backdoor your
software...

- e g

F
*cough™ Siemens *cough”
S Control4 *cough* Beckhoff
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Although many do, not all of
SCADA vendors have free trials, —
demos, evaluations, etc.. If you're

one of them, and would likea |}

F

product security evaluation,
contact me :)
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Thank you!

Jjbrown at tenable.com




