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Cases of "APT” attack with Flash

“2011 Recruitment plan.xls”
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P CVE-2007-0071

Control/Information
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What ?7?




The SWF (pronounced “swiff “) file format delivers vector
graphics, text, video, and sound over the Internet,
supported by Adobe® Flash® Player software.

- Network Delivery
- Scriptability

ActionScript 3.
ActionScript Virtual Machlne 2 (AVM?2)
(Starting with SWF 9, AS 3.0 language + AVM?2)



SWF File Header

- Signature (UI8*3) : "FWS"/"CWS"
- Version (UI8)

- FileLength (UI8)

- FrameSize (RECT)

- FrameRate (UI16)



Attribute Tag SWE TAG

T Definition Tag
J Control Tag
Tag RECORDHEADER = tag type + length

- Short RECORDHEADER




Flash Action Model(9)

DoAction tag ( .abc bytecode block)
DoABC Tag

- RECORDHEADER(type=82)
- Flags (UI32)




Flash Binary Data
DefineBinaryData

Tag DefineBinaryData tag
- SWF 9, definition tag

- RECORDHEADER(type=87)
- Tag(UI16)
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“Not a Destinafion,
its a Method for it I!”

Desfination 4 Poinfs

File based Detection
Network based Detection Crash/EIP control ?

Inline-Patch ShellCode ?
Others... 0x03 ---- Malicious Content ?




- Easy to Fake
-~ Low Security Policy



<html>

<body>

<object classid="clsid:d27cdbée-aeéd-11cf-96b8-444553540000" codeba
width="668" height="100" id="mymoviename">

<param name="movie" value="security Swf" />

<param name="quality" value="high" />

<param name="bgcolor" value="$ffffff" />

<embed src="security asec.swf" quality="high" bgcolor="ffffff" wid
</embed>

</object>

</body>

</html>




FlashinPDF

The rich media annotation means that Flash applications, video, audio,
and other multimedia can be attached to a PDF document. (Extensionlevel 3)

/Subtype/RichMedia

/

/Binding JEF /F JF( ) /Type/Filespec

/Background /DL /Length /Filter /Params (Checksum, ModDate, ...)

stream
... SWF File....

endstream
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ug in SWF File Format (CVE-2007-0071)
ug in Action Script (CVE-2010-1297)
Others...

Complexity To Simplicity




Other contents in File
HeapSpray
- JavaScript (HTML)

- AcrolS (PDF)
- ActionScript (Flash)




pBRE L2

/JS
/Filter

lawsag=sda;lsk I
gjawleiqwq023:

SWEF(Flash)
/Type /Page /Parent /Type /Action /S /JavaScript

/Filter /Length

stream
... JavaScript ....

endstream




public var array:Array;

public function sampleZ2()
{
addFrameScript (0, this.framel);
return;
V// end function

function framel ()
{
this.a = unescape ("%u0d0d%udd0d");
this.t this.a;
this.b = unescape {"%uld0d%uld0d%uldid%uld0d%uldd0d%uld0dtuld0d%uldidsuddidsuddidsuld0diul
this.len = 1048576 - this.b.length - 236;
while (this.a.length « this.len)
{

A/ label
thi=.a = this.a + this.t;
V// end while
thi=.a = thi=.a + this.b;
this.array = new Array();
this.i = 0;
while (this.i < 200)
{
A/ label
this.array[this.i] = new Bytelrray();
this.array[this.i] .writeMultiByte(this.a, "unicode");
thi=.i = this.i + 1;
A/ label
}// end while




Execution Constraint
- Environment Check
- Security Setting

Dynamic construction(Reconstruction)
- Using an External Parameter
- Interaction with the External JavaScript
- Creating a SWF Dynamically




- Flash have two-sides (Useful vs. Malicious)

- Document File Analysis (including flash) could be important
starting point for Incident Analysis.

- Malicious flash has been advanced such as malicious code.

- In the future, 1 will study about symptoms and signs, when a







