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Why ?? 



Cases of "APT" attack with Flash 
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CVE-2011-0609 
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CVE-2010-3654 
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CVE-2011-0611 
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CVE-2010-1297 
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CVE-2010-2884 
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CVE-2011-2110 
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CVE-2007-0071 

Known Flash Vulnerabilities(History) 
O

th
e
rs

 V
u
ln

e
ra

b
ili

ti
e
s 

2
0
0
9
.0

6
 

CVE-2009-1862 



What ?? 



What is FLASH ...  

- Network Delivery 
- Scriptability 

The SWF (pronounced “swiff ”) file format delivers vector 
graphics, text, video, and sound over the Internet, 
supported by Adobe® Flash® Player software. 

SWF File Format Version 10  
ActionScript 3.0 (AS 3.0) 
ActionScript Virtual Machine 2 (AVM2) 
(Starting with SWF 9, AS 3.0 language + AVM2) 

Header 

Tags 



Header 

What is FLASH ...  

SWF File Header   

 

 - Signature (UI8*3) : “FWS”/”CWS” 

  - Version (UI8) 

  - FileLength (UI8) 

  - FrameSize (RECT) 

 - FrameRate (UI16) 

 - FrameCount (UI16) 



Header 

Attribute Tag 

Tag 

Tag 

…. 

Tag 

End Tag 

What is FLASH ...  

SWF TAG 

    Definition Tag 

    Control Tag 

 

 RECORDHEADER = tag type + length 

 

    - Short RECORDHEADER 

    - Long RECORDHEADER  



Header 

Attribute Tag 

DoABC Tag 

Tag 

…. 

Tag 

End Tag 

What is FLASH ...  

Flash Action Model(9) 

 

   DoAction tag ( .abc bytecode block) 

 

 - RECORDHEADER(type=82) 

 - Flags (UI32) 

 - Name (STRING) 

 - ABCData (Byte[]) 



Header 

Attribute Tag 

DefineBinaryData  
Tag 

Tag 

…. 

Tag 

End Tag 

What is FLASH ...  

Flash Binary Data 

 

   DefineBinaryData tag 

 - SWF 9,  definition tag 

 

 - RECORDHEADER(type=87) 

 - Tag(UI16) 

 - Reserved(UI32) 

 - Data (BINARY)  



How ?? 



What is “Analysis of Vulnerability” … 

“Not a Destination,  
                    it's a Method for it !!!” 

 
 
 
 
 

 
 
 
 
 

File based Detection 

Network based Detection 

Inline-Patch  

Others… 

 Destination 4 Points 

0x00 ------------------  Input ? 

0x01 ----- Crash/EIP control ? 

0x02 ------------- ShellCode ? 

0x03 ---- Malicious Content ? 



Containers of Flash 

 - Easy to Fake 
 - Low Security Policy  
 - Large Space 



Flash in HTML 



Flash in PDF 

The rich media annotation means that Flash applications, video, audio,  
and other multimedia can be attached to a PDF document. (ExtensionLevel 3) 

/Subtype/RichMedia 

/RichMediaSettings 
….. 

/Configuration 
/RichMediaContent 

/Instance 
/Subtype/Flash 

/Param /Asset 

/Binding 

/Background 

/Names (filename.swf ) 

/NM 

/EF /F /F( filename.swf ) /Type/Filespec 

/DL /Length /Filter /Params (Checksum, ModDate, …) 
/Subtype/application#2Fx-shockwave-flash 

stream  
… SWF File….   

 
endstream 

/Assets 



Flash In Word/Excel 



Main Flash Vulnerabilities 

 Bug in SWF File Format (CVE-2007-0071) 

 Bug in Action Script  (CVE-2010-1297) 

 Others… 

Complexity To Simplicity 



ShellCode 

Other contents in File  

HeapSpray 

  -  JavaScript (HTML) 

  -  AcroJS (PDF) 

  -  ActionScript (Flash) 



HeapSpray – PDF(AcroJS) 

PDF Header 

SWF(Flash) 

PE 

1awsag=sda;lsk
gjawleiqwq023: 

/JS 

/Filter 

/Type /Catalog /Pages 

/Type /Pages /OpenAction 

/Type /Page /Parent 

/Filter /Length  

stream  
… JavaScript ….   

 
endstream 

/S /JavaScript /Type /Action 



HeapSpray – Flash(ActionScript) 



Advanced Malicious Features 

 Execution Constraint 

 - Environment Check 

 - Security Setting 

 

 Dynamic construction(Reconstruction)  

 - Using an External Parameter 

 - Interaction with the External JavaScript 

 - Creating a SWF Dynamically 

 

 Obfuscation/Encryption 



Conclusion 

- Flash have two-sides (Useful vs. Malicious) 

- Document File Analysis (including flash) could be important   

  starting point for Incident Analysis. 

- Malicious flash has been advanced such as malicious code. 

- In the future, i will study about symptoms and signs, when a 

  malicious document file is executed, from forensic perspective. 

 



Q&A 


