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Silverbug 



 Wi-Fi 

 

 SMS 

 

 Android Key/Pattern Unlock 

 

 CSRF 



  각 통신사별 Wi-Fi 정책 

 
KT – only Subscribers 

SKT – only Subscribers 
LGT – Subscribers AP 



 Phone Register. 
◦ IMEI & Mac Address Register(White List) 

 

 USIM + Wifi (Secure) 
◦ Most phone does not support  

 

 Insecure Wifi(Not Secure) 



 Firesheep 
◦ Easy… 

◦ Mozilla Firefox add-ons 

◦ HTTP Session Hijacking Attack 

 

  
Countermeasures 
◦ Blacksheep 

◦ VPN, HTTPS 

◦ Wireless network security  
  



refurbished phone? 

= 
Mac Address 

xx:xx:xx:xx:xx:xx 

Magic Mac Address? 





Bring down the interface: "ifconfig eth0 down" 
Enter new MAC address: "ifconfig eth0 hw 
ether AA:BB:CC:DD:EE:FF" 
Bring up the interface: "ifconfig eth0 up" 

- Bring down the interface: "ifconfig xl0 down" 
- Enter new MAC address: "ifconfig xl0 link  AA:BB:CC:DD:EE:FF" 
- Bring up the interface: "ifconfig xl0 up" 

- BSD 

- Linux 



 Android 
◦ eeprom image file 

◦ /pds/wifi/nvs_map.bin 



 Client Side Script - Authentication 

 

 

Auth - Request 

Response(SMS Auth Number) 

If( User.Input == Response.data  ) { 
      Success; 
} else { 
      Fail; 
} 



 com.android.internal.widget.LockPatternUtils 

◦ /data/system/gesture.key 

 

 

 

 

 

◦ /data/system/pc.key 

 
byte[] saltedPassword = (password + getSalt()).getBytes(); 
byte[] sha1 = MessageDigest.getInstance(algo = "SHA-1").digest(saltedPassword); 
byte[] md5 = MessageDigest.getInstance(algo = "MD5").digest(saltedPassword); 
hashed = (toHex(sha1) + toHex(md5)).getBytes(); 

 for (int i = 0; i < patternSize; i++) { 
      LockPatternView.Cell cell = pattern.get(i); 
      res[i] = (byte) (cell.getRow() * 3 + cell.getColumn()); 
 } 
 
MessageDigest md = MessageDigest.getInstance("SHA-1"); 
byte[] hash = md.digest(res); 
return hash; 

Settings.db 



 Attack 
◦ Cross Site Request Forgery 

 

 

 

 

 

 

 

Only… Link 



 법적인 문제로... 




