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Agenda
» Wi-Fi
» SMS

» Android Key/Pattern Unlock

» CSRF




wiGH

Hotstats as of January 25, 2010 289,834 free and pay Wi-Fi locations in 139 countries

Rank Countries Locations |Rank Cities Locations Rank Type Locations
1 United States 69,757 | 1 | New York 883 1  Hotel/Resort 65,701 KT 912,000
2  China 35,115 | 2 | San Francisco 870 2  Other 51,086
3 | United Kingdom 28,041 | 3 | Chicago 798| 3 | Cafe 41,710 SKT -
4 | France 26,283 | 4  Houston 641 4  Restaurant 41,702
5  Germany 14,759 | 5 | Seattle 609 5 | PublicSpacel Public Bulding| 22,874 LG U* -
6 | Russian Federation | 14,700 | 6 | Los Angeles 511 & | Store/Shopping Mall 15,525
7 | Atlanta 463 7 | Office Building 10,232 A ©Fk12,000
8 | San Diego 448 8  Hotzone 6,634
9 | San Antonio 428 9 | Pub 5,206
10 Switzerland 5,485 | 10 Awustin 425 10 Airport 3,368

=7 : Jiwire Global Wi-Fi Finder(2010, 1, 25, 7|&)
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Telecom WiFi

» Phone Register.
> IMEIl & Mac Address Register(White List)

» USIM + Wifi (Secure)

- Most phone does not support

» Insecure Wifi(Not Secure)




Wi-Fi Security Issues

» Firesheep
- Easy...
- Mozilla Firefox add-ons
- HTTP Session Hijacking Attack

Countermeasures

> Blacksheep

> VPN, HTTPS

> Wireless network security




Mac Address - Unique?

refurbished phone?

£ 13:52

Al £2 13:52

Hardware information Hardware information

Wi-Fi MAC address

Wi-Fi MAC address

38:E7:D8:10:A0:23 38:E7:D08:10:A0:23

Bluetooth address

Unavailable

Bluetooth address

Unavailable

Mac Address

2O XX XX XX

Magic Mac Address?



Mac Change - Windows
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Mac Change - Linux/BSD

- BSD

- Bring down the interface: "ifconfig xI0 down"
— Enter new MAC address: "ifconfig xI0 link AA:BB:CC:DD:EE:FF"

— Bring up the interface: "ifconfig xI0 up"

- LinuX

Bring down the interface: "ifconfig ethO down"
Enter new MAC address: "ifconfig ethO hw

ether AA:BB:CC:DD:EE:FF"
Bring up the interface: "ifconfig ethO up”




Mac Change - Androi

» Android

- eeprom image file

> /pds/wifi/nvs_map.bin

: | fvs_map. bin *

Wiorkspace

51 Open Files A
e DA StoolsMeees_map.bin

Favorite Files B
Recent Files

g 1 & 3 4 5 &6 % 3§ 8 A F C I E F 0123456739 ABCDEF
0ddokh: 01 6D 54 3D =0 12 15 01 71 54 11 YF 00 OO0 00 00 cT= ...gT... ..
O010h: 00 00 00 OO0 OO0 00 00 00 01 11 01 F2 C8 C0 8 CB veeunnensnnnnsns
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SMS Authentication

» Client Side Script - Authentication

@

@

Response(SMS Auth Number)

.



Android Key/Pattern Unlock

» com.android.internal.widget.LockPatternUtils
- /data/system/gesture.key Settings.db

- /data/system/pc.key




CSRF

» Attack
> Cross Site Request Forgery
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